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Abstract

Our Application Security MonitofASM) is a run-time
monitor that dynamically collects execution-related data
ASM is part of a security framework that will allow us to
explore different security policies aimed at identifyinglim
cious behavior such as Trojan horses and backdoors.

In this paper, we show what type of data ASM can collect

and illustrate how this data can be used to enforce a security 2.

policy. Using ASM we are able to explore different tradeoffs
between security and performance.

1 Introduction

Criminal computer attacks grew at an alarming rate in
2004 and are expected to continue to rise in 2005. Zero-day
attack exploits are being sold on the black market [11]. Tro-
jan horses and backdoors may be a significant part of those
exploits. They can cause significant damage, such as infor-
mation loss and information tampering. Even worse, many
Trojan horses and back-doors may go undetected.

We are currently developing a security framework that
will uncover Trojan horses and backdoors, and also defend
against harmful activity. In this paper we present ASM, a
run-time monitor which is at the heart of our new security
framework. We consider the different kinds of information
that need to be collected by ASM. We discuss ASM'’s use-
fulness for security policies and analyze ASM performance
impact.

In the next section we review examples of security ex-
ploits. We then analyze some malicious code examples and
show what can be done to detect these exploits. Next, we
analyze the impact of our solutions on performance. Finally
we discuss related work and conclude in section 6.

2 Security Exploits

To establish the basis and motivation for our work we
present some real world examples of malicious code

1. W32/MyDoom.B virus is an executable file that can in-
fect a Windows system. When executed, the virus at-

registry. The virus modifies the registry to execute it-
self (at log in time) and to reference a backdoor com-
ponent. In addition, the virus downloads and installs a
backdoor. The backdoor component (ctfmon.dll) opens
a TCP port, and can accept commands, execute addi-
tional code, or act as a TCP proxy. (US-CERT Alert
TA04-028A) [14].

The CIH/Chernobyl Virus infects executables and is
spread when an infected executable is executed. The
CIH virus has several variants. Some are triggered ev-
ery month on the 26th day, while other variants are trig-
gered just on April 26th or June 26th. Once the CIH
virus executes, it attempts to erase the entire hard drive
and overwrite the system BIOS. CIH affects only Win-
dows 95/98 machines (CERT IN-99-03) [15].

3. The Phatbot Trojan can be controlled by an attacker on

a remote site (using a p2p protocol). The Trojan has a
large set of commands which can be executed. A few
of these commands include: stealing CD keys, running
a command usingystem(.,) displaying system infor-
mation, executing file from an ftp url and killing a pro-
cess [5].

4. The Trojan Horse version of the Sendmail Distribution

contains malicious code that is executed during the pro-
cess of building the software. The Trojan forks a pro-
cess that connects to a fixed remote server on port 6667.
The forked process allows an intruder to open a shell
running as the user who built the Sendmail software
(CERT Advisory CA-2002-28) [15].

5. A Trojan horse version of TCP Wrappers can provide

root access to intruders who are initiating connections
with a source port of 421. Also, upon compilation of
the program, this Trojan horse sends email to an exter-
nal address. The email includes information which can
identify the site and the account that compiled the pro-
gram. Specifically, the Trojan sends the information ob-
tained from running the commandsoamianduname

-a (CERT Advisory CA-1999-01) [15].

Analyzing these viruses, Trojan horses, and backdoors re-

tempts to generate files and add entries to the Windowsveals several distinct characteristics and behaviors:



1. Executables are downloaded and executed without user 5. Source of the access request arguments — in particular
intervention. the source of the file name or network address (e.g., em-
o o bedded in the binary, user input, user file, or network).
2. The malicious code may create and/or update files in the This is essential for finding any hard-coded information.
file system (possibly Windows registry) wiftxed(i.e.,

hard-coded) values. 6. Code frequency — this type of information can be used
o ) ) to detect code segments that rarely execute (malicious
3. The code initiates a connection tdiged remote host. code segments).

It then downloads executables/data or uploads private

information (which may be obtained by executiinged 3.2 Mimicing Malicious Code
commands).

4. The malicious code may execute only under specific " this section we show an example of a simple C code
conditions. For example, execute only on a specific datethat may be used as part of a malicious program. We show in
or port number. detail how trackmg the data can be useful. .
The example in figure 1 shows a program that contains
5. The code allows a remote user to initiate commands orpotentially malicious behavior. The program opens a file and
control the execution on the local host. writes to it. Both the file name and the content written to the
file are hard-coded (i.e., embedded in the binary). In lines
An important observation is that many of the resources 7-9, a static buffescript is declared and initialized, and in
used by the malicious code, such as file names and networkine 13, the buffefilenameis declared and initialized. Note,
addresses, are hard-coded in the binary. This is not surpristhatfilenames declared inside a function, and is therefore an
ing because for the malicious code to be self-contained, itautomatic variable that will be allocated on the stack.
must execute without any guidance from the user or fromthe  We are interested in detecting the following:

attacker. )
1. If there are accesses to a file.

3 ASM 2. If the source of the argument to tbeencall is hard-
coded, or

Our goal is devise new security policies that can effec-
tively counter attacks such as those described above. dn thi
section we describe the data ASM gathers at run time. Next, |n order to track file accesses, we monitor system calls.
we present a detailed example of C code that mimics mali-To detect the data sources of each of the buffers, we need to
cious code and shows what needs to be done to collect intrack the data.
formation to detect its presence. We then discuss our imple-  To be able to understand the sources of data and the pre-

3. Ifthe source of the data flowing to the file is hard-coded.

mentation within ASM. cise flow of data, we compile the program (we use gcc 3.4.2
_ . (20041017) on Red Hat Linux, no flags). Figure 2 shows the
3.1 Dynamic Data Collection assembly of the main function.

Lines 19 and 26 are calls tipenandwrite, respectively.
We begin by describing the different data types we collect The open call expects two parameters: filename and flags.
at run time. Moving up from line 19, we see two push instructions (lines
16 and 18) that push arguments onto the stack. In line 16 we
1. Access to resources (file system/network) — This infor- push the value 0x440 — the OREAT | O_APPEND flags. In
mation enables us to track program behavior. It is usedline 18 we push %eax — this register will point to the location
by most behavioral security mechanisms. where the filenamesshcan be found.
) , Debugging the assembly further reveals that %eax holds
2. Data flowing between different resources, such as dataan address on the stack that contains the filename string.
read from a socket — the type_of thE_’ _data (?xeCUtable’Looking earlier in the code, we can see the that %eax is as-
text, etc.) can be used by security policies to filter down- signed the effective address of Oxffffffd8(%ebp) in line 17
loaded data. lines 11-14 the value of Oxffffffd8(%ebp) is set using %eax.

3. Source and target of the data flow — source or target sucH-00king more closely atline 11, we see that %eax s assigned
as a network address or a filename. This data is used b)}he value.cshlocated at address 0x80484d8. (A similar as-

most behavior based security mechanisms to implementSignment happens with %al: null is loaded from the memory
different security policies. and stored just aftecsh) o
To summarize, lines 11-14 load the strirgghinto the

4. Source of the access request — the origin (in the code)stack starting at Oxffffffd8(%ebp). Oxffffffd8(%ebp) igter
from where the request originated. This data can be used as a parameter to thpensyscall in lines 17-19.
used to detect intrusions (similar¢ode origins as dis- Following the flow of thewrite call is much simpler. Line
cussed by V. Kiriansky et al. [6]). 24 pushes the address $0x8049600, which contains the script



1. #include <stdio. h>

2.  #include <unistd. h>

3. #include <sys/types. h>

4. #include <sys/stat. h>

5. #include <fcntl. h>

6.

7. static char script[] =

8. "csh malicious code .. here \
9. grep, fork and nore ...";
10.

11. int main(void) {

12. int fd;

13. char filenane[] = ".csh"

14.

15. fd = open(fil enane,

16. O _CREAT | O_APPEND);
17. wite(fd, script, sizeof(script));
18. }

Figure 1. A hard-coded C function.

code. In order to detect whether the arguments sent to an 1. push  %bp

openor write call are hard-coded, we need to track the data | 2- nov Y%esp, Yebp

flow in the program. We track the data being loaded, track | 3  sub ~ $0x28, %sp

their manipulation on the stack and any future use. Effec-| 4-  and $0xf fszffol %esp
tively, this means tracking all memory accesses, as well as 2 Zg\é igig ;ﬁ:i

ALU operations. In addition, we need to know that the both 7: add $0xf ' Yeax
filename and script originate from the binary image. This | g shr $0x4: Yeax

can be detected when the binary is loaded: we can identify| g shl $0x4, Y%eax

each of the binary sections being loaded and label those for 10. sub Yeax, %esp
future reference. Figure 3 shows two of the binary sections| 11. nov 0x80484d8, %eax

(.rodata and .data), where the filename string and scriggt cod | 12.  nov Y%eax, Oxffffffd8(%ebp)
are located, respectively. 13. nov 0x80484dc, %al
Note that lines 19 and 26 are actually the calls todhen 14.  mov val , Oxffffffdc(%ebp)

andwrite library functions. These routines are the functions | 13- sub  $0x8, %esp

that actually call the system (using linux int 80). 13 ngh Sggi(fdr??ffds(o/ebp) Yeax

18. push Yeax
19. call 0x80482e4 <_init+72>

. . 20. add $0x10, %esp
In order to gather the information types presented above,| 51 oy veax, Oxf ffffffa(%bp)

we need to track the following: 22.  sub $0x4, %esp

23. push  $0x36

24. push  $0x8049600

25. pushl Oxfffffff4(%bp)

3.3 Our implementation of ASM

1. System Calls — used to track accesses to both the filg
system and the network.

2. BB Frequency — support for finding portions of the code | 26- call ~ 0x80482c4 <_init+40>
that are rarely executed. 27.  add $0x10, %esp
28. |eave
3. Program Data Flow — for tracking data flowing between | 29. ret
system calls and for tracking data sources. 2(1) nop
. __nop

One option is to statically analyze the binary and com-
pute the data flow. This method can potentially reduce over- ~ Figure 2. An assembly dump of a hard-coded
head introduced during runtime, but has several shortcom- C function.
ings. First, there is no knowledge about the real execution
path (e.g., basic block frequencies). Second, no real-time
data from the user or the network can be monitored and ana-
lyzed. Third, a static tool may not be able to discover allthe  On the other hand, while dynamic instrumentation may
code being executed. impose a performance penalty, it provides for richer data



Contents of section .rodata:
80484d0 03000000 01000200 2e637368 00  ......... csh.

Contents of section .data:

80495e0 00000000 00000000 f0940408 00000000 ................
80495f 0 00000000 00000000 00000000 00000000 ................
8049600 63736820 6d616¢c69 63696f 75 7320636f csh malicious co
8049610 6465202e 2e206865 7265202e 2e206772 de .. here .. gr
8049620 65702c20 666f 726b 20616e64 206d6f72 ep, fork and nor
8049630 65202e2e 2e000000 e ......

Figure 3. A object dump of a hard-coded C function.

flow analysis. Using dynamic instrumentation, we can easily tor a most assembly instructions, but do not presently delu
monitor the executable and track data flow as well as deter-infrequently used instructions.
mine code frequency.

Tracking dgta flow has two tasks. The first is to trgck all 4 Performance
memory locations that are loaded or mapped from different
files or sockets. These memory locations are labeled with ] ) ) )
the appropriate data source for future reference. The secon  Arming a system'’s security framework with ASM's abil-
task is to inspect individual assembly instructions. kmstr ities can increase our confidence in _the ;ystem and reduce
tions that access memory (e.g., push, pop, mov), as well afUr €Xposure. Unfortungtely, security in t'hI'S form comes at.
ALU instructions that manipulate data, need to be tracked. €OSt- The performance impact of dynamic instrumentation is
This allows us to label a register with the appropriate data "0t negligible, and the added overhead ASM imposes can be
sources once the register is assigned. We will also be able t&ignificant. _
update memory locations that are assigned values with-up-to 10 explore the tradeoffs between security and perfor-
date data sources. For example, assume there are two regi§tance, we define several configurations:
ters that are assigned values from different memory looatio
(two different data sources). Xoring both registers widuk
in one register (or memory location) with a label correspond
ing to both data sources. Note that our second task imposes
a significant overhead on execution time. We call the first
aspect Direct Data Flow and the second one Indirect Data 3. ASM System Calls, Frequency, Direct DataFlew
Flow. tracks the applications code frequency as well.

Tracking the code frequency can be obtained by counting
the number of basic block executed. Since we are usually in- 4. ASM System Calls, Frequency, DataFlewracks both
terested in the frequency of code in the application itsedf, direct and indirect data flow as well as system calls and
distinguish between the application’s binary versus dyinam frequency.
cally loaded shared objects. In our experiments, we coent th ] ]
execution frequency of only application code. Since dymami e compare the performance of different ASM configu-
instrumentation is done "on top of’ the operating system, we "ations and include two reference points:
can monitor system calls and inspect all the data associated
with them.

We use Pin[9] as our method for dynamic accessing dy-
namic information. Pin is a tool developed by Intel for dy-
namic instrumentation toolset that can instrument Linux bi
nary executables. Pin can instrument Linux binaries com-
piled for the Intel (R) Xscale (R), IA-32, IA-32E (64 bit x86) All experiments where run on an Intel Xeon, 2GHz ma-
and Itanium (R) processors. We are utilizing the I1A-32 fea- chine with 512KB cache and 1GB of RAM running Linux.
tures of the toolset. We executed three SPEC2000 applications, each running ref-

We have implemented ASM to dynamically extract run- erence inputs: gcc - 200.i, gzip - input.graphic and mcf -
time information using Pin. Note, however, that the current inp.in. Figure 4 shows the execution time of the the three
implementation is incomplete. Although we track many sys- benchmarks directly and then on top of the four different
tem calls, we do not cover all of them. In addition, we moni- ASM configurations.

1. ASM System Calls tracks system calls.

2. ASM System Calls, Direct DataFlowcollects both sys-
tem calls and Direct Data Flow.

1. Stand Alone — The application itself, without any instru-
mentation or monitoring.

2. Profiling — The application running on top of Pin, instru-
mented without any monitoring (i.e., without any tool).



Execution Time further given the level of security provided. In our future
oip == work we will explore hardware support to increase perfor-
= mance [16, 13].
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5 Related Work
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There have been several methodologies proposed to re-
duce the security risk from malicious code. Information flow
security systems have focused on language-based and static
analysis mechanisms [1, 10]. These systems only allow the
programmer to specify the policy.

System call monitoring is often used to detect malicious
code. Such monitoring can be used to differentiate be-

, tween normal behavior, which was recorded beforehand, and
Stand Profiling ASM ASM ASM . .
Alone SysenCals  SysenCals,  SysenCas, anomalous behavior [8]. The history of access requests can
DirectDataFlow be also be used to dynamically classify programs on-line and
execute them with appropriate privileges [2]. Softwarewra
pers are used to detect and remedy system intrusions [7].
These wrappers are software layers, dynamically inserted
4.1 Analysis into the kernel, that can selectively intercept and analyze
system calls performed by processes. Using software wrap-

Both ASM System Calland ASM System Calls, Direct Pers in the kernel can significantly reduce the perf(_)rmance
DataFlow configurations have relatively good performance. Penalty, but offer less help compared to the detailed inéorm
The reason for the good performance is the relatively smalltion available in user space.
numbers of events that are being monitored. ForASM Runtime monitoring of untrusted helper applications was
System Callsonfiguration, we only monitor system calls. introduced by Goldberg et al. [4]. The authors proposed to
These events are not very frequent and thus, the overhead i§reate a secure environment to contain untrusted helper ap-
low. TheASM System Calls, Direct DataFlomas a similar ~ plications by restricting program access to operatingesyst
performance. This configuration encounters additionat-ove r€sources.
head caused by tracking the memory that is mapped when Scott et al. develop a portable extensible framework for
data files or executables are loaded. Since these events a@onstructing a safe virtual execution system [12]. The au-
relatively uncommon, the overhead is low. thors show how easily system calls can be monitored and

TheASM System Calls, Frequency, Direct DataFloon- how a simple policy can be constructed. They present sev-
figuration exhibits a significant slowdown. This occurs for eral policies that can track specific malicious behavior.
two reasons: First, we instrument each basic block in the ap- Program Shepherding was introduced by Kiriansky et
plication. This means that for every basic block executdd, a al. [6] and is used to enforce secure execution. They sug-
ditional overhead is introduced (accessing a data strelctur gest to thwart attacks that change the control flow (such as
Second, we limit the traces inserted into Pin’s code cache tobuffer overflow attacks) by dynamically monitoring the flow.
one basic block in length. We do this so we can easily find  Gap et al. [3] perform an analysis of many host-based
newly inserted code. This has an additional impact on per-anomaly detection systems. These systems monitor a pro-
formance. Note that we cannot just count the frequency of cess running a known program by tracking the system calls
system calls instead of basic blocks. This is because systenthe process makes. They organize previously proposed solu-
calls are usually called from shared libraries. Malicioade&  tions across three dimensions:
executing for the first time may very well invoke a previously
executed system call. This will leave us with no knowledge e Runtime information that the detector uses to check for
about the frequency of that application code segment which anomalies. This includes system call number, as well as

1500
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Figure 4. ASM configurations performance

triggered the system call. arguments and information extracted from the process
The ASM System Calls, Frequency, DataFloanfigura- address space, such as the program counter and return
tion exhibits a dramatic slowdown and is not shown in the addresses.

graph. Our tests show a slowdown ranging from 100x to

1000x. This slowdown in unacceptable. The slowdown isin- e The Atomic unit that the detector monitors, i.e., a sin-
troduced by tracking the indirect data flow, which involves gle system call or a variable-length sequence of system
instrumenting numerous instructions. During each profile calls.

event, a data structure is dynamically updated with a newly

computed label. Even though we encounter unacceptable e The history - the number of atomic units the detector
over, we will study the security benefits of this configuratio remembers.



RIFLE, an architectural framework for user-centric infor-
mation flow security, can track information flow in every pro-
gram. This equips the user (in contrast to the programmer)
with a practical way of enforcing any information flow pol-
icy [16]. Information tracking can also be used to defeat ma-
licious attacks by identifying spurious information flowsda
restricting their usage [13].

[9] C. K. Luk, R. Cohn, R. Muth, H. Patil, A. Klauser,
G. Lowney, S. Wallace, V. J. Reddi, and K. Hazel-
wood. Pin: Building customized program analysis tools
with dynamic instrumentation. IRrogramming Lan-
guage Design and Implementation (PLPJun. 2005.
Chicago, IL.

[10] A. C. Myers. Jflow: practical mostly-static informatio
flow control. InPOPL '99: Proceedings of the 26th
ACM SIGPLAN-SIGACT symposium on Principles of
programming languagespages 228-241, New York,

NY, USA, 1999. ACM Press.

6 Conclusions

As part of our security framework, ASM will be used to
study the tradeoffs between security and performance. We[ ]
show that several ASM configurations have a different im-
pact on performance and can be used to counter different se-
curity vulnerabilities such as Trojan Horses and backdoors

Although complete data flow monitoring can have a sig- [12]
nificant impact on performance, mechanisms such as RI-
FLE [16] may be used to alleviate the problem. We plan to
continue our work to increase the effectiveness of dataflow
monitoring and explore solutions reduce the overhead.

Bruce Schneier. Attack trends 2004 and 2005.
In ACM Queue vol. 3, no..5ACM, Jun. 2005.
http://acmqueue.com/.

K. Scott and J. Davidson. Safe virtual execution using
software dynamic translation. lCSAC '02: Proceed-
ings of the 18th Annual Computer Security Applications
Conference page 209, Washington, DC, USA, 2002.
IEEE Computer Society.

[13] G. E. Suh, J. W. Lee, D. Zhang, and S. Devadas. Se-
cure program execution via dynamic information flow
tracking. INASPLOS-XI: Proceedings of the 11th inter-
national conference on Architectural support for pro-
gramming languages and operating systepages 85—
96, New York, NY, USA, 2004. ACM Press.
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