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Abstract lead to data integrity issues [18].
Soft errors, also called Single Event Upsets (SEUS),
Cache memory is a fundamental component of alhre the main source of vulnerability in a memory sys-
modern microprocessors. Caches provide for efficienfem [22]. Most soft errors are caused either by neutrons
read/write access to memory, and their reliability is €S-from cosmic rays or by alpha particles from packaging
sential to assure dependable computing. Errors that ocmaterial. Currently, memory cells are the most vulnera-
cur in the cache can corrupt data values or result in in-ple components to soft errors [10, 20]. Estimated soft er-
valid state, and can easily propagate throughout the sysror rates measured on typical designs (such as micropro-
tem to cause data integrity issues. cessors, network processors, and network storage con-
One of the main threats to cache reliability is soft er-trollers) show that sequential elements and unprotected
rors (i.e., transient errors). These errors, which can oc-SRAMSs contribute to 49% and 40% of the overall soft
cur more often than hard (permanent) errors, arise fromerror rate, respectively [20].
Single Event Upsets (SEU) caused by energetic-particle \jost previous studies have targeted L1 caches [2, 30]
strikes such as neutrons and alpha particles. Researcheggq processor pipelines [21, 27, 29]. The reliability of
have shown that in current systems, memory elements ajigese system elements is crucial for both system depend-
the most vulnerable system component to soft errors. ability and performance. In addition, many modern pro-
In this paper, we examine the vulnerability (on a percessors implement protection, including error correction
bit basis) of different components of on-chip L2 cachesgodes (ECC) on L2 data cache arrays [12, 15, 16]. How-
including data and tag bits. Vulnerability per bit is im- ever, only a few processors provide protection bits for L2
portant when considering the reliability of a design; thetag arrays [1, 25], since the extra delay imposed by an
higher the per-bit vulnerability of a structure, the greater ECC computation on tag bits increases cache hit times
its impact on overall reliability. We show that the vulner- and miss times. As on-chip L2 caches increase in size,
ability per bit of the tag array and data array differ sig- the size of their tag arrays increases proportionally. This
nificantly, and thus should motivate our implementationgrowth will increase the likelihood of errors in the tag
decisions when considering design tradeoffs for reliabil-array, and will increase the vulnerability of L2 tag ad-
ity. dresses to soft errors.
When using a write-back policy for L2 caches, errors
on tag addresses can have a more serious impact on data
1 Introduction integrity than errors in the data arrays. This is because
data array errors can be recovered by employing time re-
Cache memory is a fundamental component usedundancy technigues [19]. But in the case of an error in
to enhance the performance of modern-day microproa tag address, the most recent data written to the block
cessors. Data caches, typically implemented in stati€annot be recovered because the original block address is
random access memory (SRAM) technology, store freno longer available.
qguently accessed data close to the processor pipeline in One microarchitectural design choice that can reduce
order to reduce the latencies associated with accessitige vulnerability of level 1 data (DL1) caches is to use a
off-chip data memory. Errors occurring in the level 1 andwrite-thru policy instead of a write-back policy. Experi-
2 caches can propagate to main memory and can easilgents on SPEC2000 benchmarks show that for a 64KB



[ Processor | DL1 | IL1 | L2 | 2 Background
Pentium IV [12] | 8K/16K | 8K/16K | 256K/512K/1M

POWER4 [15] | 64K/128K | 64K 1.41M The Soft Error Rate(SER) for a device is defined as
POWERS [16] 96K 96K* 1.875M the error rate due to SEUs. A system’s error rate bud-
AMD Athion64 [1] | 64K 64K M

get for repairable components is commonly expressed in

:S&'ggg [[22(?]] 21566KK 21566f< ZZ\E;K terms of the Mean Time Between Failures (MTBF) and
the Mean-Time-To-Repair (MTTR), whereas for nonre-
pairable components, Mean-Time-To-Failure (MTTF) is

Table 1. Survey of some cache organizations in normally used. Failures-in-Time (FIT) is another com-

*

recent microprocessors ( * = per core). monly used error rate metric. FIT error rates are inversely
proportional to MTBFs if the reliability function obeys
the exponential failure law [13]. One FIT is equal to one
A-way set associative DL1 cache, vulnerability to soft er_fa|ll_Jre in a billion hours. Current predictions show that
. . . typical FIT rates for latches and SRAM cells (measured
rors is reduced by more than 85% by using a write-thru .
: . . at sea level) vary between 0.001-0.01 FIT/bit [11, 23].
cache [2]. In a write-back cache with allocate-on-write- . ;
. ! . . The overall FIT rate of a chip is calculated by adding the
miss, a single word written to a cache line causes the dat

e L effective FIT rates of all of the individual components.
and tag/status bits in the entire line to become vulnerabl . .
. o . . he FIT rate of each component is the product of its raw
until the line is written back to memory. In a write-thru

cache, this line is not vulnerable since the data is immedi'—:IT rate and its associated Vulnerability Factor. The Vul-

ately written to the memory with a very short vulnerablenerab'“ty Factor (VF) is defined as the fraction of faults

time during the residency period in the store buffer. Un-that become errors [21]. Therefore, the FIT rate of the

fortunately, write-thru is not a practical choice (for band-entlre system can be computed as follows:
width reasons) for L2 caches, and as such, almost all cur-

rent L2 caches employ a write-back policy [1, 12, 15, 16]. FITohy = Z raw FITgementty X V Fotement(y (1)

In this paper, we explore the vulnerabiliper bit of i
different components of on-chip caches, as this will allow o _ _ _ ,
us to make more accurate assessments of vulnerability. The reliability of a Fhlp during thg period [0, ] is de-
In our analysis we include data, tags, and status bits. hed as the probaplllty that the chu_o o_perates correctly
show that the vulnerability per bit of these components!, roughoutbthls perlodd[13]% Ihe r_ellablllty of a chip at
differs significantly, and thus should motivate a numbef'Me t can be computed as follows:
of design tradeoffs when considering reliability. In par-
ticular, this parameter can be used to guide our selection _ CFITow.xt  TE—
of protection technigues, such aardening[7, 31] or Reliabilitycpip(t) = e ChipXt — ¢ criv (2)

spatial redundancy techniques (e.g., ECC or parity). In this paper, we use the terms Critical Words (CWs)

In this paper, we utilize the reliability-performance gnq Critical Time (CT), which we first defined in [2]. We
framework proposed in [2].  Experiments running gefine Critical Words (CW) as those words in the cache
SPECIint2000 and SPECfp2000 show that the vulnerabikhat are either eventually consumed by the CPU or com-
ity per bit of L2 tag arrays is significantly higher, and thus mitted to memory by a write. In other words, if the CPU
more critical than the vulnerability per bit of the DL1 data regds a word from the cache or if a dirty word of the
array. cache is written to the memory, it is classified as a CW.

The rest of this paper is organized as follows. SecThe Critical Time (CT) associated with a CW is defined
tion 2 describes error rate computation and provides as the time period in which the context of that CW is im-
brief introduction to our reliability computation model. portant. CT is the elapsed time between the time when
Section 3 presents our experimental setup. Section the word is brought into the cache and the time when it
presents our reliability profiling and simulation results.is used by the CPU; or the elapsed period time from the
Section 5 discusses possible hardening techniques thelbck cycle in which a word is changed by the CPU to
would be appropriate for cache tags, and Section 6 corthe clock cycle in which the same data is written back to
cludes the paper. the memory. If an error in a CW is encountered during its



critical time, this can result in an erroneous value being We model status bits as follows. Status bits typically
propagated. All other words that are not CWs are calledonsist of a valid bit, and in a write-back cache, a dirty
Non-critical Words(NWs). Any failure experienced by bit. Dirty bits are used only in data caches. For an error
a NWs should not affect the correct operation of the systhat occurs in a dirty bit, when the error flipsaOtoa 1,
tem. the flip does not affect data integrity. But when a soft
Suppose that the word®1 andW2 are fetched into error causes a change from 1 to 0 in a dirty bit, if this line
the cache in cycle 1041 is read by the CPU in cycle 40 is replaced before it is re-written, the new value of the
andW2 is changed by the CPU in cycle 30. In cycle 50,line is lost.
W1 is replaced by another word amid2 is written back For an error occurring in a valid bit, if the bit changes
to the memory. The CT dfi'1 is calculated ad0 — 10 =  from 1 to 0O, the impact to data integrity depends on the
30 and the CT of#72 is calculated a50 — 30 = 20. Note  current state of the line. If the line was clean, there may
that the replacement time in the read operation (cycle 5(e a slight impact on performance (i.e., an extra cache
and the entrance time in the write operation (cycle 10) daniss), but there will be no data corruption. If the line
not affect the critical time. This is shown in Figure 1.  was dirty, however, the most recent data written to the
line will be lost.

Enter to Read by In our vulnerability computation algorithm for status
cache CFU Replacement i ili
| CT1 | bits, we have computed the vulnerability exactly for the
W1 4 P> cases described above. One other situation that occurs
E“@L‘O WVC“FfSY Wf:;f::‘” for valid bits is when an error changes the valid bit from
wa | T < ! 0 to 1. This will change the status of an invalid line to
‘ ‘ e a valid line. This would corrupt data only if the line is
0 10 20 30 40 50  time requested by the CPU before it is replaced by another

clean line. We have chosen not to model this effect since

our past experiments have shown that it constitutes less
Figure 1. Critical words and critical time defini- than 0.2% maximum to the overall vulnerability.
tions. Results that are never re-referenced (results of dynam-
ically dead instructions) contribute to the vulnerability
only if they are written to the next level of memory.
Results which are referenced by dynamically-dead in-
structions will contribute to the vulnerability. Since our

To investigate the impact of errors in address tags anfhethodology is focused on computing the reliability of
status bits, we extend the classification provided in [2fhe cache and not the entire system, we say a word is
and [18] and study how these errors individually affectvulnerable if it propagates from the cache to another part
tag reliability. There is a tag address associated with e\of the system (either to the processor or to the memory).
ery cache line. The width of the tag is a function of theln addition, the Vulnerability of silent stores [19] is com-
size of the address space, the number of cache lines, aRdted properly: assuming no intervening reads, the first
the associativity of the cache. Bit changes in the tag arra§tore will not contribute to the cache vulnerability.
may cause the following types of errors:

Pseudo-miss The tag address of a line does not3 Experimental Setup
match the requested address tag, but the line should have
matched. For these experiments, we used #im-outorderpro-

Pseudo-hit The tag address of a line matches the recessor model provided in th&impleScalar 3.Grame-
guested address tag, though no match should have beaork [6]. To evaluate vulnerability, we have extended
found on this entry. the SimpleScalar model to integrate our reliability esti-

Replacement error The tag address of a line is mation methodology. Our evaluation uses a subset of
changed after the line has been modified but before it ithe SPECint2000 and SPECfp2000 benchmark suite [28]

2.1 Errorsin data, tag, and status bits.

written to lower memory. compiled for the ALpha ISA [17]. We utilize the Sim-
Multi-hit: The tag address of a line is changed toPoint early simulation points in all of our results [24].
match another tag address in the same cache set. The default system parameters (cache size, associativ-



Configuration Parameter | Value
Processor
Functional Units 4 integer ALUs, 1 integer multiplier/divider
4 FP ALUs, 1 FP multiplier/divider
LSQ Size / RUU Size 8 Instructions / 16 Instructions
Fetch / Decode / Issue / Commit Width 4/4 /4] 4 instructions/cycle
Fetch Queue Size 4 instructions
Cycle Time 1ns
Cache and Memory Hierarchy
L1 Instruction Cache 64KB, 1-way, 64 byte lines
(IL1) 1 cycle latency, 18Kbit tag array
L1 Data Cache 64KB, 4-way, 64 byte lines
(DL1) Write-thru, no allocate on write miss
1 cycle latency, 20Kbit tag array
L2 1MB unified, 8-way
128 byte lines, 6 cycle latency, Writeback
Memory 100 cycle latency
Branch Logic
Predictor Combined, bimodal 2KB table
two-level 1KB table, 8 bit history
BTB 512 entry, 4-way
Mis-prediction Penalty 3 cycles

Table 2. Default configuration parameters used in our simula tions.

ity, etc.) are provided in Table 2, and were chosen to bere 4 shows the L2 cache tag vulnerability per bit for the
representative of modern state-of-the-art processors. Asmme twenty SPEC2000 programs compared to the vul-
can be seen in Table 1, the typical size of first-level dataerability per bit of the DL1 cache. Note that the per bit
and instruction caches (DL1 and IL1) and the typical sizevulnerability of the L2 tags is about the same as for the
of second-level caches (L2) in current high-performancé.2 data, but is almost 6 times greater than for the vul-
processors are on the order of 64KB and 1MB, respeaerability obtained for the L1 data cache. On average,

tively. each bit protected in the L2 tags will reduce vulnerability
more than a bit protected in the DL1.
4 Reliability Profiling Results This result leads us to the following conclusion. When

looking at hardening techniques for memory elements,

Figure 2 shows the L2 cache vulnerability profile for the vulnerability of a structure only tells part of the story.
twenty SPEC2000 benchmark programs [3]. From thi©One should also look at the vulnerability per bit of the
data, we can determine the likelihood of having no fail-Structure. If the per-bit vulnerability of a structure is high,
ures (eliability) based on the target workload, duration, MOre expensive error protection such as ECC or harden-
and raw environmental FIT rate. Our work shows that thd"d may be required. If the per-bit vulnerability is low,
data vulnerability constitutes more than 95% of the total®SS €xpensive methods such as parity can be used.
L2 vulnerability. Accordingly, most current micropro-  Notice that the per-bit vulnerability can also be viewed
cessors use some form of spatial redundancy (e.g., EC@5 follows: given a bit flip, what is the probability that a
on the L2 data bits [1, 12, 15, 16, 25], reducing the effecstrike occurs during aritical time. Then the probability
tive vulnerability of these bits to zero. that a bit flip will occur during a critical time is higher on

However, as Figure 3 shows, the L2 tag vulnerability isaverage for the L2 tags (0.35) than for the L1 data cache
not insignificant. On average, it is greater than the vulner(0.06).
ability for the L1 data cache when running the SPEC2000 The higher vulnerability per bit of the L2 tag array can
benchmarks. This is despite the fact that the L2 tag arragnostly be explained by the write-back L2 cache. We ran
has significantly fewer bits than the L1 data cache. Figthegccbenchmark and profiled the distribution of critical

4
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Figure 2. L2 Cache Vulnerability Profile (Total Vulnerabili ty).
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Figure 3. Comparison of L2 Tag Total Vulnerability with DL1 T otal Vulnerability.

time for both the DL1 data and L2 tag arrays. The mainrmance; power is also sometimes a constraint. When de-
feature of note was that a large proportion (almost halfsigning reliability features into hardware, designers must
of L2 blocks had a critical time of several million cycles, consider how best to decrease vulnerability without im-
while virtually no DL1 blocks had such a large critical pacting performance, power, and area.

time. The blocks with high critical times are dirty blocks A common question that arises is whether to use ECC,
in the L2 cache, which are critical until replacement in aparity or hardening techniques to protect memory cells.
write-back cache. This skews the distribution of criticalin order to answer this question, we should first under-
times in the L2, causing the mean critical time of an L2stand a little more about the origin of soft errors and the
tag to be several times higher than for an L1 data blockvarious hardening techniques that can be applied.

This type of criticality in the L2 is known agplacement

error [2]. 5.1 Origins of Soft Errors

5 Discussion Alpha particles arising from chip packaging material
and neutrons from cosmic rays are the primary sources of
Design decisions that address vulnerability and relisoft errors. Alpha particles have charge, and thus, inter-
ability inevitably involve a number of design tradeoffs. act with matter via coulomb interaction. Neutrons have
Two of the most common tradeoffs are area and performo charge, and their interaction with silicon is quite dif-
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Figure 4. Comparison of L2 Tag Per-bit Vulnerability with DL 1 Per-bit Vulnerability.

ferent. However, neutron strikes tend to generate more A third technique to reduce soft-error susceptibility of

charge than alpha particle strikes. Typical strikes injec6RAM cells is to tweak the threshold voltagé of the

tens of femto-coulombs within a short period of up todevice [7]. Unfortunately, this technique only works on

tens of pico-seconds. asymmetric SRAM cells [4], and has no impact on the
When a particle strikes a sensitive region of an SRAMQ..;: for standard SRAM cells. Table 3 provides a sum-

cell, the charge that accumulates could exceed the minmary of selected hardening techniques in terms of area

mum charge that is needed to flip the value stored in thampact and improved reliability.

cell, resulting in a soft error. The smallest charge that re-

sults in a soft error is called the critical chargg.f;;) of 5.3 ECC, Parity, or Hardening?

the SRAM cell [9]. Particles that generate more charge

thanQ..;; will cause a soft error. Both L2 tags and L1 data arrays can be on the critical
path for data accesses, and as such, any reliability solu-
5.2 Hardening techniques tion needs to have a very minimal performance impact.

As such, ECC may be inappropriate for either array due

The objective of conventional hardening techniques igo the relatively high performance cost for the ECC com-
to increase the capacitance of critical nodes, and hence, putation. While ECC and parity detect any single errors
increase the reliability of the cell [31]. There are severain SRAMs cells, many hardening techniques that have
ways to achieve this goal that vary in their effectivenes®een proposed [7, 14, 31] try to dissipate or suppress the
and their costs. injected charge as quickly as possible, thus preventing the

A basic hardening method is to increase transistoerror from occurring at all. While these hardening tech-
sizes, thereby increasing capacitance. A larger transistoiques may impose a smaller performance penalty than
can dissipate (sink) the injected charge more quickly, s&CC or parity, they may not eliminate all single errors.
that the transient does not achieve sufficient magnitude However, the key factor about these hardening tech-
and duration to propagate to gates in the fanout. Usingiques is that they eliminate injected charges of up to par-
this technique, the added capacitance can have an overtilular energy (e.g.¢) = 0.2pC’). As particles of lower
impact of 6% to 8% increase on memory access time anenergy are far more plentiful than particles of higher en-
13% to 15% increase on block area [8]; the exact impactrgy, hardening an SRAM cell against particles of, for ex-
depends on the specific memory architecture, technologgmple,0.2pC energy, will protect it against 80% to 90%
process, and the desired level of protection [32]. of all single errors [5]. (This percentage depends on tech-

Another hardening technique is to isolate criticalnology process, circuit characteristics and environmental
nodes in a circuit from the radiation-induced charge byfactors such as particle flux.) Of the remaining particles
using deep N-Well technology. Experimental resultsthat cause a single error, only 6% of these will cause a
show that this technique reduces vulnerability to alphgrogram error if they hit in the L1 data cache (since the
particles by approximately 1.5x to 2.5x with a minimal vulnerability per bit of the DL1 is approximately 0.06).
area and performance impact [8]. Similarly, 35% of these patrticles will cause a bit flip in



Technique | Arealmpact | Vulnerability [5] S. J. Sciutto, “A System for Air Shower Simulations,”
Reduction Technical Report, Department of Fisica, National Univ of
ECC [8] 4-50% >10x La Plata, Oct. 2001.
Parity [8] 1-15% >10x
IncreaseC [32] 13-15% >20x [6] D. Burger and T. M. Austin, “The SimpleScalar Tool Set,
Deep N-Well [8] Small 1.5-2.5x Version 2.0,” University of Wisconsin-Madison, Computer

Science Dept., Technical Report No. 1342, June 1997.

[7] V. Degalahal, R. Ramanarayanan, N. Vijaykrishnan, Y.
Xie, and M. J. Irwin, “The Effect of Threshold Voltages
on the Soft Error Rate Memory and Logic Circuits,” Proc.
of 5th International Symposium on Quality Electronic De-
sign, pp. 503-508, 2004.

Table 3. Survey of some cache hardening tech-
niques.

the L2 tags (vulnerability per bit = 0.35); in order to keep . . _
the same error rate, the L2 tags should be hardened {8l N. Derhacobian, V.A. Vardanian, Y. Zorian, “Embedded
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