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Abstract

Cryptographic algorithms are widely used in
embedded systems. Applications of crypto-
graphic algorithms include credertials estab-
lishment (e.g., authentication), securing con-
tents (e.g., encryption/decryption of communi-
cation data or rights-managedobjects), IP pro-
tection, and tamper-resistancechedking. Re-
sourceconstrainedembeddedsystemscan ben-
et greatly from employing cryptographic al-
gorithms that are tuned to consumeas little

systemresourcesas possible,while at the same
time providing reasonableperformance.

In this paper, we study some of the most
commonly used cryptographic algorithms. We
analyze their performance on an embedded
system targeting the Blackn DSP. We at-
tempt to reduce encryption/decryption time,
as well asreducethe energy consumed,by ex-
ploiting the architectural features available on
the Black n. Our results show that by apply-
ing a set of optimization stepswe can obtain
4x improvemert in executiontime and asmuch
as 90% reduction in energy consumption.

1 Intro duction

Cryptographic algorithms are usedextensively
in embedded systems. For example, many
automated teller machines (ATMs) use cryp-

tographic algorithms in order to communi-
cate securely between the macdiine and the
information processing certer. Many smart
phonesand personaldigital assistarts (PDAS)
usecryptographic algorithms in order to secure
their communications. Sewral portable con-
sumerelectronics(e.g., portable mediaplayers)
employ cryptographic algorithms to insure the
copyright protection of the media contents.

As the number of portable devicesincreases,
and as the number of applications which run
on these devices and which require security
features increases,the need for more e cien t
cryptographic processingwill corntinueto grow.
According to ITU [13], the number of mo-
bile cellular subscribers surpassedthe 3 billion
mark in 2007. The share of smart phonesand
other mobile devicesthat are usedfor secure
mobile commerceand email accessis growing
rapidly. For example, mobile commercerev-
ernuesin the US alone increasedfrom $2.1 bil-
lion in 2003to $58.4 billion in 2007 [4]. This
means that cryptographic processingis tak-
ing place in more and more portable and mo-
bile devices. Furthermore, as the data rates
of these devicesincreases,the cost, in terms
of time and power, of the cryptographic pro-
cessing will increase signi cantly. Ravi et
al. [20] project that as advancesin wireless
communication technologieslead to increased
data rates, and as stronger cryptographic algo-
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rithms are neededto thwart attacks by mali-

cious entities, the amount of software security

processing required will increase beyond the

capabilities of the embeddedprocessor.There-

fore, fast cryptographic processings necessary
to bridge the "security processinggap" [20].

In order to meet the increasing demands
for e cien t cryptographic embedded process-
ing, various architectural and system-lewel ap-
proaches have been proposed and evaluated.
Previous work [7, 3, 20] proposeddi erent ar-
chitectural and system-leel approadies. In
this paper, we study software implementations
of cryptographic algorithms on an existing em-
beddedarchitecture. We look at four common
cryptographic algorithms, evaluate their per-
formance and power consumption, and explore
how to make use of the existing architectural
featuresto better map cryptographic process-
ing to the target embedded system. Our re-
sults show that resource-consciousoftware im-
plemenations of asymmetric-key, symmetric-
key and hash algorithms on the Black n pro-
cessorcan lead to better performance and a
reduction in energy consumption.

In the next section, we describe the current
state of the art in software implementations
of cryptographic algorithms in embedded sys-
tems. The following section presens a brief
overview of the cryptographic algorithms con-
sideredin this paper. In Section 4 we presert
our optimization approad and experimental
setup. In Section 5 we present our runtime
improvemerts and energy savings. Section 6
preserts our conclusion.

2 Related Work

An overview of cryptography in embeddedsys-
tems is preseried in [21]. Workload charac-
terization of cryptographic algorithms in con-
strained environments is preseried in [5],
where algorithms were coded and optimized in
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assenbly using RISC instructions. Implemen-
tations of the v e AES nalists and of public
key cryptography on a DSP were discussedin
[22] and in [12] respectively.

Energy-e cient software implementation of
long integer modular arithmetic, which is used
in some cryptographic algorithms, has been
studied in [6]. Energy ewaluation of soft-
ware implementations of block ciphers were
preseried in [8].

In our paper, we develop software implemen-
tations of multiple cryptographic algorithms
targeting an embeddedarchitecture and we op-
timize our implementations both for execution
time and for power consumption.

3 Target Cryptographic
rithms

Algo-

Cryptographic algorithms may be divided into
public (or asymmetric) key, private (or sym-
metric) key algorithms, and hash algorithms.
Public-key algorithms are typically usedto es-
tablish a communication session. Once a ses-
sion has beenestablished,symmetric-key algo-
rithms are usedto encrypt/decrypt the infor-
mation communicated at high speeds. Hash
algorithms are usedto calculate digests of in-
put messagesopften to verify data integrity.

In hash algorithms, an iterativ e processis
applied in order to producea condensedepre-
sertation of the input message.An important
feature of hash algorithms is their resistance
to collisions. A hash algorithm is resistart to
collisionsif it is very dicult to comeup with
two di erent input messageshat produce the
exact same hash value. Becausegoaod hash
algorithms produce a di erent hash (or mes-
sagedigest) from di erent input messagesthis
class of algorithms may be usedto verify in-
tegrity and to implement tamper-resistance. A
commonly used hash algorithm is SHA-1 [19].
More securevariants, SHA-256, SHA-384,and



SHA-512 are also described in [19].

Common public-key algorithms include RSA
and Elliptic Curve Cryptography (ECC). ECC
is gradually becomingdominant becauseit re-
quires a shorter key length in order to achieve
a security level equivalent to that of RSA.
The Elliptic Curve Digital Signature Algo-
rithm (ECDSA), avery commonECC protocol
speci ed in [1], is a public-key algorithm used
for digital signature authentication. Example
applications of ECDSA in embedded systems
include boot image veri cation and device au-
thentication.

In embeddedsystems,symmetric ciphersare
commonly used to decrypt/encrypt comnu-
nications, media, or other data padket con-
tents. Typically, these operations are per-
formed while other real-time applications are
running on the system. For example, a
portable media player may decrypt rights-
managed media cortents, while at the same
time decaling and rendering the media con-
tents. Therefore, e cient implementation is
paramourt in the caseof symmetric ciphers.
Examples of symmetric ciphers include AES
and DES. DES [16€] is no longer consideredse-
cure becauseit usesa 56-bit key. This key
length is too short to be secureagainsttoday's
cryptanalysts. TDEA [16] is a serial combina-
tion of three DES blocks. With an appropri-
ate choice of keys for ead of the three DES
blocks, TDEA can becomemore securethan
DES. AES [18] supports 128, 192, and 256-
bit keys and is the algorithm recommended
for governmert use. AES is gaining ground
over TDEA because,among other reasons,its
software implementations execute faster than
TDEA on most architectures.

3.1 Secure Hash Algorithm (SHA-1)

We beginour analysishy studying the hot loop
preseri in SHA-1. The loop is showvn below:

Fort = Oto 79:
f
T=ROTL® (a)+ f(b;c;d) + e+ K¢ + W
e=d
d=c
c= ROTL®Y (b
b= a
a=T
g
Where
8
< My 0O t 15
W=  ROTLYW; 3 W; g
' Wt 14 Wt 16) 16 t 79
And
8
3 (x*y) (x_2) 0 t 19
f(xy:2) = X y z 20 t 39
Y2 = 5 (x~y) (x"z) (yhz) 40 t 59

X y z 60 t 79
Note the prevalenceof logical and rotate op-
erations. Also, note that in the computation
of the W;, we compute one term in the series
by XORing four previousterms in the samese-
ries. An architecture that supports fast index

addressingprovides a performance advantage.

3.2 Adv anced Encryption Standard

(AES)
The AES cipher consistsof two stages:

A key dependart computation called the
key schedule. This stage performs a key
dependart operation. It takesa 128, 192,
or 256-bits key as an input, and produces
the rounds keys usedin the secondstage.
This stageis typically performed onceper
session(the period during which the same
key is used).

The actual cipher operation. This stage
performsthe actual encryption or decryp-
tion of data using the rounds keys gen-
erated in the rst stage. This operation
iterativ ely executesa combination of func-
tions a speci ed number of times.
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The following is a pseuda:ode description of
the cipher stage:

For count = 1step 1to Ny 1

f

g

SubBytes(state)
Shif tRow s(state)
M ixC olumns (state)

AddRoundK ey(state; w[round Nyp;(round + 1)

SubBytes(state) is an operation in which the
elemerts (of size 8 bits or 1 byte) of the state
array (an array of 4x4 elemerts, 16 bytes total)
are replaced according to a substitution table
as shown in Figure 1. SubBytes(state) is typi-

256 entry
Substitution Box
(S-Box)
Soo | So1 vS02 | So3 S'Mg'm S'02(S'03
S10|Sxx [ S12 | S13 S'io é’xxS’lz S'13
S20 [ S21 S22 | S23 S'20(S"21[S"22(S"23
S30| S31(S32| S33 S'30/S"31(S"32|S'33

Figure 1. The SubBytes() operation in AES

cally implemented asalookup from a 256-eriry
table. ShiftRows(state) is shavn in Figure 2. If

Soo

So1

So2

So3

Np 1]

MixColumns()
S"oc = ({02}.Soc) + ({03}.Sic) + S2c + S3c
S"ic = ({02}.Soc) + ({03}.Sic) + S2c + S3c

S"2c = Soc + Sic + ({02}.S2c) + ({03}.S3¢)
S"3c = ({03}.Soc) + Sic + S2c + ({02}.S3c)

Sq goc || S02 | Sos Soo ‘S"(;c‘ So2 | So3
§ Sic ||S12|S13 Si1{§"cB13|S10
S1 Sac || S22 | S23 S22 S"2c B20 | S21
S| Sic [[$3] S5 S33) S"3¢ 831 | S32

Figure 3. The MixColumns() operation in AES

operations (multiplications and additions) are
performed in a nite eld. AddRoundKey is
typically implemented as bitwise XOR opera-
tions.

3.3 DES and TDEA

At the heart of DES (and TDEA) is the cipher
function f() depictedin Figure 4. E() expands

R (32 bits)

K (48 bits)

S1o

S11

Si2

S13

Soo

So1

So2

So3

S20

So1

S22

S23

St1

Si2

S13

S1o

- -

S30

Ss1

S32

S33

S22

S23

S20

So1

Ss33

S30

Ss31

S32

Figure 2. The ShiftRows() operation in AES

+6 +6 +6 +6 +6 +6 6 6
;4 ;4 ;4 !a 2 ;4 ;4 j; i4

Figure 4. The cipher function f() in DES

ewvery four elemeris in a row werethought of as the 32-bit input by duplicating someof the bits
a 32-bit word, ShiftRows(state) can be imple-

mented on 32-bit architectures asa word rotate  XORed with a 48-bit round key K. The result

instruction.

in the input to produce a 48-bit value that is

In MixColumns(state), which is of the XOR operation is a 48-bit value that is
shown in Figure 3, every state column is trans-
formed through a matrix multiplication.

The
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divided into eight 6-bit elemens. Each of the
6-bit elemernts is transformed into a 4-bit el-



emert through a unique selection function Sy
using a lookup table. The outputs of the eight
selection functions are then concatenated to-
gether into a 32-bit value. Finally, individual
bits in the 32-bit value are permuted according
to a permutation function P() to produce the
output of the cipher function.

3.4 Elliptic Curv e Digital
Algorithm (ECDSA)

ECDSA consistsof:

- Elliptic curve domain parameter generation
and their validation

- Key generation and validation

- Signature generation

- Signature veri cation

In many casesthe domain parametersand the
keys are generatedand validated prior to de-
ployment of the embeddedsystem. Therefore,
we dhoseto concernrate on the operations that
are more likely to be performed in an enbed-
ded system: signature generation and signa-
ture veri cation.

We use the Koblitz curve recommended
in [17] for useover the binary eld Foss. The
eld multiplication operation dominates the
executiontime of ECDSA signature generation
and veri cation. While the percertage of exe-
cution time spert in eld multiplications to the
total time spert in signature generation and
veri cation dependson various factors (includ-
ing the choice of algorithm), we obsened that
approximately 70% of execution time is spent
in this operation.

Signature

4 Optimization Approac h

41 The Blackn Embedded Pro ces-
sor

Black n Processorsnclude a high performance
16-/32-bit embeddedprocessorcore with a 10-
stage RISC MCU/DSP pipeline, a variable

length ISA for optimal code density, and full

SIMD support with instructions for accelerated
video and multimedia processing[10]. The
Data Arithmetic Unit onthe Black n contains:
- Two 16-bit MACs

- Two 40-bit ALUs

- Four 8-bit video ALUs

- Single barrel shifter

In a single clock cycle, the Black n can read
and write up to two 32-bit values. The Black-

n architecture supports a variety of address-
ing modes, including indirect, auto-incremert

and decremen, indexed, and bit reversed. In

addition, Black n supports circular bu ering

by providing two sets of index, length, and
baseregistersto implement t wo unique circular
bu ers.

The Black n architecture supports 16 and
32-bit instructions, in addition to a set of
multi-issue 64-bit instruction padkets. This en-
suresmaximum code density by encading the
most frequerntly used cortrol instructions as
compact 16-bit words and encaling math op-
erations as 32-bit doublewords. The Black n
architecture supports a number of instruction
combinations that can be issuedin parallel.
Up to three instructions may be combined to-
gether in a 64-bit multi-issue instruction.

Black n processorsare based on a gated
clock core design that can selectively power
down functional units on an instruction-by-
instruction basis. Black n processorsalso sup-
port multiple power-down modes for periods
where little or no CPU activity is required.
Lastly, and probably most importantly, Black-
n processorsenable dynamic power manage-
ment, whereby the operating frequency and
voltage can be independerily manipulated to
meet the performance and power budget re-
quired. These transitions may occur contin-
ually under the cortrol of an RTOS or user
rm ware. Most Black n processorso er on-
chip core voltage regulation circuitry, as well
as operation to as low as 0.8V, and are par-
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ticularly well-suited for portable applications
requiring extended battery life.

4.2 Experimental Setup

To evaluate the performance and power of
di erent cryptography algorithm implementa-
tions, we usedthe VisualDSP++ software de-
velopmen ervironment as a baseline. This
ervironment includes an optimizing C/C++
compiler, an enhanceduser-interface, built-in
performanceanalysis capabilities, and a statis-
tical proling tool to easily identify program-
ming bottlenecks. VisualDSP++ alsoprovides
simulation and pro ling utilities that enable
the accurate estimation of energyconsumption
on an instruction level [10, 15].

The instruction-level energy estimation
model available in the VisualDSP++ Linear
Pro ling tool allows for energy-avare program-
ming. This model considersboth the energy
consumed by individual instructions as well
as that causedby interactions among di er-
ert instructions. This estimation scheme does
not capture the di erences in energy consump-
tion that result from using di erent data sets
or from using di erent memory layouts. Due
to the variability of absolute energy measure-
ments from processorto processor,the Linear
Pro ler tool displays the energy consumption
as Energy Units. This abstracts the variabilit y
that may be caused,for example,from physical
di erences related to manufacturing. Given a
single processor, VisualDSP++'s instruction-
level energy model provides accurate estima-
tion of the relative energy consumedby di er-
ernt software.

4.3 Algorithm-Lev el Optimization

The rst step in our optimization approad
looked at the cryptographic routines from the
algorithmic level. Our aim was to gain as
much performance and power improvemerts
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through algorithm-level optimizations before
diving deeper into low-level target-speci ¢ op-
timizations.

The application of algorithm-level optimiza-
tion varied amongthe routines that we studied.
While no sud optimization was performed in
SHA-1, the onesthat we applied to the other
three algorithms are described next.

43.1 AES

Instead of mapping eah of SubBytes(),
ShiftRows(), and MixColumns() into a dier-

ent operation, we coseto combine them to-
getherinto asinglelookup table operation sim-
ilar to that described in [2]. We pre-compute
the nite eld multiplications performed in
MixColumns() and store all the possibleresult-
ing terms in an expanded lookup table. Our
approach is dierent from the approach de-
scribed in [2] in that we only used one table
of 256 4-byte word entries instead of 4 tables
of 256 4-byte word ertries. Therefore, we use
1Kbytes of memory instead of 4Kbytes. Our
approad is shown in the Figure 5.

S'o,c
SBoxMixC() S'1.c+1 S"oc =S'0,c +S'1,c+1 + S'2,c+2+ S'3,¢+3
;-o:gup table i dbzlh the 2 S"1c=S'0.c+S'1,c1 +S'2.0+2 + 83,043
ubBytes() operation and the pre- " " ' " "
compu;/alions lr'i)r the MixColumpus() S'z C+ S"2¢=8'.c+8'.c+1 + 82,042+ 53,043
i S 2 S"3C=S'0,c+S'1,c+1 + S'2,c+2+ S'3,¢+3
/4]4 \ 3,C+ \
n
Soo S%C sz ‘ 03 S"00[| S"0€}"02(S"03
n
S10 /S11|St.c+18Y3 S"gl[S"1C |5|Sm5
n
Sg'é S21 S22 |So.c+2 Sl S"2C) ) SMs
S3.c+3831 |S32 [S33 ‘ S"30 S"3¢}"32/S"33
T

Figure 5: Algorithm-lev el optimization of AES
432 DES

In the DES cipher function f(), the 4-bit out-
puts of the 8 substitution boxes (S; - Sg) are



concatenated, and the result is permuted ac-
cording to the bit permutation P(). Since
typically concatenationsand permutations are
not easily implemented in embedded proces-
sorsand DSPs, a faster approach may beto re-
placethe 4-bit entries of the substitution tables
Sx() to produce P(Sx()) directly. Hence, the
result may be obtained through 8 table lookups
and 7 additions. This approad is shavn in g-

ure 6. The tradeo of courseis that we now use

R (32 bits)

’ 48 bits ‘ ’

K (48 bits) ‘

32 bits

Figure 6: Algorithm-lev el optimization of DES

8 tables, ead consisting of 64 ertries of 32-bit
words as opposedto 64 entries of 4-bit words.

4.3.3 ECDSA

In ECDSA, we applied high-level optimization
to the implementation of the eld multiplica-
tion operation. As stated earlier, the eld mul-
tiplication operation makesup more than 70%
of the execution time in ECDSA. Therefore,
applying optimizations to that operation was
expected to be most bene cial. When imple-
merting the eld multiplication operation, we
usedthe left-to-right comb method with win-
dows of width w=4, asdescribed in [9, 14].

4.4 Performance and Energy Con-
sumption Heuristics

We start out with two heuristics regarding the
impact of instruction selection on nal algo-
rithm performanceand energy consumption:

The rst assumptionis that, when all other
factors are equal, the choiceof Black n's multi-
issueparallel instructions is typically better in
critical loops. The multi-issue constructs are
64-bits in length [11]. When not all parallel is-
sueslots are occupiedby instructions, code size
may be negatively impacted. Howewer, choos-
ing parallel-issueinstructions in hot loops has
the potential of improving performanceenough
to amortize the slight increasein code size.

The secondheuristic is that, basedon the
study performedin [15], the energy consumed
by a multi-issue parallel instruction is lessthan
the energyconsumedby the individual instruc-
tions that make up the multi-issue instruc-
tion, and is instead the average of the energy
consumedby the two individual instructions.
Therefore, by attempting to selectinstructions
that are supported by Black n's multi-issue
construct, we increasethe potential of reduc-
ing the overall energy consumedby algorithm
execution.

Both of theseassumptionslead usto believe
that in critical loops, we should try to usepar-
allel instructions as often as possible.

4.5 Low-Lev el Optimization

We started the low-level optimization out by
deweloping C implementations of all the cryp-
tographic algorithms studied. In order to di-
rect our optimization e ort, we usedthe Visu-
alDSP++ Black n simulator to pro le the exe-
cution of our C implementations to determine
the hot code sectionsthat are likely to yield
the best performanceimprovemerts upon op-
timization. Once hot code sectionswere iden-
tied, we concerrated our optimization ef-
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Assembly Sequence 1

R7 = R7 + R1 (ns) k R1 = [I0++];
R7 = R7 + R1 (ns) k R1 = [R1];
R7 = R7 + R1 (ns);

C Listing 1

sx=rR 22,

sx &= 0x0000003F;
Assembly Sequence 2

R3 = 63;
RO= R7 22
R4 = RO & R3;

Assembly Sequence 3

.byte2 extract.params[8] = 0x1206,...;
I2.H = extract.params;

I2.L = extract.params;

R3.l = W[I2++];
R4 = EXTRA CT(R5,R3.L)(2);

forts on these sections, and created optimized
assenbly libraries that capture those critical
code sections.

Making use of Black n's parallel-issue con-
structs wassometimesatrivial choiceasshownn
in assenbly sequencel, which performs a por-
tion of the computation of T in the critical
loop of SHA-1. The code in assenbly se-
qguence 1 performs the computation: T+
f(b;c;d) + Ky + W

Here, Black n's parallel issue construct al-
lows usto carry out the addition of the various
terms in the computation of T in parallel with
the fetching of those terms from memory.

In certain cases,using the multi-issue con-
struct did not necessarilyseemlike the best
choice at rst. Howewver, upon further anal-
ysis, it turned out to improve both perfor-
mance and energy consumption. For example,
in DES/TDEA, we have the source level op-
eration, shown in C listing 1, that performs a
portion of the E() expansion.

This operation, repeated 8 times with dif-
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ferent shift amourts, may be usedto extract
the 6-bit inputs to the Sy tables in the cipher
function f(). The assenbly sequencegenerated
by the compiler for this operation is shovn as
assenbly sequence2.

The rst instruction in assenbly sequence?
is simply setting up the mask value of Ox3F.
The next two instructions are a straightfor-
ward translation of the C operations into as-
senbly. The logical AND instruction in Black-
n cannot be usedin a multi-issue parallel in-
struction. Therefore, the 3rd instruction in as-
senbly sequence2 cannot be parallelized with
other instructions. Since all the shift o sets
are known statically, another option for im-
plemerting the E() expansionmay be to use
Black n's extract instruction as shown in as-
senbly sequences.

Assenbly sequence3 requirestwo setup in-
structions to load the addressof the extract
parametersarray into an index register. How-
ewver, assenbly sequence producesfaster code
in the caseof the cipher function f() because
the last two instructions in assenbly sequence
3 can both be usedin a multi-issue construct
thus allowing for more parallelism. Since we
have eight Sy tables in the cipher function f(),
the cost of using two initialization instructions
in assenbly sequence3, as opposedto one in-
struction in assenbly sequence2, is o set by
the gain of enabling the parallelization of all
the extract instructions.

To perform the lookup operations used by
AES and DES/TDEA, the compiler usesap-
proachesthat may seemto yield faster execu-
tion time. On the Black n, load/store instruc-
tions use pointer (Px) or index (Ix) registers,
whereascompute instructions use the general
purpose registers (Rx). Howewer, some lim-
ited amount of pointer arithmetic may be per-
formed using the pointer registers.

To implement the table lookups, one intu-
itive way is to move the table base pointer
from a pointer (Px) or index (Ix) registerinto



Assembly Sequence 4

Rx = Py;

Ry = Ry 2

Rx = Rx + Ry;

Px = Ry;

Assembly Sequence 5

Pz = Ry;

< 3 cyclesbefore Pz is available>
Px= Py + (Pz 2);

Assem bly sequence 6
r5= (al += r6.h * rl.h), r4 = (@0 += r6.1 * rl.l) (IS);
al -= r6.h * rl.h, a0 -= r6.1 * r1.l (IS) k [p3++] = r4;

a generalpurposeregister (Rx), to add the in-
dex into the table using R registers (and pos-
sibly multiply by the table elemen sizeif it is
larger than 1 byte), and then move the nal
valuesbadk to pointer registersto perform the
load/store operation. This results in assem-
bly sequencet. Theseregister move operations
are expensiwe becausethey cannot be usedin
a multi-issue construct and becausethe values
moved into a Px or Ix register may not beim-
mediately available for usedue to the pipeline
structure.

A better implementation of this lookup oper-
ation, which was generatedby the VisualDSP
compiler, is to make use of the pointer arith-
metic capabilities available on the Black n.
Assenbly sequence5 shaws the table lookup
operation when the pointer arithmetic capa-
bilities of the Black n ISA are used.

Here, the multiplication by the table elemert
sizeand the addition of the index to the table
base pointer all occur in a single instruction
that utilizes the pointer registers.

It is clear that when the pointer register
arithmetic is supported using pointer registers
as in assenbly sequenceb, the number of in-
structions is reduced. However, the load of the
index into the pointer register Pz hasto pre-
cedethe useof Pz by 4 cycles. If other instruc-
tions can be stheduledin those cycles,then as-
senbly sequenceb may be a better choice than

assenbly sequence4. Otherwise, the reverse
is true. In general, these two approades are
useful in corntrol code becausethey typically
use 16-bit instructions; hence, we save mem-
ory space. Howewer, in critical loops sud as
the one we have in AES and DES/TDEA, we
may do better by performing the pointer com-
putations in SIMD-type instructions as shavn
in assenbly sequences.

Here, the accunulator registers hold the
base address. R1 holds the index, R6 holds
the index multiplier (the sizein bytes of the
table elemens). The rst instruction performs
the index calculation, while the secondinstruc-
tion restoresthe value in the accurrulators to
the base addressagain. Using this method,
we perform two index calculations in two in-
structions. In addition, theseadd/accumulate
instructions are parallelizable in multi-issue in-
structions, thus allowing for the parallel execu-
tion of other instructions. As an example, in
line 2 of assenbly listing 6, we store the re-
sult generatedin line 1 in parallel. Also, note
that by using the accunulators, we approadc
two lookup index calculations in two assenbly
instructions. This type of computation is un-
likely to be generatedby the compiler. How-
ever, in the critical loops of our crypto algo-
rithms, we benet greatly from using this type
of parallel-issue constructs.

We followed this approad of generatingcode
sequencesthat make good use of Black n's
multi-issue parallel constructs and, when pos-
sible, of the SIMD-type commands. We cre-
ated a library from theseoptimized versionsof
the most commonand critical operationsin the
cryptographic algorithms studied. We then re-
ran the same algorithms, but this time using
the optimized extensionsthat we created. The
results, which we presern in the next section,
support our initial assumptions.
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Cipher | Base | Optim. | Exten.
AES 58749 | 13429 | 3231
3DES 31598 | 11106 | 8500
SHA-1 | 17922 | 4767 2601
ECDSA | 45.4M | 8.13M | 6.2M

Table 1: Execution time (in cycle) of some
cryptographic algorithms

5 Results

The algorithm-level optimization applied to
AES and DES produced more than 3x im-
provemert in execution time and energy con-
sumption. However, we did not apply suc op-
timization to SHA-1, and we did not quartify
the gain of the eld multiplication optimiza-
tion of ECDSA. Therefore, we presen below
results that already include the gains achieved
from any algorithm-level optimization applied.

Table 1 shows the cycle count when running
the cryptographic algorithms that we studied
on the VisualDSP++ Black n simulator when
no optimization is performed, when the com-
piler's aggressie optimization is performed,
and whenwe usedour optimized cryptographic
extensionsrespectively.

It is clear that our library produced signi -
cant improvemern in the executiontime for the
cryptographic algorithms studied. AES gained
the most becausethe compiler generatedcode
for the critical operations was mostly perform-
ing byte operations. In the Black n architec-
ture, byte operations cannot be parallelized
with other operations. Therefore, signi cant
opportunities were lost.

Table 2 shows the energy unit consumption
estimates as provided by the VisualDSP++
Black n simulator when no optimization is
performed, when the compiler's aggressie op-
timization is performed, and when we usedour
optimized crypto extensionsrespectively.

As the study performed in [15] shaved, the
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Cipher | Base | Optim. | Exten.
AES 41.5M | 8.65M | 680K
3DES 42.6M | 11.5M | 7.6M
SHA-1 | 13.7M | 3.60M | 1.91M
ECDSA | 59.5B | 8.66B | 6.56B

Table 2: Energy consumption estimates(in en-
ergy units) of somecryptographic algorithms

energy consumedby a multi-issue word is the
average of the energy consumption of the in-
dividual instructions that make this parallel
word. The results preseried in the table above,
demonstrate a clear advantage, from energy
consumption perspective, to using multi-issue
friendly crypto primitiv es. Again, AES exhib-
ited signi cant improvemern becausemany of
the original instructions, which were acting on
8-bit data, were modi ed to 16-bit data vari-
ant. This allowed for increased code paral-
lelism and, as a result, clear improvemert in
the energy consumption.

6 Conclusion

In this paper, we considered the perfor-
mance/power tradeo of running common
cryptographic algorithms on a commercialem-
bedded processor. Using C implemertations
of these algorithms, we proled their execu-
tion to identify critical loops, and we created
optimized versions of these critical operations
by making useof Black n's multi-issue parallel
constructs, SIMD-type instructions and other
architectural features. We collected these op-
timized operations into a library, and we com-
pared the performance and the energy con-
sumption of the cryptographic algorithms with
and without our optimized extensions. Even
when not immediately obvious, the use of
multi-issue and SIMD-type operations signif-
icantly reducedthe executiontime and energy
consumption of the cryptographic algorithms.
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