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Abstract—Virtualization technology has many attractive qual-
ities including improved security, reliability, scalability, and
resource sharing/management. As a result, virtualization has been
deployed on an array of platforms, from mobile devices to high-
end enterprise servers.

In this paper, we present a novel approach to working at
a virtualization interface, performing workload characterization
equipped with the information available at the virtual machine
monitor (VMM) interface. Due to the semantic gap between
the raw VMM-level data available and the true application
behavior, we employ the power of regression techniques to extract
meaningful information about a workload’s behavior.

We also demonstrate that the information available at the
VMM level still retains rich workload characteristics that can be
used to identify application behavior. We show that we are able
to capture enough information about a workload to characterize
and decompose it into a combination of CPU, memory, disk I/O,
and network I/O-intensive components. Dissecting the behavior
of a workload in terms of these components, we can develop
significant insight into the behavior of any application. Workload
characterization can be used for online performance monitoring,
workload scheduling, workload trending, virtual machine (VM)
health monitoring, and security analysis. We can also consider
how VMM-based workload profiles can be used to detect anoma-
lous behavior in virtualized environments by comparing a model
of potentially malicious execution to that of normal execution.

Index Terms—Workload Characterization, Virtual Machine
Monitor, Linear Regression, Lasso

I. INTRODUCTION

Virtualization has quickly grown in popularity due to its
attractive benefits. Some of these features include: improved
resource utilization, manageability, and energy savings in
data centers and cloud computing, increased availability and
reliability of IT services, fast deployment of services and
infrastructure, and greater security of virtual machines (VMs).
In this paper, we propose an added benefit of virtualiza-
tion: workload characterization using the vantage-point of the
Virtual Machine Monitor (VMM). In a virtualized execution
environment, the VMM is a software layer that allows the
multiplexing of different virtual machines on the shared phys-
ical hardware resources, each virtual machine running its own
operating system (OS).

Working at the VMM-level, versus the VM-level or guest
OS-level, significantly reduces the overhead introduced into
the runtime by the profiling system. But raw VMM-level

profile data provides limited program semantic information
that is typically available at the application or operating system
interfaces. We rely heavily on our ability to tap into the
wealth of information that lies within the VMM-level data
to reconstitute an accurate picture of the high-level program
semantics.

Prior work has tackled this problem for the purpose of
security and intrusion detection. Garfinkel and Rosenblum [1]
utilize the VMM to provide virtual machine introspection
(VMI), using their knowledge of the operating system struc-
tures inside the virtual machine to interpret VMM-level events
into OS-level semantics. In a second study [2], [3], Moffie et
al. demonstrate that VMM-level features utilized by sophisti-
cated machine learning techniques can provide high intrusion
detection accuracy with low false positive rates.

We also pursue this path, but investigate if we can utilize
VMM-level raw events present in a number of well-behaved
workloads to reconstruct the behavior of a real-world appli-
cation. Again, we only consider information captured at the
VMM-level. The extent to which a program interacts with the
VMM can provide insight into the program’s behavior. For
example, a CPU-intensive program that mainly executes user-
mode instructions should not require significant interaction
with the VMM. For a program that is disk-intensive, the VMM
will need to intercept requests to access the disk, triggering
events that are unique to virtualized environments such as
“enter recompiled execution mode (REM)”.

The ability to reduce an application’s behavior down to a
mix of simpler behaviors can provide great insight into the
performance and execution characteristics of an application. It
also allows us to characterize the application and then detect
abnormal activity caused by malicious execution.

Applications execution and behavior is composed of a num-
ber of different behaviors [4]: CPU-activity, memory-activity,
and I/O-activity. As such, we begin by capturing the behavior
of a set of workloads geared toward each of these components,
which we refer to as our canonical workloads. For example, a
CPU-intensive workload that focuses on pushing the limits of
CPU activity comprises the CPU workload of our canonical
set. We further distinguish I/O activity in terms of whether the
activity is disk I/O-intensive or network I/O-intensive. Since
I/O-intensive workloads are bidirectional (i.e., they perform

19th Annual IEEE International Symposium on Modelling, Analysis, and Simulation of Computer and Telecommunication Systems

1526-7539/11 $26.00 © 2011 IEEE

DOI 10.1109/MASCOTS.2011.63

63



both reads and writes), we further decompose disk I/O-
intensive workloads into disk read-intensive and disk write-
intensive workloads and the network I/O-intensive workloads
into network receive-intensive and network transmit-intensive
workloads. Thus, our canonical workload set consists of the
following workloads: CPU, memory, disk read, disk write,
network receive, and network transmit.

For each workload in the canonical set, we capture low-
level architectural data available at the VMM layer such as
disk and network I/O accesses, page faults, and control register
updates. Since we collect this at the VMM level, we can collect
this information at one point for all VM’s and identify unique
processes in each VM. This raw data is then processed to
produce a set of features on a per process or per VM basis.
The features from each of the canonical workloads, along with
the features of a target workload are provided as input to
regression algorithms (the target workload is the workload
being characterized). The regression algorithms produce a
model of the target workload’s activity as a linear combination
of the activity of the canonical workload set. From the model,
we can gain an understanding of the underlying behavior of
the target workload. This model can aid in identification of
performance bottlenecks, as well as improve the security of the
virtual machine employing intrusion detection. The behavior
of a suspected compromised machine can be compared against
our new model of a workload (i.e., normal execution) to detect
the presence of malware.

As part of our contributions, we have implemented a pro-
totype of a VMM-level workload characterization tool using
VirtualBox [5], an open-source full-virtualization VMM that
runs on x86-based architectures. To the best of our knowledge,
this is the first work to utilize only the low-level architectural
information visible to the VMM for workload characterization.

Our tool consists of two key components:
• A front-end, whose capabilities include:

– Event Extraction - Capturing the low-level archi-
tectural data available to the VMM such as disk
and network I/O accesses, page faults, translation
look-aside buffer (TLB) flushes, and control register
updates.

– Feature Construction - Using statistical techniques
to transform the raw data into features, which are
used by the regression algorithms.

• A back-end, whose functionality includes:
– Regression - Applying multiple linear least-squares

regression and the Least Absolute Shrinkage and Se-
lection Operator (Lasso) [6] algorithm to the features
generated from a workload in order to characterize
and build a model of the workload’s behavior.

A high-level overview of our VMM-based workload charac-
terization design is presented in Fig. 1. The front-end extracts
the VMM-level events and constructs the features. These
features are passed on to the back-end where regression al-
gorithms are employed to build the workload characterization
model.

VMM-Level
Event Extraction

Feature Construction

Regression Algorithms

Front-End Back-End 

Workload
Characterization

Model

Canonical
Workload 1

Features

Canonical
Workload  c

Features

Target
Workload
Features

Fig. 1: High-level design of our VMM-based workload char-
acterization tool

In this paper, we provide a general framework for modeling
the behavior of workloads executing in virtualized environ-
ments that can be applied to a range of domains including
intrusion detection for VM security, workload scheduling, and
VM health monitoring. In this framework, VMM-level events
produced during the workload’s execution are captured and
processed to generate features containing information about
the workload behavior. These features can be further processed
in the back-end to produce different outputs, depending on the
application of the framework. In the current work, we apply
this approach to workload characterization. The input provided
to the back-end consists of the features of a set of canonical
workloads and a target workload which we would like to
profile. As the output, the back-end produces a qualitative
model of the workload behavior in terms of a mix of the
canonical workload set.

The remainder of the paper is organized as follows. In
section II, we survey the literature of related work in the
area of virtualization-based workload characterization and the
application of regression techniques to the task of performance
analysis. In section III, we describe the front-end of our VMM-
based workload characterization tool, including the informa-
tion we are able to extract from the VMM and how it is used
to build features. In section IV, we review the approach taken
by our back-end to learn the behavior of the target workload
and characterize it in terms of the canonical workload set.
In section V, we describe our experimental setup and present
the results of our workload characterization tool on several
target workloads. Finally, we conclude the paper and present
directions for future work in section VI.

II. RELATED WORK

Prior work on virtualization-based workload characteri-
zation has focused on disk I/O workload characterization.
Ahmad [7] uses online histograms to analyze the performance
of disk workloads running in virtual machines on VMware’s
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ESX Server. His method is used to characterize several
benchmarks, including Filebench – a model-based workload
generator for file systems, Open Source Development Labs
(OSDL) Database Test 2 – an online transaction processing
(OLTP) transactional performance test based on the Transac-
tion Processing Performance Council Benchmark C (TPC-C)
specification, and a workload that performs large file copy in
virtual machines.

Along the same lines, Gulati, Kumar, and Ahmad [8]
perform storage workload characterization and consolidation
for enterprise applications using VMware’s ESX Server. Their
benchmark workloads include Swingbench, DVDStore, Mi-
crosoft Exchange, and a TPC-C-like workload running on top
of an Oracle database. They characterize workloads by running
them inside virtual machines and observing the I/O patterns
from the hypervisor using a utility called vscsiStats which
generates histograms for various I/O parameters.

Regression algorithms have been previously applied to
characterize the performance of workloads. In [9], Ould-
Ahmed-Vall, Woodler, Yount, and Doshi present a comparison
of several regression algorithms for computer architecture
performance analysis of software applications. They compare
the following algorithms: multiple linear regression, artifi-
cial neural networks, locally weighted linear regression, M5’
model trees, and support vector machines (SVM). They collect
a series of micro-architectural events, including those related
to execution time, instruction mix, branches, memory subsys-
tem, and translation look-aside buffers (TLB). Their data is
collected on a subset of the Standard Performance Evaluation
Corporation (SPEC) CPU2006 workloads. As part of their
results, they present the prediction quality and usefulness of
the output from the algorithms, with multiple linear regression
and model trees producing easily interpretable results.

In [10], Mousa, Doshi, and Ould-Ahmed-Vall apply multiple
linear regression and model tree analysis to characterize per-
formance in virtualized execution. They break up a workload
execution into fixed-sized intervals based on the number of
retired instructions. Within each interval, they gather counts
of events derived from three primary sources: hardware per-
formance monitoring counters (PMC), guest kernels, and the
hypervisor (VMM). Using linear regression, the cycles per
instruction (CPI) of the execution is decomposed into a linear
combination of the architectural and virtualization events they
collect. In [11], the authors present a low overhead profiling
tool that automates the collection of hardware and software
events spanning the vertical execution stack.

In our work, we break up a workload’s execution into fixed-
size intervals based on (virtual) execution time. The events that
we collect are those visible to the VMM. Working completely
at the VMM layer offers several advantages. By harnessing
the ability of the VMM to isolate and manage several virtual
machines, it is possible to provide workload characterization
at a common level across all VMs. In addition, being situated
within the VMM provides ease of deployment as the tool is
not tied to a specific OS and can be deployed transparently
below different operating systems.

In their paper, Mousa, Doshi, and Ould-Ahmed-Vall note
that due to the dynamic behaviors introduced by virtualiza-
tion, performance characterization demands high resolution
yet minimally intrusive instrumentation. Another benefit of
working strictly at the VMM layer relates to the low overhead1

introduced by our tool as it only requires instrumenting the
VMM.

As part of any workload characterization, it may be possible
to identify phases of execution within a program. In charac-
terizing the behavior of a workload over time, changes in the
regression coefficients produced by our workload characteri-
zation tool can provide insight into the time-varying behavior
of the workload.

Next, we present the details of our VMM-based workload
characterization tool.

III. VMM-BASED TOOL FRONT-END

The front-end of the VMM-based workload characterization
tool has the responsibility of extracting low-level architectural
events and subsequently transforming them into features used
as input to the regression algorithms. The next section de-
scribes the VMM-level events that are captured.

A. VMM-Level Event Extraction

We use the term events to describe the raw data and
information extracted from the VMM during execution. The
information we can extract from different VMMs differs de-
pending on the specific VMM implementation; this can affect
the effectiveness and accuracy of the workload characterization
tool. The success of a VMM-based tool hinges on its ability
to take the extracted events and piece together an accurate
picture of the system behavior at the application level.

In our work, we target similar VMMs (in terms of perfor-
mance, target architecture, etc.) such as VMware Workstation,
VirtualBox, ESX Server, and Xen. A subset of events can be
found in all of them. These events are architectural events that
the VMM must intercept to guarantee correct execution. They
include execution of privileged instructions (e.g., updates of
control registers), access to shared resources (memory), and
I/O (disk, network, devices). We rely on this common set of
events to create a robust VMM-based workload characteriza-
tion tool.

The VMM lies below the guest OS layer and provides the
illusion that it is running on a real machine. Hence, every time
the OS needs to interact with the hardware, the VMM must
intervene. It is through this intervention that we are able to
collect events. We instrument the VMM to log the occurrence
of an event, as well as any available information relevant to the
event. For example, when a disk I/O event occurs, the VMM
intercepts the request and we record the disk sector accessed,
the number of bytes accessed, and read/write status.

1An analysis of the current execution overhead of the VMM instrumentation
shows that, in terms of wall clock time, the event extraction currently results in
about a 10% performance degradation. In other words, adding event extraction
to the VMM results in approximately 10% longer execution time.
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The data available to the VMM dictates the types of events
that we are able to monitor. The richness of the events,
in terms of the wealth of information they provide to the
VMM, is critical to the success of a VMM-based workload
characterization. Consequently, a vast array of events must be
collected in order to reconstruct a more accurate picture of
the workload activity at the application level. Events can be
categorized into two main types:

1) Virtual or VM events - architectural-level and system
events related to the virtualized guest OS executing
inside the VM. For example, a guest modifying control
registers, flushing the TLB, or writing to the disk.

2) VMM events - these events are extracted from the VMM
and relate to the state of the VMM itself. For example,
VirtualBox has two internal modes: one to execute the
guest OS directly on the CPU without intervention (user
mode instructions) and another to intercept, instrument,
or emulate supervisor mode instructions.

B. Feature Construction

We use the term features to describe the information and
input format provided to the back-end. The back-end is sent
processed information that can be the result of filtering,
aggregating, or correlating events. Features do not contain
all the information extracted from the events, but incorporate
patterns that are effective in identifying relevant execution
behaviors.

The space of possible features is very large; there are many
ways to process raw events to create features. All of the
features we use in this work are constructed directly from
the event stream in the following way: first, we divide the
event stream into consecutive segments of equal (virtual) time.
We apply statistical methods on the events in each segment to
produce a vector of feature-values. Finally, we send a window,
containing a vector of all feature-values for a time segment, to
our back-end. For a detailed description of the events extracted
and the features that we construct, please refer to [12].

Next, we describe the steps performed in the back-end.

IV. VMM-BASED TOOL BACK-END

At the back-end, the features from the canonical workload
set2 and the target workload are passed to the regression
algorithms in order to produce a model of the behavior of the
target workload. The resulting model characterizes the target
workload in terms of a linear combination of the canonical
workloads. The regression algorithms applied in this paper
are multiple linear least-squares regression and the Lasso
algorithm. The details of these algorithms are provided below.

A. Multiple Linear Least-Squares Regression

Multiple linear least-squares regression [13] can be used
to describe a variable in terms of a linear combination of a
set of independent variables. We use this notion to describe
a target workload as a linear combination of the canonical

2The features for the canonical workloads are created by passing through
the front-end of the framework.

workloads. We can represent a target workload and each
canonical workload as a vector of its different feature-values.
In the following regression formula, we use yi to denote the
ith feature of a target workload, xij for the ith feature of
the jth canonical workload, bj for the coefficient of the jth

canonical workload, and ej as the jth error term.

yi = b0 +

c∑
j=1

bjxij + ei for i = 1, . . . , d (1)

where c is the number of canonical workloads, b0 is an
optional constant parameter, and d is the number of features.
The solution to the linear regression is the set of coefficients
b = (b1, b1, ...bc) that minimize the sum of the squared errors.
These coefficients comprise the workload characterization
model for the target workload.

B. Lasso

We also run experiments on a variant of linear regression
that can automatically select the important input variables as
well. It performs variable (in our case canonical workload)
selection by pushing the coefficients of irrelevant workloads
toward zero, giving us a sparse solution (i.e., only a few of the
canonical workloads have nonzero coefficients). In particular,
it minimizes the least squares error criterion (criterion used in
ordinary regression) subject to the constraint that the sum of
the absolute value of the coefficients (norm 1) is as small as
possible. This algorithm is named Lasso [6] for Least Absolute
Shrinkage and Selection Operator. The Lasso solution expects
many coefficients to be close to zero, and a small subset
to be nonzero [14]. Lasso solves the following optimization
problem [15]:

min
b

1

2

n∑
i=1

yi − c∑
j=1

bjxij

2

(2)

subject to:
c∑

j=1

|bj | ≤ t (3)

where t is a pre-defined threshold. Equivalently, the solution
to (2) also minimizes the Lagrange version of the problem:

f(b) =
1

2

n∑
i=1

yi − c∑
j=1

bjxij

2

+ λ

c∑
j=1

|bj | (4)

where λ ≥ 0.
There is a one-to-one correspondence between λ and the

threshold t. If b(λ) minimizes (4), then it also solves (2) with
t =

∑c
j=1 |bj(λ)|.

The linear regression and Lasso results can be produced
for each time window of the target workload, as well as
an average-case window. We present both these results in
section V-D.

Next, we describe our experimental setup and workload
characterization results.
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TABLE I: Summary of the canonical workload set

Canonical Workload Description

CPU
A tight loop containing integer arithmetic
operations

Memory
A loop that constantly allocates and
touches memory without freeing it

Disk Read
Runs 20 threads of IOzone [18], each performing
4 KB reads from a 100 MB file
(iozone -i 1 -r 4 -s 100M -t 20)

Disk Write
Runs 20 threads of IOzone, each performing
4 KB writes to a 100 MB file
(iozone -i 0 -r 4 -s 100M -t 20)

Network Receive
Runs 4 threads, each constantly reading
60 KB packets over UDP from external senders

Network Transmit
Runs 4 threads, each constantly sending
60 KB packets over UDP to external receivers

V. EVALUATION

In this section, we describe the details of our experiments
and present the results of applying regression to data extracted
from the VMM layer, to produce workload characterization
models.

A. Experimental Setup

For our virtual machine monitor, we use VirtualBox, a virtu-
alization environment wherein the VMM runs on a commodity
operating system. We use the open source edition version 2.2,
currently developed by Sun Microsystems as part of its Sun
xVM virtualization platform. All the experiments are executed
on a Dell XPS710 machine equipped with an Intel Core2
processor (2 cores) running at 1.86 GHz with 4 GB of RAM.
The host operating system is Fedora 9. In the virtual machine,
we installed version 9.10 of the Ubuntu OS as the guest
operating system. For the Apache and MySQL workloads, the
server is executed within the virtual machine, but the client
is executed on a separate (non-virtualized) Dell machine with
an Intel Pentium III processor running at 866 MHz with 256
MB of RAM and Fedora Core 6 as its operating system.

B. Canonical Workloads

As described in section I, a generic workload can be
comprised of the following main components: CPU activ-
ity, memory (RAM) activity, disk I/O (read and write), and
network I/O (transmit and receive) [4], [16]. As such, we
generated a series of workloads targeted to each of these
components, which we refer to as the canonical workload set.
These workloads are based on the benchmarks provided in the
Isolation Benchmark Suite [17]. A summary of each workload
in the canonical set is provided in Table I.

Once we characterized our canonical workloads, each stress-
ing a different aspect of a computer system, we selected a set
of application workloads whose behavior we would like to
characterize. These workloads are described next.

C. Application Workloads

To create a diverse set of evaluation workloads, we use
the following set of applications: MPrime [19] for Mersenne

prime numbers, ApacheBench (ab) for Apache web servers,
a TPC-C-based online transaction processing benchmark for
MySQL databases [20], and mcf from the SPEC CPU2006
benchmark suite. For MPrime, we run one thread performing
small fast Fourier transforms (FFTs), wherein the data fits
in the L2 cache and the floating point unit (FPU) is heavily
stress-tested. For the Apache workload, we installed version
2.2.15 of the Apache web server on the virtual machine.
The web page requests were performed from a remote client
desktop and for the ab command line, we use the following
options: -c 10 (for 10 simultaneous requests) -k (to perform
multiple requests in a session) and -n 150000 (for 150,000
requests). For the MySQL workload, we simulate one terminal
performing database queries and updates to the stock items of
ten warehouses. For the input to the mcf benchmark, we use
the reference input.

The behaviors of these workloads exhibit a range of the
activity that can be represented by a mix of the canonical
workloads. For the MPrime workload, we execute torture test
number 1, which is predominantly CPU-intensive. We expect
the Apache workload to show strong network activity. For the
MySQL workload, the MySQL server is run on the virtual
machine and the MySQL client is executed on a separate,
remote machine. The two machines communicate over an
Internet connection. Therefore, in addition to the expected disk
read and disk write activity that is typical with processing
queries that access database tables, there should also be
network activity between the client and servers machines.
The mcf benchmark is a pointer-intensive integer benchmark
known for its dominant memory behavior [21].

We use regression algorithms to decompose the activity of
the target workloads into a linear combination of the activity
of the canonical workloads. The results are presented in the
following section.

D. Results

Each of the canonical and target workloads are executed
for one hour and the VMM-level events are extracted. These
events are then processed to generate features for time win-
dows of length 500 interrupt timer events3 (approximately 2
seconds long). For each target workload, we pass the features
of the workload along with the features of all of the canonical
workloads to the regression algorithms to produce a model
of the workload behavior. The linear least-squares regression
results are presented in figures 2 through 5.4

The x-axis corresponds to the window index and the y-
axis represents the regression coefficients. For each time
window, the linear least-squares regression coefficients are
produced for each of the canonical workloads. We also use
an optional constant parameter, although from the figures we
see that its value is close to zero. A large non-zero value

3We also experimented with other time quantums and found the results
somewhat insensitive to this parameter.

4For the purpose of clarity, we zoomed into a portion of the hour-long
run, though the pattern seen in the figures are fairly consistent throughout the
execution.
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Fig. 2: Linear least-squares regression results for MPrime
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Fig. 3: Linear least-squares regression results for Apache
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Fig. 4: Linear least-squares regression results for MySQL
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Fig. 5: Linear least-squares regression results for mcf
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TABLE II: Linear regression coefficients for an average win-
dow of the target workloads

Canonical
Workloads

Target
Workloads MPrime Apache MySQL mcf

mcf
using

h2
Constant 0.00 0.15 0.07 -0.01 0.00

CPU 0.93 -1.17 -0.07 0.94 0.48
Memory 0.00 0.53 0.14 0.10 0.63

Disk Read -0.08 -0.14 0.15 -0.04 -0.02
Disk Write 0.14 0.71 0.34 0.00 0.08

Network Receive -0.03 -0.11 0.00 0.05 0.06
Network Transmit 0.06 0.73 0.32 0.03 -0.01

assigned to the constant parameter would indicate that the
workloads represented in the canonical set, by themselves, are
not sufficient to characterize the target workload.

To summarize the results, we also find the regression coeffi-
cients for the average window5 of each target workload. These
results are presented in Table II. For the MPrime workload,
the CPU-intensive workload is assigned the largest coefficient,
confirming the strong CPU activity of MPrime. For Apache,
the results show that the network transmit, disk write, and
memory-intensive canonical workloads are assigned large pos-
itive coefficients and the CPU-intensive workload is assigned
a large negative coefficient. This indicates that the Apache
workload exhibits activity similar to that of the network
transmit, disk write, memory, and CPU-intensive workloads.
Based on an Apache web server’s main task of providing
web pages to a client machine over a network connection, we
expect to see network transmit activity. Using the Linux I/O
performance monitoring utility iostat, we were able to confirm
that the Apache workload also exhibits disk write activity. The
Linux top utility shows that due to simultaneous web page
requests, Apache displays stronger CPU and memory activity
than that of a single web page request.

For the MySQL workload, we see an interesting alternating
behavior where there is strong network transmit activity in
addition to disk activity and then there are short phases where
the network transmit activity is low and the disk activity
is predominant. Further inspection of the data reveals that
during the short phases where the network transmit-intensive
canonical workload is assigned a low regression coefficient,
the number of network transmit events are indeed low and
during phases where it is assigned a large coefficient, the
number of network transmit events are more than an order
of magnitude larger.6 It seems that during these short phases,
the workload is more focused on performing database queries
and updates, and during the longer phases, the results of the
queries are transferred back to the MySQL client machine.
This shows that our VMM-based workload characterization
approach is able to capture these phase changes. Overall,
for the MySQL workload we see strong correlation to the

5The average window is found by taking the average of all the windows
during the hour-long execution.

6The number of network transmit events go from less than 50 events per
second to about 1500 events per second.

disk write, network transmit, disk read, and memory-intensive
workloads. This validates our expectations of seeing disk
activity due to database table queries and updates, as well as
network activity due to the MySQL server (situated within the
VM) sending the results of queries back to the client machine
over a network connection.

The SPEC CPU2006 mcf benchmark exhibits strong CPU
activity with several intervals of activity which resemble the
activity of our memory-intensive canonical workload. Since
we expect to see a more prevalent memory-intensive behavior,
we decided to take a further look at the raw VMM-level data
produced for the mcf benchmark and our memory-intensive
canonical workload. This analysis revealed that the memory-
intensive workload produced many page faults and disk writes,
whereas mcf does not exhibit this kind of behavior. This is
due to the fact that the memory-intensive canonical workload
basically allocates memory in a loop and once the memory
is exhausted, pages are swapped back to disk. Mcf shows
a different type of memory-intensive behavior, wherein the
memory blocks it accesses fit into main memory, resulting in
few page faults and thus does not need transfer data to and
from the disk.

To validate our hypothesis that mcf exhibits a different
type of memory-intensive behavior than our current memory-
intensive canonical workload, we decided to replace the canon-
ical workload with another memory-intensive workload that
does not allocate so much memory that it requires constant
swapping back to disk. We selected the h2 benchmark in the
DaCapo benchmark suite [22] to produce memory-intensive
activity, yet without excessive page fault activity. It is a
JDBCbench-like in-memory benchmark, executing a number
of transactions against a model of a banking application. Fig. 6
and the last column of Table II show the linear regression
results produced by replacing the memory-intensive canonical
workload with the h2 benchmark. From this figure, we see that
a large positive coefficient is assigned to the h2 benchmark.
This confirms the similarity of the memory activity between
mcf and h2. Using the Linux top utility, we have seen mcf
exhibit strong CPU activity as well, and this is validated by
the large regression coefficient assigned to the CPU-intensive
canonical workload. One thing we must note is that the h2
benchmark is not a pure memory-intensive benchmark. In
addition to memory activity, it also displays CPU and disk
activity. In future work, we will utilize a purely memory-
intensive canonical workload that displays behavior typical of
most memory-intensive applications.

In addition to multiple linear regression, we also applied
the Lasso algorithm to the average window of our target
workloads and found the different coefficients assigned to the
canonical workloads, using various values of λ. These results
were calculated using the GLMNet [14] Matlab source files
and are presented in Fig. 7. As the value of λ increases, the
coefficient of less relevant workloads are forced to zero while
more relevant workloads are assigned non-zero coefficients.

The Lasso results for MPrime also confirm the strong
CPU-activity that was shown in the multiple linear regression
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Fig. 6: Linear least-squares regression results for mcf with h2 as the memory-intensive workload
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Fig. 7: Lasso regression results for the target workloads

71



results. For the Apache workload, the canonical workload
that retains a non-zero coefficient the longest is the network
transmit-intensive workload. Since the Apache ab benchmark
services web page requests, transmitting them across a net-
work connection, we expect its behavior to display the most
similarity with the network transmit canonical workload.

For MySQL, the most prevalent canonical workloads are
the disk read, network transmit, disk write, and memory-
intensive workloads. Again, this makes logical sense since
MySQL server’s main tasks include updating database tables
and responding to queries over a network connection. The
Lasso results confirm our expectation of MySQL’s behavior.
For mcf, we produce the Lasso results with the h2 benchmark
playing the role of the memory-intensive workload. As a result,
h2 is the most prevalent workload, followed by the CPU-
intensive workload. This also validates our hypothesis that mcf
exhibits memory-intensive behavior similar to that of the h2
benchmark.

VI. CONCLUSIONS AND FUTURE WORK

In this work, we present a general framework for modeling
the behavior of virtual execution environment workloads. As
a specific application of this framework, we implemented and
evaluated a VMM-based workload characterization tool. The
open source edition of VirtualBox was used to construct the
front-end. We presented the types of information we were
able to extract from the VMM and described the procedure
used to build features. Regression algorithms were utilized
as a powerful technique to bridge the semantic gap between
the low-level architectural data and actual program behavior.
Our results showed that there is enough information embedded
within the VMM-level data to be processed and produce a
model of workload behavior in terms of CPU, memory, disk,
and network activity.

Our VMM workload characterization tool offers a wealth of
future research opportunities. Our front-end can be extended
to other VMMs such as Xen or ESX server and its perfor-
mance can be significantly improved. Additional events can
be extracted and used to build new features. Our back-end
provides a whole new research dimension. In particular, an
area for future work involves studying the model produced
from malicious executions and comparing this to the model of
normal execution with the goal of providing intrusion detection
and enhancing the security of a virtual machine. In the current
work, we evaluated target workloads that display a small range
of the behaviors present in the canonical workload set. In
future work, we can explore the behavior of more realistic
workloads that exhibit diverse and time-varying behaviors.
This can be extended to perform phase detection and perfor-
mance optimization.
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