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Abstract

Soft errors due to alpha and cosmic particles are a
growing reliability threat to information systems. In
this work, a methodology is developed to analyze the
effects of single event upsets (SEU) and obtain FIT
rates for commercial microprocessors in live
information systems. Our methodology is based on
data collectedfrom error logs and error traces of the
information systems present globally in the field. We
also compare the system effects of errors that are
suspected to be due to SEUs as compared with non-
SEU errors. Soft errors are further localized within
specific microprocessor resources with the assistance
of the machine check architecture. The analyzedfield
data represents a world-wide population of
microprocessors installed in the field. In total, several
thousands systems and thirty-six months offield data
were analyzed. The methodology used in carrying out
this field analysis is discussed in detail and results are
presented.

1. Introduction
Information systems are employed in an increasing

number of application areas, motivating research
activity focused on reducing the time-to-market,
improving performance, reducing power consumption
and increasing reliability. This latter aspect has
assumed an increasingly important role, especially
when dealing with critical applications. As device
geometries continue to shrink, microprocessors will
experience an increasing number of soft errors. These
bit flips can temporarily corrupt the data being
processed. As a consequence, future designs will need
to be able to detect permanent hardware failures and
recover from transient errors caused by soft errors
[9][16].

Soft errors are occasional malfunctions of the
hardware that are not reproducible. Single Event
Upsets (SEUs) that cause soft errors are generated by
cosmic particles, energetic neutrons and alpha particles
hitting the surface of silicon devices [1]. As feature
sizes shrink, the amount of charge per device
decreases, and so a particle strike is much more likely
to cause an error. Particles of lower energy, which are
more abundant than high energy particles, will
generate sufficient charge to cause a soft error. In the
absence of error correction schemes, the system error
rate will grow in direct proportion to the number of
bits on the chip. With the exponential increase in
transistor counts (as predicted by Moore's Law), we
expect to see a similar increase in error rates for
unprotected systems [8].

Soft errors are emerging as a significant obstacle to
increasing microprocessor transistor count in future
process technologies. Although soft error rates of
individual transistors are not projected to rise,
incorporating more transistors into the same device
real estate makes a device more likely to encounter a
fault. As a result, it is expected that maintaining
microprocessor error rates at acceptable levels will
require specific design changes [2].
A key requirement of present day information

systems is availability. Sometimes transient errors take
the system to an invalid state. Large systems may take
a considerable amount of time to recover. Hence, these
errors can considerably impact system availability [6].

In this paper, we focus on soft error rate (SER)
estimation of microprocessors used in information
systems by analyzing actual field data. This work is
done based on our collaboration with a major industrial
information computing system manufacturer. This
work complements the work done in [7], which
analyzed field data for computing SER in FPGA-based
designs. Since the internal structure of the
microprocessor is not observable at the system level,
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determining soft error rates using field data for
microprocessors is more challenging compared to
performing the same study for FPGA-based designs.
We present a case study of failure rate data for
commonly used 32-bit server processors in different
information systems. We have further analyzed the
exact locations of SEUs within the microprocessor and
compared results against our previous analytical
models. In addition to computing the SER for the
microprocessors used in a commercial information
system, we also consider the system effects of non-
SEU events such as permanent faults and software
failures. A comparison on the reliability impact of SEU
and non-SEU events has been performed. It is
observed that the SEUs occurring within the
microprocessors are mostly affecting the tag array of
the caches. As tags are only parity protected in most
microprocessors, the SER is dependent on the size of
the cache. This study is based on field data collected
from several thousands of live commercial information
systems over a three-year period.

The remainder of this paper is organized as follows.
In Section 2, an overview of the microprocessor, along
with its usage in the information system, is presented.
A brief review of soft error rate estimation for
microprocessors is provided in Section 3. Section 4
details the methodology used in this study to estimate
the soft error rate for the microprocessor used in the
information system. Some case studies highlighting the
methodology used are presented in Section 5. Section
6 covers the analysis of possible SEUs occurring in the
system along with computation of FIT rates. We have
compared the effects of SEU and non-SEU related
incidents in Section 7. Analysis of these results is
presented in Section 8. Finally, Section 9 concludes the
paper.

2. Overview of the information systems
The class of information system under

consideration in this study is a high-availability system
equipped with multiple microprocessors. These
information systems have hundreds of terabytes of
drive capacity and can serve more than a hundred
connected hosts.

The internal bussing architecture provides for a
high degree of redundancy so that a failure in any
component on a link does not disconnect other
components from the system. However, simultaneous
failures in multiple components can lead to events
which impact reliability and potentially reduce
availability. We call these Reliability Impact Events
(RIEs). Such events may cause sudden interruptions in
service and potentially result in data unavailability.

Our analysis is based on studying such events in the
error logs of live systems.

One of the components that interconnect to the
buses is the Logical Unit Module (LUM). Each LUM
contains one or two single-core state-of-the-art IA-32
microprocessors (the so-called "server processors"),
depending on the particular system. The
microprocessors used in these LUMs act as the main
control center for the system. They are responsible for
processing I/O requests arriving from the attached
host(s).

On powering up the system, each microprocessor
boots up an operating system. The operating system
manages all functions of the information system and
supports some basic configuration operations. A load
balancing utility running on the host schedules jobs
between the two microprocessors. If an RIE appears in
one of the microprocessors (or LUM), the utility
transfers all the jobs to the other microprocessor (or
LUM). If the second microprocessor is already heavily
utilized, the system may crash. The LUM is
responsible for all data buffering and caching, though
performs no processing on the stored data. Since data
is heavily protected with ECC, soft errors in LUMs
cannot affect the data items and cause silent data
corruption (SDC). Therefore, RIEs (availability
degradation) are the main impact of SEUs in these
systems.

The microprocessor under study supports a
Machine Check Architecture (MCA) as described in
[6] [17] and [20]. Issues related to the design ofMCAs
have been studied in earlier reliability work targeting
server systems [14]. The MCA allows the operating
system to detect, signal, and record information about
selected machine fault conditions. Some of those faults
are correctable, while others are uncorrectable (i.e.,
only detectable).

The machine check mechanism is intended to
enable system providers and system software
developers to diagnose, isolate, and understand
microprocessor failures. It is also intended to enable
system recovery mechanisms to be employed. By
architecting the MCA, the software and operating
system community can count on the same level of
support in future versions of the microprocessor.
Further details about the MCA are discussed in Section
4. In the following, we give details of the two types of
systems under study.

System Type A - In these systems, there are two
server microprocessors on each LUM and two LUMs
per system, for a total of four microprocessors per
system. Two levels of on-chip caching are available on
these microprocessors. The LI data cache is parity
protected, while the L2 cache has ECC protection on
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