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Abstract

Soft errors due to alpha and cosmic particles are a
growing reliabilily threat fo information systems. In
this work, a methodology is developed to analyze the
effects of single event upsets (SEU) and obtain FIT
rates for commercial micraprocessors in  live
information systems. Our methodology is based on
data collected from error logs and ervor traces af the
information systems present globally in the field We
also compare the system effects of errors that are
suspected to be due to SEUs as compared with non-
SEU errors. Soft errors are further localized within
specific micraprocessor resources with the assistance
of the machine check architecture. The analyzed field
data  vepresenis a world-wide population aof
microprocessors installed in the field In total, several
thousands systems and thirty-six months of field data
were analyzed The methodology used in carrving out
this field analysis is discussed in detail and results are
presented.

1. Introduction

Information systems are employed in an increasing
number of application areas, motivating research
activity focused on reducing the time-to-market,
improving performance, reducing power consumption
and increasing reliability. This latter aspect has
assumed an increasingly important role, especially
when dealing with critical applications. As device
geometries continue to shrink, microprocessors will
experience an increasing number of soft errors. These
bit flips can temporarily corrupt the data being
processed. As a consequence, future designs will need
to be able to detect permanent hardware failures and
recover from transient errors caused by soft errors
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Soft errors are occasional malfunctions of the
hardware that are not reproducible. Single Event
Upsets (SEUs) that cause soft errors are generated by
cosmic particles, energetic neutrons and alpha particles
hitting the surface of silicon devices [1]. As feature
sizes shrink, the amount of charge per device
decreases, and so a particle strike is much more likely
to cause an error. Particles of lower energy, which are
more abundant than high energy particles, will
generate sufficient charge to cause a soft error. In the
absence of error correction schemes, the system error
rate will grow in direct proportion to the number of
bits on the chip. With the exponential increase in
transistor counts (as predicted by Moore’s Law), we
expect to see a similar increase in error rates for
unprotected systems [8].

Soft errors are emerging as a significant obstacle to
increasing microprocessor transistor count in future
process technologies. Although soft error rates of
individual transistors are not projected to rmise,
Incorporating more transistors into the same device
real estate makes a device more likely to encounter a
fault. As a result, it is expected that maintaiming
microprocessor error rates at acceptable levels will
require specific design changes [2].

A key requirement of present day information
systems 1s availability. Sometimes transient errors take
the system to an invalid state. Large systems may take
a considerable amount of time to recover. Hence, these
errors can considerably impact system availability [6].

In this paper, we focus on soft error rate (SER)
estimation of microprocessors used in information
systems by analyzing actual field data. This work is
done based on our collaboration with a major industrial
information computing system manufacturer. This
work complements the work done in [7], which
analyzed field data for computing SER in FPGA-based
designs. Since the internal structure of the
microprocessor is not observable at the system level,
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