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Abstract

The Architectural Vulnerability Factor (AVF) of a
hardware structure is the probability that a fault in the
structure will affect the output of a program. AVF cap-
tures both microarchitectural and architectural fault
masking effects; therefore, AVF measurements cannot
generate insight into the vulnerability of software
independent of hardware. To evaluate the behavior
of software in the presence of hardware faults, we
must isolate the software-dependent (architecture-level
masking) portion of AVF from the hardware-dependent
(microarchitecture-level masking) portion, providing a
quantitative basis to make reliability decisions about
software independent of hardware.

In this work, we demonstrate that the new Program
Vulnerability Factor (PVF) metric provides such a ba-
sis: PVF captures the architecture-level fault masking
inherent in a program, allowing software designers
to make quantitative statements about a program’s
tolerance to soft errors. PVF can also explain the AVF
behavior of a program when executed on hardware;
PVF captures the workload-driven changes in AVF for
all structures. Finally, we demonstrate two practical
uses for PVF: choosing algorithms and compiler opti-
mizations to reduce a program’s failure rate.

1. Introduction
Reliability is now a first-class design constraint

for systems from high-end mainframes to commodity
PCs, primarily due to the effects of transient faults
caused by particle strikes [1]. To meet reliability goals,
microprocessor vendors typically set a failure rate
(FIT) target for each design and perform significant
pre-silicon analysis to ensure a design adheres to this
target [2]. Therefore, accurately modeling a system’s
failure rate is crucial to understanding its performance
relative to the reliability goals.

One facet of fault modeling is determining the
amount of fault masking in a system: a masked fault
does not affect correct system operation and thus

does not impact a system’s failure rate. Faults can
be masked at many levels; properly assessing the
impact of each masking level is important to achieve
accurate failure rate estimates. Device-level masking
occurs when a fault does not propagate to the inputs
of a device within the device’s window of timing
vulnerability; this can be quantified using Seifert et al.’s
Timing Vulnerability Factor [3]. Microarchitecture-
level masking occurs when a microarchitecturally-
visible fault (i.e., a fault not masked at a device level)
does not propagate to architectural state. Architecture-
level masking occurs when an architecturally-visible
fault does not affect correct program output. Mukher-
jee et al.’s Architectural Vulnerability Factor quanti-
fies both microarchitecture-level and architecture-level
fault masking [2] [4].

As shown in Figure 1, this means that AVF is
dependent on software (architecture) as well as hard-
ware (microarchitecture). As a result, software design-
ers cannot use AVF to make hardware-independent
statements about the reliability of a program (i.e., the
level of fault masking in a program). An accurate
method to quantify architecture-level fault masking
would yield a better understanding of the link between
software and reliability and allow the development of
hardware-independent reliability techniques in (for ex-
ample) a compiler or programming language. Reducing
the vulnerability of software should directly translate
into improved availability and/or reliability when the
program is executed on hardware.

In this work, we demonstrate that a new
microarchitecture-independent metric, the Program
Vulnerability Factor (PVF) [5], quantifies the
architecture-level fault masking inherent in a program.
PVF can be calculated for any architecturally-visible
resource and is a property of a dynamic execution
of a program. Therefore, PVF is impacted only by
changes to the binary or to input data and not by
changes in hardware: it can be used to reason about
the vulnerability of a program without any knowledge
of the target microarchitecture. We show that PVF



0 10 20 30 40 50 60 70 80 90 100
7

8

9

10

11

12

13

14

15

A
V

F
 (

%
)

Time

Physical Integer Register File

 

 

bzip2_program

galgel

sixtrack

(a) Constant Microarchitecture / Variable Workload

0 10 20 30 40 50 60 70 80 90 100
0

5

10

15

20

25

30

35

40

Time

A
V

F
 (

%
)

Physical Integer Register File

(b) Variable Microarchitecture / Constant Workload

Figure 1. The AVF of a Physical Register File when running three programs on one microarchitecture and one program (bzip2) on
three microarchitectures. The AVF depends on both workload and hardware configuration.

analysis can be used to identify highly-vulnerable
regions of a program; this allows software designers
to determine which sections of code are most likely
to fail due to a hardware error. This is useful in
circumstances where the level of hardware fault
tolerance is unknown to the programmer or where
hardware protection is inadequate to meet the software
developer’s requirements.

We also show that the PVF of an architectural
resource can be used to explain the AVF behavior
of an underlying hardware structure. Architecture-level
masking dominates the behavior of some structures,
and PVF variation explains nearly all of the AVF
variation in these structures. Microarchitecture-level
fault masking is more pronounced in other structures;
here, PVF explains less of the AVF variation. We ana-
lytically distinguish these structures from each other
and show that for all structures, PVF captures the
workload-dependent changes in vulnerability. Finally,
we conduct a case study that examines two practical
ways in which programmers can use PVF: selecting
algorithms and choosing compiler optimizations to
reduce the failure rate of a program.

The major contributions of this paper are:
• Introduction of the Program Vulnerability Factor

as a method to calculate the level of architecture-
level masking in a program and demonstration
that PVF can be used to quantify the inherent
vulnerability of a program;

• A rigorous analytical and experimental study into
the ability of PVF to explain changes in AVF in
a variety of hardware structures; and

• An example of a practical use for PVF: choosing
algorithms and compiler optimizations in order to
increase the soft error tolerance of a program.

The rest of this paper is organized as follows. Sec-
tion 2 provides background on AVF and introduces the
Program Vulnerability Factor. Section 3 demonstrates
the use of PVF in assessing program vulnerability.

Section 4 provides a rigorous statistical analysis of the
ability of PVF to explain AVF changes in a hardware
structure. Finally, Section 5 presents a case study on re-
ducing program vulnerability via algorithmic changes
and compiler optimizations.

2. Program Vulnerability Factor
In this section, we introduce the Program Vulner-

ability Factor. To provide the proper context for this
discussion, we first review the Architectural Vulnera-
bility Factor (AVF). We then describe how to calculate
the Program Vulnerability Factor for any architectural
resource and show that PVF is a component of the
AVF of a hardware structure.

2.1. Architectural Vulnerability Factor
Mukherjee et al. introduced the concept of Architec-

tural Vulnerability Factor (AVF) and ACE Analysis as
a means to estimate SER early in the design cycle [2].
AVF is a well-defined, measurable quantity that can
yield insight into the vulnerability behavior of a struc-
ture: the AVF of a processor structure is the probability
that a fault in that structure will result in a visible
error in the final output of a program. ACE Analysis
estimates a structure’s AVF by determining, during
each cycle, which bits are required for Architecturally
Correct Execution (ACE). A bit that is necessary for
Architecturally Correct Execution is an ACE bit; all
other bits are un-ACE bits. This allows a designer to
estimate a structure’s AVF in a single fault-free simula-
tion run; therefore, ACE Analysis is significantly faster
than prior techniques such as software fault-injection
and is well-suited to early-design stage exploration [6].
As a consequence, ACE Analysis has enabled much
research into the behavior of processor structures and
into reliability improvement techniques [7] [8] [9].

To avoid ambiguity with later definitions, we call a
bit within a hardware structure an m-bit. Therefore, the



AVF of a hardware structure is the fraction of m-bits
in the structure that are ACE. For hardware structure
H with size BH (in m-bits), its AVF over a period of
N cycles can be expressed as follows [2]:

AV FH =
∑N

n=0 (ACE m–bits in H at cycle n)
BH ×N

(1)
Recent work has suggested possible sources of error

when performing AVF analysis. Wang et al. show that
lack of model detail in ACE Analysis can lead to overly
conservative AVF estimates [10]. This was shown
to not be a fundamental limitation of the technique,
however, and the authors themselves conclude that
AVF Analysis is an indispensable tool for early-design
reliability analysis [11]. Li et al. show that FIT rates
calculated using average AVF values may be inaccurate
since AVF values are often not independent [12].
This concern applies only to FIT rate calculation and
therefore does not diminish the ability of AVF to
provide insight into a hardware structure’s behavior.

2.2. Calculating Program Vulnerability
A processor is a collection of hardware structures.

Similarly, a program can be viewed as a collection
of architectural resources. We define an architectural
resource as any architecturally-visible structure or op-
eration. This includes, for example, architectural regis-
ters and memory as well as operations defined by the
ISA (e.g. addition, subtraction, etc). Each architectural
resource R has an architecturally-defined size BR in
bits; we refer to bits in an architectural resource as
architectural bits, or a-bits. For example, the Alpha
ISA defines the size of the Integer Register File as
thirty-two 64-bit registers; this architectural resource
contains 2048 a-bits. (A physical register file imple-
mentation of this resource may contain a substantially
greater number of m-bits.)

We also note that an architecturally-visible definition
of time (i.e., the ordering of and distance between
events to an architectural resource) can be given by the
instruction flow: instructions are ordered with respect
to each other and the distance between operations
is the number of intervening instructions. Therefore,
we have the ability to calculate the vulnerability of
an architectural resource; we call this the Program
Vulnerability Factor of the architectural resource. We
refer to a-bits that are needed for correct operation as
ACE a-bits; other bits are un-ACE a-bits. The PVF of
an a-bit is then the fraction of time (in instructions) that
the bit is ACE, and the PVF of an architectural resource
R of size BR over I instructions is the fraction of ACE
a-bits in the resource:

PV FR =
∑I

i=0 (ACE a–bits in R at instruction i)
BR × I

(2)

2.3. PVF as a Component of AVF
Equation 2 is an architectural notion of vulnerability.

In this section, we show that the AVF of a hardware
structure can be expressed in terms of the PVF of
the architectural resource it implements; PVF is a
component of AVF. This requires rewriting Equation 1
using terms from Equation 2; therefore, we must define
conversion factors from a-bits to m-bits and from
instructions to clock cycles. We use the example shown
in Figure 2 to explain the procedure. This figure shows
a series of operations to byte b in architectural memory.
The left-hand side of Figure 2 shows these operations
from the program’s point of view; the PVF of b can
be calculated as follows:

PV Fb =
∑I

i=0 (ACE a–bits at inst i)
Bb × I

PV Fb =
(8 + 8 + 8 + 0 + 8)

8× 5
= 80%

The right-hand side of Figure 2 shows how these
operations map to a one-entry cache in hardware. The
first load (in cycle 4) is fetched from memory since
the cache does not contain address b. The subsequent
load and store operations hit in cache. In this example,
the AVF of the cache is 50% (b is ACE for 6 out of
12 cycles).

We first define a conversion between instructions
and clock cycles by defining two parameters: ni,
which represents the number of clock cycles between
the events in H that correspond to instruction i and
instruction i − 1; and NI , which represents the CPI:
NI := N

I . In Figure 2, for instance, n2 = 2 since there
are two instructions between the Fill corresponding to
instruction 1 and the Read corresponding to instruction
2; n3 = 2; and NI = 12

5 . Using these terms, we can
write Equation 1 as:

AV FH =
∑I

i=0 (ACE m–bits at inst i× ni)
BH × I ×NI

The second conversion is from a-bits to m-bits. First,
we define mi as the number of m-bits in H accessed by
instruction i divided by the number of a-bits accessed
by i. For example, the first load operation in Figure 2
accesses one byte (8 a-bits) but misses in the cache (0
m-bits are read from cache). Therefore, m1 = 0

8 = 0.
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Figure 2. A set of program instructions and the resulting hardware operations. The first load instruction misses in cache; the
remaining instructions hit in cache. The PVF of byte b is 80%, while the AVF of the cache line is 50%.

The second load operation also reads 8 a-bits but hits
in the cache; therefore, m2 = 8

8 = 1.
We also define MH as the ratio of the size of

the hardware structure to the size of the architectural
resource it implements: MH := BH

BR
. In Figure 2, for

example, MH = 8
8 since we assume both memory and

cache contain only byte b.
Using this notation, we can further re-write Equa-

tion 3 as:

AV FH =
∑I

i=0 (ACE a–bits at inst i×mi × ni)
BR × I ×MH ×NI

(3)
Equation 3 expresses AVF in terms of the three

architectural parameters in Equation 2 (ACE a–bits,
BR, and I); these are the architecture-level fault mask-
ing components of AVF. For the example in Figure 2,
Equation 3 evaluates as follows:

AV FH =
(8× 0× 4) + (8× 1× 2) + (8× 1× 2) + ...

8× 5× 8
8 ×

12
5

AV FH =
48
96

= 50%

2.4. Properties of PVF

The PVF of an architectural resource will only
change if either the program binary or its inputs are
changed; PVF values do not depend on hardware
parameters. Therefore, PVF values are directly com-
parable across programs independent of a particular
hardware implementation, enabling insight into the
reliability of software.

The remaining four parameters in the AVF equation
(mi, ni, MI , and NI ) are the microarchitecture-level
fault masking component of AVF. These parameters
behave differently within each hardware structure; if
they vary substantially, PVF will not correlate well
with AVF. However, if these parameters do not vary
substantially, a change in the PVF of an architectural
resource will lead to a change in the AVF of the un-
derlying hardware structure. We explore the behavior
of structures with different levels of microarchitectural
masking in Section 4.

3. Analyzing Program Vulnerability
In this section, we examine the PVF profiles of

several applications to generate insight into program
reliability behavior. We expect to see differences in
PVF behavior between programs as well as within
a single program due to the well-known phase be-
havior of programs [13]. Walcott et al. examined
the phase behavior of AVF and experimentally de-
rived equations to predict AVF from microarchitectural
state [14]; however, their models target a specific hard-
ware implementation. Hardware-independent program
vulnerability analysis allows insight based purely on
architectural state. For instance, many software fault
detection techniques (e.g., SWIFT [15]) more than
double the dynamic instruction count while software
recovery techniques can more than triple the instruction
count [16]. This overhead can be reduced by adding
redundancy only to highly-vulnerable regions of code,
improving performance of code that is inherently fault
tolerant.

3.1. Methodology
The PVF of a program can be estimated by multiple

means. For instance, fault injection can be performed:
a fault can be injected into a program’s architectural
state during its execution to determine whether the fault
will be masked. Multiple injections can be performed
to yield a statistically significant PVF estimate. Alter-
natively, PVF estimates can be generated using an ACE
Analysis-like technique: a single fault-free execution of
a program that determines, at each instruction, whether
a bit in an architectural resource is ACE. Standard
ACE Analysis techniques (e.g., marking dynamically-
dead instructions as un-ACE [7]) can be applied using
this method. Neither fault-injection nor ACE Analysis
require any microarchitectural simulation to measure
PVF; they can be performed using an architectural
simulator or a dynamic binary translator such as
Pin [17]. As a result, complex real-world programs
can be profiled to completion, a task that is virtually
impossible in many microarchitectural simulators.

3.2. Experimental Setup
In this work, we use the ACE Analysis-like method-

ology described in Section 3.1. We examine the PVF



Table 1. Simulated Machine Parameters
Parameter Value

Issue / Commit Width 8 instructions
Physical Registers 256 integer / 256 Floating Point

IQ / ROB size 64 / 192 entries
Load-Store Queue 32 loads / 32 stores

L1 D-Cache 64 kB, 2 cycle access, 2-way SA
write-back, allocate-on-miss

L1 I-Cache 32 kB, 2 cycle access, 2-way SA
L2 Cache 2 MB, 10 cycle access, 8-way SA

write-back, allocate-on-miss
Memory Latency 200 cycles

behavior of two architectural resources: the Architec-
tural Integer Register File and Architectural Integer
ALU. We define the Architectural Integer ALU as
the set of all architecturally-visible integer operations
except multiplication and division; this definition al-
lows apples-to-apples comparisons of PVF to the AVF
of the physical ALU in our microarchitecture. We
directly relate the PVF behavior of these architectural
resources to regions of source code, allowing us to
identify highly vulnerable functions and loops within
a program. Section 5 demonstrates a practical use for
this type of analysis: changing algorithms and compiler
flags to lower the vulnerability of these regions of code.

Unless otherwise noted, all experiments were run
using the full suite of SPEC CPU2000 benchmarks
shown in Table 2 at the single early simulation points
given by Simpoint analysis [18]; we typically show
only a representative subset of results due to space
considerations. For our experiments, we use the de-
tailed CPU model in the M5 simulator [19]; this
models an Alpha 21264-like CPU. Our baseline system
configuration is shown in Table 1. We extend the
CPU model to perform PVF measurements on archi-
tectural state and AVF measurements on microarchitec-
tural state. We forgo the simulation speed benefits of
architecture-only simulation in order to fairly compare
AVF and PVF values. For experiments that sample
vulnerability over time, we calculate vulnerability in
1M-instruction windows; therefore, a 100M instruction
Simpoint consists of 100 individual measurements. For
each measurement, we use a warmup period of 100M
instructions plus the instructions from the start of the
Simpoint to the measurement window and a cooldown
period [9] of the remainder of the Simpoint plus an
additional 100M instructions.

3.3. Architectural Register File
Figure 3 shows the Architectural Register File

PVF for three benchmarks: bzip2 source, mgrid, and
equake. All three benchmarks experience significant
variation in PVF as they enter and exit different
program phases. For example, bzip2 enters a high-
vulnerability phase after 68M instructions. This cor-

responds to the generateMTFValues function within
bzip2; this function has nested loops and branch
conditions which create significant register pressure,
resulting in a high PVF. The other benchmarks ex-
hibit similar behaviors: equake, for example, shows a
periodic PVF behavior; each period corresponds to a
single iteration of the time integration loop within the
main() function. Although equake is a floating-point
benchmark, it uses integer registers for loop control
and memory addressing; this leads to a high PVF in
portions of the loop that use many registers to hold
memory addresses. The regions of low PVF correspond
to loop segments that use only a small number of
arrays; this requires fewer registers to hold memory
addresses and decreases the vulnerability of the integer
register file. A similar behavior occurs in the high-
vulnerability region of mgrid.

3.4. Architectural Integer ALU
Figure 4 shows the PVF of the Architectural Integer

ALU for the same three benchmarks. The program
phases that are evident in Figure 3 are also visible
in Figure 4, although the PVF behavior of the Integer
ALU differs from that of the register file. Overall, the
PVF of the Integer ALU is significantly higher for
the integer benchmark bzip2 than for the floating-point
benchmarks mgrid and equake; the high proportion of
floating-point operations in the latter two benchmarks
results in significantly reduced utilization of the ALU.
The primary use of the ALU in these benchmarks is to
calculate effective memory addresses from register and
displacement values and to compute branch targets.

Equake in particular shows an odd behavior where
the PVF of the Integer ALU has a strong negative
correlation with the PVF of the Register File. This
is due to the semantics of the program: the regions
of low Register File PVF correspond to regions with
many stores to memory from floating-point registers;
however, each store still uses the Integer ALU to
perform Effective Address calculation. The regions of
high Register PVF have a larger percentage of floating-
point ALU operations and memory accesses from
integer registers that do not require address calculation;
thus, the Integer ALU PVF decreases in these regions.

4. Using PVF to Explain AVF Behavior
The previous section demonstrated that PVF can

yield insight into the vulnerability behavior of soft-
ware, but did not answer a crucial question: how much
does the PVF behavior of an architectural resource
impact the AVF behavior of the underlying hardware
structure? For example, how much of the behavioral
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Figure 3. Architectural Register File PVF for bzip2 source, mgrid, and equake.
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Figure 4. Architectural Integer ALU PVF for bzip2 source, mgrid, and equake.

difference in Figure 1(a) can be explained by differ-
ences in PVF? In structures with no microarchitecture-
level masking, Equation 3 shows that all AVF variation
will be caused by PVF variation. Conversely, in struc-
tures with significant microarchitecture-level masking,
a smaller fraction of AVF variation will be explained
by PVF. This section demonstrates how to analytically
distinguish these structures from each other based on
the behavior of the microarchitectural parameters in
Equation 3.

4.1. Structures with Architecture-Level Fault
Masking

PVF explains most of the AVF variation in structures
where architectural masking dominates microarchitec-
tural masking. This occurs when the microarchitectural
parameters of Equation 3 or their quotient is a constant.
In a register file, for example, ni measures the CPI
over the lifetime of a given register value and NI

is the CPI over the measurement window; therefore,
E[ni] ≈ NI . Furthermore, mi is constant in a register
file. There will be very little microarchitecture-level
masking in structures that exhibit this type of behavior;
their AVF will correlate strongly with PVF. Structures
in this category include both register files and single-
level (cache-less) memory subsystems.

We ran correlation experiments on the Integer Reg-
ister File to test this hypothesis; Figure 5 shows
the results for three benchmarks; results for other
benchmarks are qualitatively similar. The PVF and
AVF values span different ranges but clearly exhibit
a high correlation. Table 2 shows the Pearson cor-
relation coefficients between AVF and PVF for all
benchmarks; the correlation is generally above 0.95.
The square of the correlation coefficient (the coeffi-
cient of determination) is a measure of the amount
of AVF variation “explained” by the correlation; this
value is over 0.90 for most benchmarks, implying that
over 90% of the AVF variation is explained by PVF
variation. For benchmarks with low correlation (e.g.,
mesa, perlbmk makerand, and vpr route), a visual ex-
amination of the data (Figure 6) reveals nearly-constant
AVF and PVF values. As a result, the correlation is
susceptible to slight variations in AVF and does not
reflect the true relationship between AVF and PVF.

To ensure the robustness of these results, we per-
formed the same experiments but varied the number of
physical integer registers, the number of ROB entries,
and the number of IQ entries. Results are shown in
Table 3. Although the range of AVF values (not shown)
differs between microarchitectural configurations, the
correlation between PVF and AVF remains strong



Table 2. Correlation between Architectural Register File
PVF and Physical Integer Register File AVF.

Benchmark Corr. Coef. Benchmark Corr. Coef.
ammp 0.983 bzip2 program 0.962
applu 0.999 bzip2 source 0.976
art110 0.967 crafty 0.971
equake 0.993 eon rushmeier 0.910
facerec 0.682 gcc 166 0.944
fma3d 0.957 gzip graphic 0.955
galgel 0.989 gzip source 0.963
mesa 0.370 mcf 0.977
mgrid 0.998 perlbmk makerand -0.541

sixtrack 0.997 twolf 0.863
swim 0.853 vortex2 0.971

wupwise 0.972 vpr route 0.259

Table 3. Register file AVF and PVF correlation across
microarchitectures. Results for other benchmarks are similar.
PRF / ROB / IQ Size bzip2 program ammp sixtrack

1024/1024/1024 0.952 0.988 0.996
256/192/64 (baseline) 0.962 0.983 0.997

256/256/64 0.962 0.983 0.997
128/128/64 0.962 0.983 0.997
64/16/64 0.985 0.979 0.999
64/16/32 0.985 0.979 0.999
64/16/16 0.985 0.979 0.999

across microarchitectural variation, showing less than a
4 percentage point difference across all configurations.

4.2. Structures with Both Architecture- and
Microarchitecture-Level Fault Masking

If mi is not constant or E[ni] 6≈ NI , a structure
will exhibit microarchitectural fault masking effects.
In an execution unit, for example, ni is the latency
of the unit, while NI is the CPI of the program;
these values are unrelated. Therefore, PVF behavior
will only partially explain changes in AVF: the AVF
of an execution unit will be impacted by changes in
PVF (architectural masking); changes in CPI (microar-
chitectural masking); and changes in latency (microar-
chitectural masking). However, a change in PVF will
still tend to change AVF if it does not also result
in a change in CPI (NI ) or latency (ni). Structures
that exhibit both architectural and microarchitectural
masking include execution units as well as multi-level
(caching) memory subsystems.

We ran correlation experiments on the Integer ALU
to test this hypothesis. Our machine contains six fixed-
latency hardware ALUs using round-robin scheduling;
therefore, the AVF of each ALU is identical. Column
2 of Table 4 shows the AVF-PVF correlation over
all the benchmarks; Figure 7 depicts the results for
bzip2 program, galgel, and sixtrack. The correlation is
high for benchmarks that exhibit minimal CPI variation
across the simulation interval, including ammp, applu,
and wupwise, and low for those that exhibit significant

CPI variation such as galgel and gcc. In galgel, the
architectural ALU’s PVF is nearly uncorrelated to the
AVF of the hardware ALU; Figure 8 demonstrates that
this is due to high variation in the CPI, meaning CPI
effects dominate the AVF behavior. The PVF of bzip2
correlates more strongly to the AVF because the CPI is
relatively constant for the second half of the execution
window. In this region, the AVF behavior is dominated
by changes in PVF, while the AVF in the first half of
its execution is dominated by CPI variation. Finally,
sixtrack’s CPI is nearly constant across the entire
simulation interval; therefore the correlation between
its AVF and PVF is quite high. Column 3 of Table 4
shows the correlation between PVF and AVF times
CPI; the correlation is nearly perfect for all bench-
marks. This indicates that changes in CPI and PVF
are the sole contributors to the Integer ALU’s AVF
behavior, which is to be expected since our machine
uses fixed-latency ALUs. (Perlbmk has nearly-constant
CPI, AVF, and PVF; thus the low correlation does not
reflect the true relationship between the variables.)

4.3. Structures with Microarchitecture-Level
Fault Masking

Many modern microprocessors contain structures
that do not directly correspond to an architectural
resource. However, we can also use Equation 3 to
reason about the causes of AVF variation in these
structures as a whole. Using the ROB as an example,
and assuming every instruction is allocated a ROB
entry: NI is the average CPI; ni is the ROB occu-
pancy (in cycles) of instruction i; and the number
of ACE a-bits per instruction is the number of non-
dynamically dead bits in the instruction. Prior work
has shown that these dynamically-dead bits in an
otherwise ACE instruction have a small impact on
ROB AVF relative to microarchitectural effects such
as ROB occupancy [8] [10] [14]. Thus, the ROB AVF
is dominated by the microarchitectural fault masking
effects caused by changes in CPI and occupancy.

The principle of PVF allows us to quantify this
intuition, but we can also take this conclusion a step
further: since ROB AVF is dominated by microar-
chitectural masking, it is impossible to deterministi-
cally reduce the AVF of the ROB in a completely
microarchitecture-independent manner (i.e., by reduc-
ing the PVF of some architectural resource). A pro-
gram must have knowledge of the target microarchi-
tecture in order to reduce the AVF of the ROB.



0 20 40 60 80 100
0

50

100

Instructions (x10
6
)

P
V

F
 (

%
)

0 20 40 60 80 100
0

5

10

15

20

A
V

F
 (

%
)

(a) bzip2 program

0 20 40 60 80 100
0

50

100

Instructions (x10
6
)

P
V

F
 (

%
)

0 20 40 60 80 100
0

5

10

15

20

A
V

F
 (

%
)

(b) ammp

0 20 40 60 80 100
0

50

100

Instructions (x10
6
)

P
V

F
 (

%
)

0 20 40 60 80 100
0

5

10

15

20

A
V

F
 (

%
)

(c) sixtrack

Figure 5. Physical Register File AVF (in gray) and Architectural Register File PVF (in black) for bzip2 program, ammp, and sixtrack.
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(a) mesa
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(b) perlbmk makerand
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(c) vpr route

Figure 6. Register File AVF (in gray) and PVF (in black) for mesa, perlbmk makerand, and vpr route.
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(b) galgel
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(c) sixtrack

Figure 7. Integer ALU AVF (in gray) and PVF (in black) for bzip2 program, galgel, and sixtrack.
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Figure 8. CPI for bzip2 program, galgel, and sixtrack.



Table 4. Correlation coefficients between ALU PVF and AVF (Column 2) and PVF and AVF*CPI (Column 3).
Benchmark PVF-AVF PVF-AVF*CPI Benchmark PVF-AVF PVF-AVF*CPI

ammp 0.875 0.999 bzip2 program 0.480 0.929
applu 0.999 1.000 bzip2 source -0.704 0.816
art110 0.884 1.000 crafty 0.305 0.986
equake 0.982 1.000 eon rushmeier 0.978 0.999
facerec 0.585 0.999 gcc 166 -0.885 0.997
fma3d 0.508 0.999 gzip graphic -0.757 0.904
galgel -0.082 1.000 gzip source -0.374 0.938
mesa 0.865 1.000 mcf 0.589 1.000
mgrid 0.855 1.000 perlbmk makerand -0.948 0.286

sixtrack 0.962 0.998 twolf 0.475 0.806
swim 0.011 1.000 vortex2 -0.786 0.956

wupwise 0.990 1.000 vpr route -0.359 0.997

5. Case Study: Reducing Program Vulner-
ability

The previous sections have shown that PVF can
yield meaningful insight into the soft error tolerance
of a program and that reductions in PVF will tend
to reduce AVF. In this section, we demonstrate two
practical methods by which software developers can
use PVF to assess and/or improve the robustness of
their applications: a source code example that evaluates
the reliability of several implementations of a sorting
algorithm; and a compiler example that examines the
impact of two different optimizations on error toler-
ance. The latter study is similar to recent work by Jones
et al. [20], but their study was performed on a specific
microarchitecture and there is no clear method to gen-
eralize their results to other hardware implementations.
PVF analysis addresses this limitation.

The overall reliability of an algorithm is a function
of both PVF and runtime: if algorithm A has the same
PVF but twice the runtime of algorithm B, A is twice
as susceptible to error. Therefore, we evaluate both
PVF and cumulative vulnerability; an algorithm with
a larger cumulative vulnerability is more susceptible
to error regardless of runtime. To preserve microarchi-
tectural independence, we use the number of dynamic
instructions to estimate runtime; a hardware-specific
algorithm could impart more detail by, for example,
deriving CPI estimates based on the instruction mix.

We limit our study to the integer register file. This is
not intended as a complete fault tolerance method, but
rather as a demonstration of the opportunities provided
for by PVF: a complete method would examine the
vulnerability of all architectural resources. Limiting
our study to the register file serves to highlight the
basic approach that one would take in this endeavor.

5.1. Algorithm Implementation: Quicksort
Our first example examines the reliability of three

publicly-available implementations of quicksort: an
iterative implementation (Quick-1); a recursive imple-
mentation (Quick-2); and an iterative implementation

that uses insertion sort on small sub-arrays (Quick-
3). Each version is implemented in C and compiled
using gcc version 4.1.0 with optimization level –O3.
The dataset is a randomly-generated array of 1 million
integer values between 0 and 1 million.

The PVF and cumulative vulnerability of each
quicksort implementation are shown in Figures 9(a)
and 9(b). The profiles of Quick-1 and Quick-2 are
similar, but Quick-1 executes fewer instructions and
has a slightly lower cumulative vulnerability. Quick-
3, however, executes 20% fewer instructions but has a
40% higher average PVF (52% versus 35% for Quick-
1). This is due to nested loops in the insertion sort
pass of Quick-3, which lead to higher utilization of the
register file. As a result, the cumulative vulnerability
of Quick-3 is 20% higher than that of Quick-1.

This analysis highlights a tradeoff: a developer must
decide whether to use the faster Quick-3 algorithm
or the more reliable Quick-1 algorithm. Without PVF
analysis, quantifying this tradeoff would require AVF
analysis on every (potentially unknown) target microar-
chitecture. PVF analysis requires only one simulation
to quantify this tradeoff on all microarchitectures.

To confirm that microarchitectural simulation sup-
ports the results of our PVF analysis, we analyze the
AVF of each algorithm on our baseline microarchitec-
ture. The results, in Figure 10, closely track the PVF
analysis: Quick-3 has a 15% larger cumulative AVF
than Quick-1. The difference between analyses (15%
versus 20%) is a result of the microarchitecture. Quick-
3 has poor cache behavior between cycles 150M and
200M, a period of low vulnerability. The IPC drops
during this period, so its relative influence is larger in
the AVF calculation. This is reflected as a “knee” in
Quick-3’s cumulative AVF curve at cycle 150M.

5.2. Compiler Optimizations: Scheduling
Compiler optimizations can also have a signifi-

cant effect on PVF. Figure 11 contains three gcc-
generated versions of a loop from bzip2. Figure 11(a)
shows the loop compiled using –O3; Figure 11(b)
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Figure 9. PVF and cumulative vulnerability (PVF * instructions executed) for three implementations of quicksort. Quick-3 executes
20% fewer instructions but has a 40% higher PVF than Quick-1, leading to a 20% higher cumulative vulnerability.
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Figure 10. AVF and cumulative AVF distributions for each quicksort implementation on our baseline microarchitecture. The analysis
leads to the same conclusion as the PVF analysis: Quick-3 is 15% more susceptible to error than Quick-1.

used loop unrolling but without speculative scheduling
(–O3 –funroll–loops –fno–sched–spec); and Fig-
ure 11(c) used unrolling with speculative scheduling
(–O3 –funroll–loops). Speculative scheduling allows
the compiler to move instructions across a branch
boundary. This can improve performance, but also may
result in the instruction being executed unnecessarily.

In each code fragment, the load-address instruction
labeled a increments the value in t1; the destination
register is eventually consumed by load instruction
b. In Figure 11(a), register t1 is both source and
destination and is vulnerable for the entire loop body.
In Figure 11(b), register t3 is the destination; there are
sections of code where this register is not vulnerable
(e.g., between instructions b1 and a2). In Figure 11(c),
however, the compiler has scheduled producer instruc-
tions a1 and a2 at the top of the unrolled loop for
performance purposes. As a result, the instructions
write separate destination registers (t3 and t5) which
are both vulnerable for most of the loop body.

The original and unrolled loops have PVF values of
26.56% and 25.43%, respectively. The unrolled loop
executes 15% faster, however, and therefore has a
16% lower cumulative vulnerability. The speculatively-
scheduled loop, on the other hand, executes only

0.1% faster than the unrolled loop but has a PVF of
36.56%, a 43% increase over unrolling alone. As a
result, speculative scheduling serves to increase the
cumulative vulnerability of the loop by more than 40%.

The preceding example demonstrates that instruction
scheduling can have a large effect on program relia-
bility, especially in frequently-executed loops. Thus,
we broaden our study to examine the PVF impact
of disabling two compiler optimizations: speculative
scheduling (–fno–spec–sched), and the instruction
schedule optimization pass (–fno–schedule–insns).
We perform our experiments on the C, C++, and
Fortran 77 benchmarks listed in Table 2 using compiler
setting –O3 –funroll–loops as our baseline. The
results are shown in Figures 12 and 13. Disabling spec-
ulative scheduling results in an average PVF reduction
of less than 2%. The PVF decrease is slight even in
bzip2 because the loop in Figure 11 only accounts
for 3% of the benchmark’s execution time. Therefore,
although speculative scheduling has a large local effect,
its overall impact is modest. The large increase in
overall vulnerability for mgrid and sixtrack is caused
by the large performance reduction when disabling
speculative scheduling in these benchmarks. Figure 13
shows that disabling instruction scheduling altogether



start:   ...
b:  ldl t0, 4(t1)
a:  lda t1, 4(t1)
  beq t0, <end>
  addl t3, 0x1, t3
   cmplet3, t4, t0
   bne t0, <start>
end:  ...

(a) Original loop

start:  addl t4, 0x1, t4
  ...
  ldl t6, 4(t1)
a1:  lda t3, 4(t1)
  beq t6, <end>
b1:  ldl s0, 4(t3)
  addl t4, 0x1, t4
a2:  lda t3, 8(t1)
  beq s0, <end>
b2:  ldl s2, 4(t3)
  addl t4, 0x1, t4
  lda t3, 12(t1)
  beq s2, <end>
  ...
  lda t1, 32(t1)
  bne fp, <start>
end:  lda t2, 1(t4)

(b) Unrolled loop

start:  addl t4, 0x1, t4
a1:  lda t3, 4(t1)
a2:  lda t5, 8(t1)
  ...
  beq a0, <end>
  ldl at, 4(t1)
  lda t1, 32(t1)
  beq at, <end>
b1:  ldl a5, 4(t3)
  addl t4, 0x1, t4
  beq a5, <end>
b2:  ldl s0, 4(t5)
  addl t4, 0x1, t4
  beq s0, <end>
  ...
  bne t9, <start>
end:  lda v0, 1(t4)

(c) Speculatively scheduled loop

Figure 11. A loop from bzip2 compiled by gcc with optimizations: (a) -O3; (b) -O3 -funroll-loops -fno-spec-sched ; and (c) -O3 -
funroll-loops. In this example, allowing instructions a1 and a2 to be speculatively scheduled at the top of the loop increases the register
file PVF by 43% without significantly improving performance.

reduces PVF by 5% on average; unfortunately, this
also comes at a large performance cost. Therefore, the
overall vulnerability increases significantly on average.

Results for other compiler flags that we exam-
ined (–fsched–interblock, –fsched–spec–load, –O2,
–O1) are similar: none has a consistent effect on PVF
or overall vulnerability. This potentially discouraging
result is in some ways expected: current compiler
techniques are designed to increase performance, not
reliability. Unsurprisingly, these transformations have
inconsistent effects on vulnerability. This points toward
potential future work: compiler-based algorithms to
increase reliability at minimal performance cost.

6. Conclusions
This work has established that the Program Vulnera-

bility Factor (PVF) can generate insight into the relia-
bility behavior of software. PVF is a microarchitecture-
independent method of quantifying the architecture-
level fault masking inherent to a program. Prior tech-
niques are unsuitable for programmers with no ac-
cess to a microarchitectural model or who wish to
evaluate the vulnerability of their applications on any
microarchitecture. PVF depends only on a binary and
its inputs and allows programmers to quantify the
vulnerability of a program. This analysis can highlight
regions of code with high vulnerability and guide
software designers in making judgments about where
and how to add fault tolerance to their applications.
We demonstrated that PVF quantifies the workload-
dependent component of a structure’s AVF and can

explain much of the AVF behavior for certain hardware
structures. We examined the Integer Register File and
ALU in detail; both show significant workload-based
AVF variation that is quantified by PVF. Finally, we
presented a case study on reducing program vulnerabil-
ity by examining three different implementations of the
quicksort algorithm to determine which had the lowest
overall vulnerability. We also examined the impact of
compiler settings and demonstrated that certain code
optimizations can cause large changes in PVF. This
points the way towards the future work of investigating
PVF-reduction algorithms at the compilation stage in
order to increase program tolerance to transient errors.
We believe that PVF represents an important next step
in helping to develop more robust applications and can
stimulate software-based fault tolerance research, an
area that has been underrepresented in the literature to
date.
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Figure 12. Percent change in PVF, runtime, and cumulative vulnerability when disabling speculative scheduling.
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