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Abstract- Digital watermarking involves embedding 
copyright marks (watermarks ), often imperceptibly, in 
multimedia objects to enhance or protect their value. In 
this paper we describe a novel watermarking algorithm 
suitable for video coding techniques such as MPEG-4 
and H.2631.324 and we test it in a wireless environment. 
The proposed algorithm satisfies critical properties not 
all of which are available in previous solutions. These 
properties include: Resistance (robustness) of the em- 
bedded watermark to the error-prone nature of wire- 
less channels as well as to video frame loss or misplace- 
ment, negligible probability of reading a non embedded 
watermark, non-degradation of the marked video se- 
quence and the possibility to mark video objects (e.g., 
MPEG-4 objects) in a single frame separately. Experi- 
mental results are given that show how these and other 
properties are achieved when video sequences are cor- 
rupted with errors that are typical of a wireless chan- 
nel. 

I. INTRODUCTION 
In the past few years, no communication technologies have 
experienced the incredible growth and commercial success 
of mobile wireless communications and multimedia com- 
munications. Naturally, the great interest and recent techni- 
cal advances in both areas has led to the possibility of hav- 
ing mobile and multimedia communications together (see, 
e.g., [ I ]  and [2] for recent advances in low-bit-rate coding 
standards for real-time audio-video conversational services 
over radio networks, and the error resilience aspects of the 
video coding techniques standardized in the MPEG-4 stan- 
dard, respectively) and a host of applications is currently 
underway [3]. 

One of the major problems connected with the success- 
ful, secure use of wireless multimedia is related to the own- 
ership assertion and copyright protection of the multimedia 
data. The ease with which, particularly in a wireless envi- 
ronment, digital data can be copied and redistributed makes 
it possible for any digital work (music, video, as well as 
generic data such a medical history, shopping patterns, etc.) 
to be copied illicitly and, basically, without loss of fidelity. 
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Of course, data encryption and scrambling technology offer 
security for content delivery, as well as the means for con- 
trolling data access and related billing. However, there is 
little, if any, protection for decrypted or descrambled con- 
tent, whose perfect copy can be easily redistributed. 

A solution to the problem of providing value-added 
data protection, possibly on top of data encryption and 
scrambling, is introduced through the technique of digi- 
tal watermarking. Informally, digital watermarking is the 
embedding of bits that represent marks or labels in digital 
data. The embedded marks are generally “invisible” (or, 
as more commonly and precisely said, imperceptible) but 
they can be detected or extracted through computing opera- 
tions, whence the name digital watermarks.’ Digital water- 
marks are bound to and hidden in the source data, insepa- 
rable from the data itself to the extent that they can survive 
operations that do not degrade the data beyond its utility 
and intended applications. Therefore, it is clear that water- 
marks can be used to communicate copyright, ownership, 
and usage-control information. As expected, digital wa- 
termarking has already received great interest and special 
issues of several communication magazines have been de- 
voted to this subject. A general description of this technol- 
ogy that range from its technical merits to the commercial 
possibilities can be found in [4]. Historical and technical 
contributions, as well as a basic taxonomy of watermark- 
ing techniques, can be found in [5 ] .  

Several algorithms have been proposed for digital wa- 
termarking of text and audio data and of fixed images (the 
reader is referred again to the papers in [4] and [5] where 
further references can also be found). Recently, the increas- 
ing interest on multimedia communications has introduced 
the need to apply watermarking techniques also to video 
sequences, so that in the last few years solutions have been 
proposed for digital video watermarking. 

Since video transmission is bound to the compression 
of the video sequence, techniques for video watermarking 
may take compression into account. It is actually common 
to partition the algorithms for video watermarking into two 

In the case of images and video data, watermarks can also be ex- 
plicitly visible. In this case they are used to carry a visual message or 
a company logo. In this paper we are not concerned with this kind of 
watermarks. 
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main categories, according to whether the Watermarking is 
performed before the video compression (raw-video water- 
marking ), or after (bit-stream watemrking ). Among the 
algorithms in the first category, we mention the work by 
Su, Hartung and Girod [6] (see also [7] and [8]), the algo- 
rithm by Hsu and Wu 191, Swanson et al. [lo], Kalker et 
al. [l 11 and Deguillame et al. [12]. In the domain of bit- 
stream watermarking, the main algorithms were presented 
in [ 131 and [ 141 where the watermark is inserted after the 
video sequence has been encoded according to the MPEG- 
2 standard. 

In this paper we are interested in introducing and test- 
ing an efficient algorithm for robust digital watermarking of 
video sequences transmitted over a wireless channel. The 
proposed algorithm inserts a watermark in a coded video 
sequence (bit-stream watermarking) by modifying oppor- 
tunely selected quantized DCT (Discrete Cosine Trans- 
form) coefficients, similarly to methods used for water- 
marking of (fixed) images as introduced, e.g., in [9] and 
[15]. The proposed watermarking technique allows us to 
obtain the following characteristics, not all of which are 
available in previous solutions: 

1. 

2. 

3. 

4. 

5 .  

6. 

The 

Our watermarking is not only resistant (robust ) to pro- 
cessing that does not seriously degrade the quality of 
the video (such as the high-rate data compression im- 
posed by the latest coding standards+.g., MPEG-4 
[ 161) but also to errors that can degrade the decoded 
sequence (e.g., the high bit error rates typical of a 
wireless channel). 

Retrieving the watermark does not require knowledge 
of the original video sequence. 

The embedded watermark is imperceptible, i.e., the 
quality of the original video is not sensibly degraded. 

The false positive rate is extremely low, i.e., the prob- 
ability of reading a watermark that is not actually em- 
bedded in the video sequence is negligible. 

The watermarking method is robust with respect to 
video frame loss or misplacement. 

Single video objects can be watermarked separately, 
thus guaranteeing the protection of each single video 
object. This is made possible due to the orthogonality 
of our algorithm to the new content based functional- 
ities of standards such as MPEG-4. 

proposed algorithm is completely general and works 
with any video coding standards based on Differential 
Pulse Code Modulation (DPCM)/DCT. It may thus be ap- 
plied to video sequences coded with MPEG-1, MPEG-2 
and MPEG-4 as well as H.263 and H.234 [l]. (For the 
sake of description, the overview of the algorithm given in 

the following refers explicitly to its application to video se- 
quences coded according to the MPEG-4 standard.) 

Being interested in multimedia communications over 
wireless channels, we test the robustness of the watermark 
with respect to the most common error conditions which 
are typical of wireless channels. Specifically, we have em- 
bedded a 15 bit watermark in the standard video sequences 
“Stefan,” “News” and “Singer” which are typical examples 
of three different video typologies (fast motion, quasi-static 
video, naturallsynthetic combination). We show that, by 
using common wireless transmission rates and simulating 
typical wireless perturbations (packet loss and burst errors), 
it is possible to retrieve the watermark even when the video 
sequence is highly degraded. 

The rest of the paper is organized as follows. In Sec- 
tion I1 we give an outline of the proposed algorithm as ap- 
plied to MPEG-4 video sequences. In the following Sec- 
tion I11 we demonstrate the robustness of the proposed wa- 
termarking method with respect to video transmission over 
a wireless channel. Section IV concludes the paper. 

11. THE DIGITAL WATERMARKING 
ALGORITHM 

In this section we outline the two main phases of our wa- 
termarking algorithm, namely the embedding of the water- 
mark in the coded sequence and the watermark recovery. 
(Lack of space prevents us to describe the algorithms in full 
detail. The interested reader is referred to [ 171.) For ease 
of description, the two phases are described as performed 
on an MPEG-4 video sequence. 
Watermark Embedding 
Our algorithm hides a bit of the watermark in each lumi- 
nance block of some macroblocks (MBs) which have been 
selected on a pseudo-random basis among all the MBs of 
an MPEG-4 Video Object Plane (VOP). Once the last bit of 
the watermark has been inserted, its first bit is considered 
again until all the selected MBs of the current VOP have 
been marked. The whole process is initialized again for 
every VOP of the MPEG-4 sequence (Video Object Layer, 
VOL). Figure 1 illustrates the steps for the embedding of a 
watermark in an MPEG-4 VOP. 
More precisely, for each VOP the algorithm executes the 
following steps: 

1. Generate a pseudo-random binary sequence based on 
a secret key and on the characteristics of the VOP. This 
binary sequence is used to choose the MBs where the 
watermarking code will be inserted and, at the same 
time, to choose some quantized DCT coefficient pairs. 
These pairs are selected among the mid frequency 
quantized DCT coefficients of each block and will be 
used to actually embed a bit of the watermark in the 
corresponding block. 

2. For each luminance block in a selected MB: 
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Author signature 

Figure 1: Watermark embedding phase. 

(a) Compute the frequency masking to adapt the wa- 
termark amplitude to the local frame content. 

(b) Modify each selected quantized DCT coefficient 
pairs, say (&I, &2), so that either a 0 or a 1 from 
the watermark is inserted into the block by im- 
posing that Q1 < Q 2  or Q1 > Q 2 ,  respectively. 

Watermark Recovery 
Watermark retrieval is performed on the whole MPEG-4 
VOL according to the two steps depicted in Figure 2. 
The first step is similar to the one used in the embedding 
process and requires the knowledge of the parameters used 
in the embedding phase (namely, the secret key used to gen- 
erate the binary sequence and the number of pairs that were 
modified in each selected MB). This information is used to 
determine the MBs and the DCT pairs where the watermark 
was hidden within each VOP. 

The second step involves the relationships between the 
coefficients of the selected DCT pairs as modified during 
the embedding phase. Every MB where the jth bit of the 
watermark was possibly inserted is now considered and the 
value of the difference between the DCT coefficients of ev- 
ery pair where that bit was coded is stored in an accumu- 
lator A j .  The jth bit is then recovered by comparing the 
value of Aj with a threshold T > 0. (The value of T de- 
pends on the received sequence, and it is computed so as to 
guarantee a low “false positive detection” probability [ 171.) 
In particular, j = 0 if Aj < -T, j = 1 if A, > T and 
j is indeterminate otherwise (which means that either no 
bit was inserted or the reading is not reliable). Notice that 
when bit j is detected, it is always > 1, and the more 
I Aj I is > T the more “retrievable” is bit j .  

111. EXPERIMENTAL RESULTS 
Our watermarking algorithm has been tested over different 
bit rates and “wireless” error conditions. We considered 

three test sequences: “Stefan,” “News” and “Singer” which 
represent three different video scenarios. The first sequence 
is characterized by the presence of fast motion. The se- 
quence “News” is instead a quasi-static video, with some 
motion in the background. In the sequence “Singer” a nat- 
ural image is superimposed on a synthetic background. The 
three sequences, in CIF format (frame size: 352x288 pix- 
els, progressive scan, 4:2:0 subsampling format), are coded 
in MPEG-4 at 116.4 Kbps and 360 Kbps. (These data rates 
are often used by the MPEG test group [18].) Being inter- 
ested in measuring the robustness of our algorithm over a 
wireless channel, our coding made no use of the recently 
introduced MPEG-4 error resilient tools [2] .2  

The coded sequences are watermarked with a 15 bit 
watermark and then corrupted using different random bit 
errors. More specifically, we consider burst errors with 
Bit Error Rates (BERs) of lov4 and 5 x and 
duration of 5ms, and packet loss errors of varying lengths 
(96-400 bits) and PER (Packet Error Rate) of 5 x lov4. 
(These error rates and types describe the variability and 
error-prone nature which are typical of a wireless channel.) 
Several seeds have been used for the pseudo-random gener- 
ation of the different errors for each of the three sequences. 
The errors have been generated by using the error genera- 
tion software used to test the MPEG-4 error resilient tools 

We test the robustness of the watermark by measuring 
how its recovery is affected by the “wireless” corruption 
with respect to the recovery from the original (i.e., not cor- 
rupted) sequence. We start by defining the confidence cj of 
each recovered watermark bit j (1 5 j 5 15). The confi- 
dence of a bit j is defined as the ratio between the value of 
the (modulus of the) accumulator Aj and the threshold T 
(see Section I1 above): 

r191. 

To the best of the authors’ knowledge, the error resilient tools are not 
publicly available outside the MPEG community anyway. 
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Figure 2: Watermark recovery phase. 

Number of modified pairs in a block 

The more cj is > 1 the more the j th  bit is robust (“retriev- 
able”): A high confidence indicates that the watermark bit 
j is present and that its estimated value is highly reliable. 
A low confidence suggests that either the reading is not re- 
liable or that bit j is not present. In general, when for each 
j is cj > 2, the watermark is considered highly robust (i.e., 
it is clearly retrieved from the marked sequence). 

The notation above refer to the confidence of each bit 
retrieved from a corrupted sequence. With c; we indicate 
the confidence of the j th bit of the watermark retrieved 
from the original sequence. The differential confidence 
Acj of bit j can now be defined as the measure (%) of how 
the reading of the j th  bit has been degraded by the wireless 
corruption with respect to c;. More precisely: 

Acj = 100 (-) 
Finally, the robustness of the entire watermark is expressed 
by the global differential confidence: 

Table 1 below shows the global differential confidence of 
the watermark under burst errors with BERs of and 
5 x when the 
coding rate is 116.4 Kbps (for such a coding rate it was 
not possible to test the watermark for BER of since 

and packet loss with PER of 5 x 

the MPEG-4 decoder could not process the corrupted se- 
quence). We observe that, with respect to the case of a non 
corrupted sequence, independently on the video typology 
(fast motion, quasi-static video, naturallsynthetic combina- 
tion), the percentage of degradation imposed by the wire- 
less transmission is always less than 6.8%. 

Table 2 shows the global differential confidence of the 
watermark under the BERs 5 x and and packet 
loss with PER of 5 x when the coding rate is 360 
Kbps. In this case the percentage of degradation imposed 
by the wireless transmission is always less than 7%. 

For both coding rates, we notice that the highest degra- 
dation occurs for the sequence characterized by the pres- 
ence of fast motion (“Stefan”). (This is due to the prop- 
agation of the introduced errors which is proportional to 
the “amount” of motion in the sequence. This propagation 
is related to the specific way in which MPEG-4 encodes 
a video sequence.) Even in this case, however, the global 
differential confidence is still low. 

Overall, we observe that there is no relevant difference 
between the recovery of a watermark embedded in the orig- 
inal video sequence and the recovery of the corrupted one. 
Independently on the BER, every bit of the watermark is 
extremely robust (for each of the 15 bits of the watermark 
the confidence is always at least 2.5). Even in critical test 
conditions (when the BER is see Table 2), in which 
the coded video sequence may contain several highly cor- 
rupted frames (such as the one depicted in Figure 3(B)), 
each bit of the watermark has a confidence > 2.5, i.e., is 
clearly retrievable. 

IV. CONCLUSIONS . 

We introduced a new algorithm for video watermarking, 
an emerging technology used for ownership assertion and 
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I Seauence: I Stefan I News I Singer 1 
AC(%) (Burst Error: BER = 
AI?(%) (Burst Error: BER = 5 x 

1.06 0.66 0.45 
5.93 1.64 2.29 

I Aci%j iPacket Loss: PER = 5 x 10-4 i 6.8 i 6.42 i 3.9 1 

Act%) (Burst Error: BER = 
AC(%) (Packet Loss: PER = 5 x 

' 

Table 1: Global differential confidence for video coding rate of 116.4 Kbps. 

6.96 2.13 2.91 
2.02 3.29 1.25 

Sequence: 
ACf%) (BurstError: BER = 5 x I 3.21 I 1.5 1 2.01 

I Stefan I News I Singer 

Table 2: Global differential confidence for video coding rate of 360 Kbps. 

copyright protection in multimedia communications. In 
particular, in this paper the proposed algorithm has been 
tested in video sequences which have been corrupted with 
errors which describe the variable and error-prone nature 
of wireless channels. Experimental results show that, de- 
spite critical test conditions (BER of up to the wa- 
termark is extremely robust, i.e., it can be clearly retrieved 
even when the video sequence in which it is embedded has 
several highly corrupted frames. 
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