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ABSTRACT

This chapter deals with the problem of designing and effebtiutilizing wireless
communication channels. Since the wireless medium is extigra shared resource,
controlling channel access becomes a central theme theatdees the fundamental
capacity of the wireless network and has a dramatic impadystem complexity
and cost. Therefore, our primary focus will be the design iamadementation of
Media Access Control (MAQ)rotocols for mobile wireless networks.

The role of a MAC protocol is explored and the major designiaé®and con-
straints are examined, discussing their impact on systenplxity and cost. We
then identify the fundamental channel access techniqagath used almost univer-
sally in a vast majority of wireless networks. An overviewNdAC protocol research
that spans cellular telephony, wireless ATM and ad hoc nedsvis then presented
with a qualitative discussion of relative characteristiesl performance. We will
provide insights into the strengths and weaknesses of eatdcpl, revealing which
protocols are best suited for specific architectures anticapipns.

1.1 INTRODUCTION

The rapid technological advances and innovations of thé feas decades have
pushed wireless communication from concept to reality. skabes in chip design
have dramatically reduced the size and energy requirenténisreless devices,
increasing their portability and convenience. This, cambiwith the freedom of
movement, are among the driving forces behind the vast popubf wireless com-

munication. This situation in unlikely to change, espdgialhen one considers the
current push towards wireless broadband access to thaétt@nd multimedia con-
tent.
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With predictions of near exponential growth in the numbewréless subscribers
in the coming decades, pressure is mounting on governmguilatery agencies to
free up RF spectrum to satisfy the growing bandwidth demafitiss is especially
true with regard to the next generation (3G) cellular systehat integrate voice
and high speed data access services. Given the slow rediatierof government
bureaucracy and the high cost of licensing, wireless opesaire typically forced to
make due with limited bandwidth resources.

The aim of this chapter is to provide the reader with a comgmslve view of
the role and details of the protocols that define and contilaiccess to the wire-
less channel, i.e., afireless Media Access Protocols (MA@ptocols. We start by
highlighting the distinguishing characteristics of was$ systems, and their impact
on the design and implementation of MAC protocols (Sectic).1The following
Section 1.3 explores the impact of the physical limitatispecific to MAC proto-
col design. Section 1.4 lists the set of MAC techniques tbhanfthe core of most
MAC protocol designs. Section 1.5 overviews channel acitessllular telephony
networks and other centralized networks. Section 1.6 fe£os MAC solutions for
ad hoc networks, namely, network architectures with deaénéd control charac-
terized by the mobility of possibly all the nodes. A brief suary concludes the
chapter.

1.2 GENERAL CONCEPTS

In the broadest terms, a wireless network consists of ndugscbommunicate by
exchangingpacketsvia radio waves. These packets can take one of two forms. A
unicast packetontains information that is addressed to a specific nodiewimul-
ticast packetistributes the information to a group of nodes. The MAC pcot
simply determines when a node is allowed to transmit its p&cland typically con-
trols all access to the physical layer. Fig. 1.1 depictséfetive position of the MAC
protocol within a simplified protocol stack.
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Fig. 1.1 Position of the MAC protocol within a simplified protocol ska

The specific functions associated with a MAC protocol vamgoading to the sys-
tem requirements and application. For example, wirelesadivand networks carry
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data streams with stringent quality of service (QoS) resqugnts. This requires a
complex MAC protocol that can adaptively manage the banthwisources in order
to meet these demands. Design and complexity are alsoedfbgtthenetwork ar-
chitecture communication modgandduplexing mechanisemployed. These three
elements are examined in the rest of the section.

1.2.1 Network Architecture

The architecture determines how the structure of the n&tigaealized, and where
the network intelligence resides. &ntralized network architectufeatures a spe-
cialized node, i.e., thbase stationthat coordinates and controls all transmissions
within its coverage area, @ell. Cell boundaries are defined by the ability of nodes
to receive transmissions from the base station. To increeseork coverage, sev-
eral base stations are interconnected by land lines thatusy tie into an existing
network, such as the public switched telephone network lBT® a local area net-
work (LAN). Thus each base station also plays the role of &rinediary between
the wired and wireless domains. Fig. 1.2 illustrates a snpb cell centralized
network.

Base Station

Wired Link S.e ‘ -7
Fig. 1.2 Centralized network architecture.

Communication from a base station to node takes place dmwanlink channel
while the opposite occurs onuplink channel Only the base station has access to a
downlink channel, while the nodes share the uplink chanmelsost cases, at least
one of these uplink channels is specifically assigned tecbtontrol information
from the nodes. The base station grants access to the uplamnels in response to
service requests received on the control channel. Thusatiessimply follow the
instruction of the base station.

The concentration of intelligence at the base station léadsgreatly simplified
node design that is both compact and energy efficient. Thieateed control also
simplifies QoS support and bandwidth management since te diation can col-
lect the requirements and prioritize channel access armgyd Moreover, multicast
packet transmission is greatly simplified since each nodetaias a single link to
the base station. On the other hand, the deployment of aatieett wireless net-
work is a difficult and slow process. The installation of nessé stations requires
precise placement and system configuration along with tHedidost installing new



iv WIRELESSMEDIA ACCESS CONTROL

landlines to tie them into the existing system. The certealisystem also presents a
single point of failure, i.e., no base station equals noiserv

The primary characteristic of &t hoc network architectuiis the absence of any
predefined structure. Service coverage and network comitect defined solely by
node proximity and the prevailing RF propagation charasties. Ad hoc nodes
directly communicate with one another in a peer-to-pedrias To facilitate com-
munication between distant nodes, each ad hoc node alsasetsouter, storing
and forwarding packets on behalf of other nodes. The resatgeneralized wire-
less network that can be rapidly deployed and dynamicatlgméigured to provide
on-demand networking solutions. An ad hoc architecturdsis more robust in that
the failure of one node is less likely to disrupt network $egs. Fig. 1.3 illustrates a
simple ad hoc network.
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Fig. 1.3 Ad hoc network architecture.

While a generic architecture certainly has its advantéatialso introduces several
new challenges. All network control, including channeless; must be distributed.
Each ad hoc node must be aware of what is happening around éimehtooperate
with other nodes in order to realize critical network seegicConsidering that most
ad hoc systems are fully mobile, i.e., each node moves inakpely, the level of
protocol sophistication and node complexity is high. Meepeach ad hoc node
must maintain a significant amount of state information twrd crucial information,
such as the current network topology.

Given its distributed nature, channel access in an ad hogonletis achieved
through the close cooperation between competing nodese $mm of distributed
negotiation is needed in order to efficiently allocate clemasources among the
active nodes. The amount of overhead, both in terms of tintebemdwidth re-
sources, associated with this negotiation will be a criif@etor of the overall system
performance.

1.2.2 Communication M odel

The communication model refers to the overall level of synoiration present in
the wireless system, and also determines when channelsacaasoccur. There
are different degrees of synchronization possible, howtnae are only two basic
communication models. Th&ynchronous communication modeétures a slotted
channel consisting of discrete time intervals (slots) tizae the same duration. With
few exceptions, these slots are then grouped into a léirgerframethat is cyclically
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repeated. All nodes are then synchronized according taithésframe, and commu-
nication occurs within the slot boundaries.

The uniformity and regularity of the synchronous model difigs the provision
of quality of service (QoS) requirements. Packet jittetageand bandwidth allot-
ment can all be controlled through careful time slot manag@nirhis characteristic
establishes the synchronous communication model as ahddeie for wireless
systems that support voice and multimedia applicationsvéver, the complexity of
the synchronization process depends on the type of artinieeased. In a central-
ized system, a base station can broadcast a beacon signdidate the beginning of
atime frame. All nodes within the cell simply listen for tledseacons to synchronize
themselves with the base station. The same is not true of hn@slystem that must
rely on more sophisticated clock synchronization mechasjsuch as the timing
signals present in the global positioning system (GPS).

Theasynchronous communication modemuch less restrictive with communi-
cation taking place in an on-demand fashion. There are ne $iots, and thus no
need for any global synchronization. While this certairdguces node complexity
and simplifies communication, it also complicates QoS miowing and bandwidth
management. Thus an asynchronous model is typically clfosapplications that
have limited QoS requirements, such as file transfers arsbsetworks. The re-
duced interdependence between nodes also makes it appltcadsd hoc network
architectures.

1.2.3 Duplexing

Duplexing refers to how transmission and reception evemtsmultiplexed together.
Time division duplexindTDD) alternates transmission and reception at different
time instants on the same frequency band, windguency division duplexingDD)
separates the two into different frequency bands. TDD igpEmand requires less
sophisticated hardware, but alternating between transnuitreceive modes intro-
duces additional delay overhead. With enough frequencgratipn, FDD allows a
node to transmit and receive at the same time, which draaligtiocreases the rate
at which feedback can be obtained. However, FDD systemsresmore complex
hardware and frequency management.

1.3 WIRELESSISSUES

The combination of network architecture, communicationdeip and duplexing
mechanism define the general framework within which a MAQqwol is realized.
Decisions made here will define how the entire system opeeatd the level on in-
teraction between individual nodes. They will also limitatlservices can be offered,
and delineate MAC protocol design which will impact oveslstem performance.
However, the unique characteristics of wireless commtioicanust also be taken
into consideration. In this section, we explore these glajsionstraints and discuss
their impact on protocol design and performance.
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Radio waves propagate through an unguided medium that halsswdute or ob-
servable boundaries and is vulnerable to external intemfe. Thus wireless links
typically experience high bit error rates and exhibit asyetmo channel qualities.
Techniques such as channel coding, bit interleaving, fraqwspace diversity, and
equalization increase the survivability of informatioartsmitted across a wireless
link. An excellent discussion on these topics can be foun@hapter 9 of [1].
However, the presence of asymmetry means that cooperatiwrebn nodes may
be severely limited.

The signal strength of a radio transmission rapidly attégsias it progresses away
from the transmitter. This means that the ability to detect @eceive transmissions
is dependent on the distance between the transmitter ariyeecOnly nodes that
lie within a specific radius (theansmission ranggof a transmitting node can detect
the signal (carrier) on the channel. This location dependamier sensing can give
rise to so-calledthiddenandexposedhodes that can detrimentally affect channel effi-
ciency. A hidden node is one that is within range of a recdiuénot the transmitter,
while the contrary holds true for an exposed node. Hidderesautcrease the prob-
ability of collision at a receiver, while exposed nodes maydenied channel access
unnecessarily, thereby under utilizing the bandwidth veses.

Performance is also affected by the signal propagationydek, the amount
of time needed for the transmission to reach the receiveotoPols that rely on
carrier sensing are especially sensitive to the propagdiay. With a significant
propagation delay, a node may initially detect no activagnaissions when, in fact,
the signal has simply failed to reach it in time. Under theseditions, collisions
are much more likely to occur and system performance suffie@ddition, wireless
systems that use a synchronous communications model nurs@se the size of
each time slot to accommodate propagation delay. This aodexthead reduces the
amount of bandwidth available for information transmissio

Even when a reliable wireless link is established, thereaaneimber of addi-
tional hardware constraints that must also be considerbd.d€sign of most radio
transceivers only allow half-duplex communication on gk@rfrequency. When a
wireless node is actively transmitting, a large fractionhaf signal energy will leak
into the receive path. The power level of the transmittedaigs much higher than
any received signal on the same frequency, and the tramsgnitode will simply
receive its own transmission. Thus traditional collisi@iettion protocols, such as
Ethernet, cannot be used in a wireless environment.

This half-duplex communication model elevates the roleugfléxing in a wire-
less system. However, protocols that utilize TDD must atstser the time needed
to switch between transmission and reception modes, hehardware switching
time This switching can add significant overhead especialijhfgh speed systems
that operate at peak capacity [2]. Protocols that use hakdsiare particularly
vulnerable to this phenomenon. For example, consider the waen a source node
sends a packet and then receives feedback from a destinatien In this instance, a
turn-around time of 13s and transmission rate of 10Mbps will result in an overhead
of 100 bits of lost channel capacity. The effect is more digaint for protocols that
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use multiple rounds of message exchanges to ensure sudgesdet reception, and
is further amplified when traffic loads are high.

1.4 FUNDAMENTAL MAC PROTOCOLS

Despite the great diversity of wireless systems, there arenaber of well known
MAC protocols whose use is universal. Some are adapted fnemvired domain,
while others are unique to the wireless one. Yet most of theeattMAC protocols
use some subset of the following techniques.

1.4.1 Frequency Division Multiple Access (FDMA)

FDMA divides the entire channel bandwidth iftbequal subchannels that are suf-
ficiently separated (via guard bands) to prevent co-chanteference, Fig. 1.4.
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Fig.1.4 Frequency division multiple access. Fig. 1.5 Time division multiple access.

Ignoring the small amount of frequency lost to the guard Isatfie capacity of
each subchannel B/M, whereC is the capacity associated with the entire channel
bandwidth. Each source node can then be assigned one (oy ofithese subchan-
nels for its own exclusive use. To receive packets from aqdar source node, a
destination node must be listening on the proper subcharied main advantage
of FDMA is the ability to accommodat® simultaneous packet transmissions (one
on each subchannel) without collision. However, this coateke price of increased
packet transmission times that results in longer packatdeFor example, the trans-
mission time of a packet that isbits long isM - L/C. This isM times longer than if
the packet was transmitted using the entire channel baridwithe exclusive nature
of the channel assignment can also result in an underwtitizmdwidth resources
when a source nodes momentarily lack packets to transmit.
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1.4.2 TimeDivision Multiple Access (TDMA)

TDMA divides the entire channel bandwidth ind equal time slots that are then
organized into a synchronous frame, Fig. 1.5. Conceptledigh slot represents one
channel which has a capacity equal@dM, whereC is again the capacity of the
entire channel bandwidth. Each node can then be assigne@onmre) time slots
for its own exclusive use. Consequently, packet transorssi a TDMA system
occurs in a serial fashion, with each node taking turns aotgshe channel. Since
each node has access to the entire channel bandwidth in ieaelslbt, the time
needed to transmitlabit packet is theih./C. When we consider the case where each
node is assigned only one slot per frame, however, there édagy df (M — 1) slots
between successive packets from the same node. Once dumingt resources may
be underutilized when a node has no packet(s) to transm gigt(s). On the other
hand, time slots are more easily managed, allowing the Ipiigsito dynamically
adjust the number of assigned slots and minimize the amduveasted resources.

1.4.3 CodeDivision Multiple Access (CDMA)

While FDMA and TDMA isolate transmissions into distinctdgencies or time in-
stants, CDMA allow transmissions to occupy the channelasdme time without
interference. Collisions are avoided through the use dfiapeoding techniques that
allow the information to be retrieved from the combined sigs long as two nodes
have sufficiently different (orthogonal) codes, their samissions will not interfere
with one another.

CDMA works by effectively spreading the information bitsass an artificially
broadened channel. This increases the frequency diveskigach transmission,
making it less susceptible to fading and reducing the le/glterference that might
be caused to other systems operating in the same spectralso Rimplifies system
design and deployment since all nodes share a common fregband. However,
CDMA systems require more sophisticated and costly harelward are typically
more difficult to manage.

There are two types of spread spectrum modulation used in £Bydtems.Di-
rect sequence spread spectr®SSS) modulation modifies the original message
by multiplying it with another faster rate signal, known apseeudo-noise (PN) se-
guence. This naturally increases the bit rate of the origiigmal and the amount
of bandwidth that it occupies. The amount of increase igdate spreading factor.
Upon reception of a DSSS modulated signal, a node multigtieseceived signal
by the PN sequence of the proper node. This increases théwadepf the signal by
the spreading factor relative to any interfering signalsiclv are diminished and are
treated as background noise. Thus the spreading factoedtosraise the desired
signal from the interference. This is known as the procgsgain. Nevertheless, the
processing gain may not be sufficient if the original infotimia signal received is
much weaker than the interfering signals. Thus strict paeetrol mechanisms are
needed for systems with large coverage areas, such as actdlaphony networks.
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Frequency hopping spread spectrdfHSS) modulation periodically shifts the
transmission frequency according to a specified hoppingeseze. The amount of
time spent at each frequency is referred to as the dwell fithas, FHSS modulation
occurs in two phases. In the first phase, the original messagklates the carrier
and generates a narrowband signal. Then the frequency afathier is modified
according to the hopping sequence and dwell time.

1.4.4 ALOHA Protocols

In contrast to the elegant solutions introduced so far, th®WKA protocols attempt
to share the channel bandwidth in a more brute force manherofiginal ALOHA
protocol was developed as part of the ALOHANET project at theversity of
Hawaii [3]. Strangely enough, the main feature of ALOHA ig tlack of channel
access control. When a node has a packet to transmit, itaeedl to do so im-
mediately. Collisions are common in such a system, and some 6f feedback
mechanism, such as automatic repeat request (ARQ), is diéeeasure packet de-
livery. When a node discovers that its packet was not deiveuccessfully, it simply
schedules the packet for retransmission.

Naturally, the channel utilization of ALOHA is quite poor eudo packet vul-
nerability. The results presented in [4] demonstrate thatuse of a synchronous
communication model can dramatically improve protocof@@nance. This slotted
ALOHA forces each node to wait until the beginning of a slotdoe transmitting
its packet. This reduces the period during which a packetliserable to collision,
and effectively doubles the channel utilization of ALOHA\Ariation of slotted
ALOHA, known as p-persistent slotted ALOHA, uses a persistence parangter
0 < p< 1, to determine the probability that a node transmits a pdnke slot. De-
creasing the persistence parameter reduces the numbellisibos, but increases
delay at the same time.

145 Carrier Sense Multiple Access (CSMA) Protocols

There are a number of MAC protocols that utilize carrier seno avoid collisions
with ongoing transmissions. These protocols first listedetermine whether there
is activity on the channel. An idle channel prompts a padkeatdmission, while a
busy channel suppresses it. The most common CSMA protommlsrasented and
formally analyzed in [5].

While the channel is busy, persistent CSMA continuouslelis to determine
when the activity ceases. When the channel returns to astatie, the protocol im-
mediately transmits a packet. Collisions will occur wherltiple nodes are waiting
for an idle channel. Non-persistent CSMA reduces the liagd of such collisions
by introducing randomization. Each time a busy channel isaled, a source node
simply waits a random amount of time before testing the chhagain. This pro-
cess is repeated with an exponentially increasing randeenvial until the channel
is found idle.
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The p-persistent CSMA protocol represents a compromise betyersistent and
non-persistent CSMA. In this case, the channel is consitierée slotted but time
is not synchronized. The length of each slot is equal to theirmam propagation
delay, and carrier sensing occurs at the beginning of eathléthe channel is idle,
the node transmits a packet with probability0 < p < 1. This procedure continues
until either the packet is sent, or the channel becomes Bubysy channel forces a
source node to wait a random amount of time before startiagtbcedure again.

1.5 CENTRALIZED MAC PROTOCOLS

In this section, we provide an overview of two of the most ptent centralized
wireless networks. Cellular telephony is the most predamirform of wireless

system in current operation. Wireless ATM is generatingtaofointerest for its

ability to deliver broadband multimedia services acrossraless link. Each system
will be briefly highlighted, and the MAC protocol is examined

15.1 Cédlular Telephony

The Advanced Mobile Phone System (AMPS) is an FDMA basedleglsystem [6].
The system features 832 full-duplex channels that are gmbigo control and data
channels.

Each cell has a full-duplex control channel dedicated ttesgsnanagement, pag-
ing and call setup. There are also 45-50 data channels théiecased for voice, fax
or data. The base station grants access to a data channsponee to a call setup
request sent on the control channel. A data channel remasigred to a specific
node until it is relinquished or the node moves outside theer cell. Access to
the control channel is determined using a CSMA based MACoguait The base
station periodically broadcasts the status of the conhrahael, and a node transmits
its setup request (possibly in contention with other nodé®n the control channel
is idle. Collisions among setup requests are resolved uaingomized retransmis-
sions.

The 1S-136 cellular system is a digital version of the AMPSteyn [7]. As such,
it operates within the same spectrum using the same fregspacing of the original
AMPS system. Each data channel is then slotted and a timefo slots is used.
This allows the system to support multiple users within gleMMPS data channel.
An assignment of one slot per frame can support a total 6 trsersmitting at a rate
of 8.1 kb/s. Higher data rates can be achieved by succegsivabling the number
of assigned slots up to a maximum of 48.6 kb/s. Channel aceessins relatively
unchanged from the original AMPS system.

The 1S-95 cellular system is a CDMA based wireless networliich all the
base stations share a common frequency band with individaragmissions being
distinguished by their PN sequences [8]. Strict power adrinsures that all trans-
mitted signals reach the base station with the same powelr [€his allows a more
equitable sharing of the system power resources while nimig systemwide co-
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channel interference. However, the equalized power lewelee it difficult to deter-
mine when a node is about to leave one cell and enter anothandA must then
communicate with multiple base stations simultaneoudilywing it to measure the
relative signal quality of each base station. Handoveraa thade to the base station
with the best signal characteristics. This type of systemuires complex and costly
hardware both within the base stations and nodes.

Cdma2000 s the third generation (3G) version of the I1S-%&lee system. Cdma2000
is backwards compatible with the current system, allowagty users to be accom-
modated in future 3G systems. Many other proposed 3G celykems have also
adopted a CDMA interface. This includes the 3G version of Gi8Mwn as the
universal mobile telecommunications services (UMTS) [9].

152 WirelessATM

Asynchronoustransfer mode (ATM) is a high performance eatian-oriented switch-
ing and multiplexing technology that uses fixed sized packetransport a wide
range of integrated services over a single network. Thedade voice, video and
multimedia services which have different QoS requiremefite ability to provide
specific QoS services is one of the hallmarks of ATM. Wirel&EM is designed to
extend these integrated services to the mobile user.

Similar to cellular systems, wireless ATM nodes send retputeshe base station
for service. The specific QoS requirements of an applicai@nincluded in these
request messages. The base station then collects the$enegpis, and allocates
the uplink and downlink channels accordingly. Thus wireldM MAC protocols
typically follow a three phase model. In the first phase, aiest message is sent
on a random access control channel, usually using a slott€aH® protocol. The
second phase involves the base station scheduling uplth@mnlink transmissions
according to the QoS requirements of the current traffic ieference is given to
delay sensitive data, such as voice packets, while datageavites must make due
with any remaining capacity. The third phase involves tla@smission of packets
according to the schedule created in phase two.

The PRMA/DA [10] and DSA++ [11] protocols are two examplesttu three
phase MAC design using FDD, while MASCARA [12] and DTDMA [1i3}e TDD.
Each of these protocols are respectively illustrated in Ei§ through Fig. 1.9, and
Table 1.1 summarizes their relative characteristics.
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Fig. 1.6 PRMA/DA protocol.
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1.6 ADHOC MAC PROTOCOLS

Ad hoc networks do not have the benefit of having predefined stdions to coor-
dinate channel access, thus invalidating many of the astsomspheld by centralized
MAC designs. In this section, we focus our attention on MAGtpcols that are
specifically designed for ad hoc networks.

A possible taxonomy of ad hoc MAC protocols includes thresalrprotocol cat-
egories that differ in their channel access straté&gyntention protocolsallocation
protocols and a combination of the twdnybrid protocols.

Contention protocolsise direct competition to determine channel access rights,
and resolve collisions through randomized retransmissidhe ALOHA and CSMA
protocols introduced in Sections 1.4.4 and 1.4.5 are prixaenples. With the ex-
ception of slotted ALOHA, most contention protocols empdmyasynchronous com-
munication model. Collision avoidance is also a key deslgment that is realized
through some form of control signaling.

The contention protocols are simple and tend to perform atétiw traffic loads,
i.e., when there are few collision, leading to high chantiéikation and low packet
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| | PRMA/DA | DSA++ | MASCARA | DTDMA |

| Duplexing | FDD | FDD | TDD | TDD |
| Frame type | fixed | variable| variable | fixed |
| Algorithm comp.| medium | medium | high | high |
| Commun. comp. | low | medium | high | medium |
| Channel util. | medium | high | medium | high |
| Control overhead medium | high | high | medium |

Tablel.l WirelessATM MAC protocol relative characteristics.

delay. However, protocol performance tends to degradeatdlffic loads are in-
creased and the number of collisions rise. At very high tdffads, a contention
protocol can become unstable as the channel utilizatiopsdrbhis can result in ex-
ponentially growing packet delay and network service bdeskn since few, if any,
packets can be successfully exchanged.

Allocation protocolsemploy a synchronous communication model, and use a
scheduling algorithm that generates a mapping of time stotsodes. This map-
ping results in a transmission schedule that determineshichaparticular slots a
node is allowed to access the channel. Most allocation potgccreate collision-
free transmission schedules, thus the schedule lengths(megiin slots) forms the
basis of protocol performance. The time slots can eitherlloeaded statically or
dynamically, leading to a fixed and variable schedule length

The allocation protocols tend to perform well at moderatbdavy traffic loads
as all slots are likely to be utilized. These protocols aésnain stable even when the
traffic loads are extremely high. This is due to the fact thasiallocation protocols
ensure that each node has collision-free access to at leadtnoe slot per frame.
On the other hand, these protocols are disadvantaged atdéfig toads due to the
artificial delay induced by the slotted channel. This resirtsignificantly higher
packet delays with respect to the contention protocols.

Hybrid protocolscan be loosely described as any combination of two or more pro
tocols. However, in this section, the definition of the terybifid will be constrained
to include only those protocols that combine elements oferdion and allocation
based channel access schemes in such a way as to maintaindhgadual advan-
tages while avoiding their drawbacks. Thus the performarice hybrid protocol
should approximate a contention protocol when traffic istlignd an allocation pro-
tocol during periods of high load.
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1.6.1 Contention Protocols

Contention protocols can be further classified accordirthéaype collision avoid-
ance mechanism employed. The ALOHA protocols make up thegoay of proto-
cols that feature no collision avoidance mechanism, hey, simply react to collision
via randomized retransmissions. Most contention prog¢mwever, use some form
of collision avoidance mechanism.

The busy-tone multiple access (BTMA) protocol [14] dividbe entire band-
width into two separate channels. The mdata channels used for the transmis-
sion of packets, and occupies the majority of the bandwidtte control channel
is used for the transmission of a spediaby-tone signahat indicates the presence
of activity on the data channel. These signals are not battthintensive, thus the
control channel is relatively small.

The BTMA protocol operates as follows. When a source nodeahaacket to
transmit, it first listens for the busy-tone signal on thetoolrchannel. If the control
channel is idle, i.e., no busy-tone is detected, then the maaly begin transmitting
its packet. Otherwise, the node reschedules the packetdosrission at some
later time. Any node that detects activity on the data chbimmeaediately begins
transmitting the busy-tone on the control channel. Thidiooes until the activity
on the data channel ceases.

In this way, BTMA prevents all nodes that are two hops awaynfran active
source node from accessing the data channel. This signifidawers the level of
hidden node interference, and therefore reduces the pititpalp collision. How-
ever, the number of exposed nodes is dramatically incredsegdlconsequence being
a severely underutilized data channel.

The receiver initiated busy-tone multiple access (RI-BT)Motocol [15] at-
tempts to minimize the number of exposed nodes by having thielyestination(s)
transmit the busy-tone. Rather than immediately transigithe busy-tone upon de-
tection of an active data channel, a node monitors the incgiiata transmission to
determine whether it is a destination. This determinatides$ a significant amount
of time, especially in a noisy environment with corruptetbimation. During this
time, the initial transmission remains vulnerable to eidin. This can be particularly
troublesome in high speed systems where the packet trasiemtane may be short.

The wireless collision detect (WCD) protocol [2] essehfiabmbines the BTMA
and RI-BTMA protocols by using two distinct busy-tone sifgnan the control chan-
nel. WCD acts like BTMA when activity is first detected on thaimchannel, i.e., it
transmits acollision detec{CD) signal on the BTC. RI-BTMA behavior takes over
once a node determines it is a destination. In this case, tindtsn stops trans-
mitting the CD signal, and begins transmittingegdback-tonéFT) signal. In this
way, WCD minimizes the exposed nodes while still protectivgtransmission from
hidden node interference.

These busy-tone protocols feature simple designs thatreeguly a minimal in-
crease in hardware complexity. Because of its unique ctexisiics, the WCD pro-
tocol is the overall performance leader followed by RI-BTMAd BTMA, respec-
tively [2]. Furthermore, the performance of busy-tone pcols are less sensitive to
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the hardware switching time since it is assumed that a nodé&aasmit and receive
on the data and control channels simultaneously. Howevieeless systems that
have a limited amount of RF spectrum may not be able to realigeparate con-
trol and data channel. In such cases, collision avoidaniog irs-band signaling is
necessary.

The multiple access with collision avoidance (MACA) pratbd 6] uses a hand-
shaking dialogue to alleviate hidden node interferenceraimimize the number of
exposed nodes. This handshake consistsrefjaest-to-sen(RTS) control packet
that is sent from a source node to its destination. The degiimreplies with alear-
to-send(CTS) control packet, thus completing the handshake. A @&GEpanse al-
lows the source node to transmit its packet. The absence dfSaf@ces a node to
reschedule the packet for transmission at some later time.

Fig. 1.10 illustrates the operation of the MACA protocol.

>
A‘m
L ]S

Fig. 1.10 MACA protocol operation.

Consider the case where noBewishes to send a packet to no8le Node B
first transmits an RTS, which reaches node€ andD (Fig. 1.10a). Node then
responds by sending a CTS, which reaches nBdeslC thus completing the hand-
shake (Fig. 1.10b). At this poinB is free to send its packet (Fig. 1.10c).

Notice that a hidden node is likely to overhear the CTS paséet by a destina-
tion node, while an exposed node is not. Thus by includingthe needed to receive
a CTS and packet in the respective RTS and CTS packets, weea#uk likelihood
of hidden node interference and the number of exposed nadai@neously.

The MACAW protocol [17] enhances MACA by including carriegrsing to
avoid collisions among RTS packets, and a positive ackraydment (ACK) to aid
in the rapid recovery of lost packets. To protect the ACK froatlision, a source
node transmits data sendindDS) control packet to alert exposed nodes of its im-
pending arrival. Improvements are also made to the cofliségolution algorithm to
ensure a more equitable sharing of the channel resources.

The MACA with piggyback reservations (MACA/PR) protocol8Jlenhances
MACA by incorporating channel reservations. This allowe 8ystem to support
QoS sensitive applications. Each node maintaimesarvation tablgRT) that is
used to record the channel reservations made by neighbooiies. A source node
makes a reservation by first completing a RTS/CTS exchanhgfeen sends the first
real-time packet whose header contains the time intenatiging the interval in
which the next one will be sent. The destination responds aitACK carrying the
equivalent time interval. Other nodes within range nots thservation in their RT,
and remain silent during the subsequent time intervals.sThe source node can
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send subsequent real-time packets without contentionn3are proper bookkeep-
ing, the nodes periodically exchange their RTs.

The MACA by invitation (MACA-BI) protocol [19] reverses tHeandshaking di-
alogue of MACA. In this case, the destination node initigiasket transmission by
sending arequest-to-receivéRTR) control packet to the source node. The source
node responds to this poll with a packet transmission. Thahk @ode must some-
how predict when neighbors have packets for it. This reguesch node must main-
tain a list of its neighbors along with their traffic charadtcs. In order to prevent
collision, the nodes must also synchronize their pollinghamisms by sharing this
information with their neighbors.

These MACA based contention protocols minimize collisidysreducing the
negative effect of hidden and exposed nodes through singplddihaking dialogues.
However, the exchange of multiple control packets for eath gacket magnifies the
impact of signal propagation delay and hardware switctimg.tTo some extent the
MACA/PR and MACA/BI protocols alleviate these problemsuethg the amount
of handshaking, yet the amount of state information maneigiat each node can be
substantial.

1.6.2 Allocation Protocols

There are two distinct classes of allocation protocolsdiifér in the way the trans-
mission schedules are comput&datic allocation protocolase a centralized schedul-
ing algorithm that statically assigns a fixed transmissidreglule to each node prior
to its operation. This type of scheduling is equivalent ®dlssignment of MAC ad-
dresses for Ethernet interface carBgnamic allocation protocolsses a distributed
scheduling algorithm that computes transmission schedae on-demand fashion.

Since the transmission schedules are assigned beforeth@nstheduling algo-
rithm of a static allocation protocols requires global eysiparameters as input. The
classic TDMA protocol builds its schedules according to rieximum number of
nodes in the network. For a networkdfnodes, the protocol uses a frame length of
N slots and assigns each node one unigue time slot. Since edethas exclusive
access to one slot per frame, there is no threat of collissomiy packet type (i.e.,
unicast or multicast). Moreover, the channel access dslaginded by the frame
length. Because of the equivalence between system sizerame fength, classic
TDMA performs poorly in large scale networks.

The time spread multiple access (TSMA) protocol [20] retas@me of the strict
requirements of classic TDMA to achieve better performambie still providing
bounded access delay. The TSMA scheduling algorithm assigoh node multiple
slots in a single frame, and permits a limited amount of sulfis to occur. These
two relaxations allow TSMA to obtain transmission schedwdose length scales
logarithmically with respect to the number of nodesirthermore, TSMA guarantees
the existence of a collision-free transmission slot to eaglghbor within a single
frame.

The source of this “magic” is the scheduling algorithm thatkes use of the
mathematical properties of finite fields. An excellent idinotion to finite fields



AD HOC MAC PROTOCOLS XVii

can be found in [21]. The scheduling algorithm is briefly meéd as follows. For
a network ofN nodes, the parametegs(of the formqg = p™, wherep is a prime
andm an integer) and integdrare chosen such thgtt! > N andq > kDmax+ 1,
whereDmax is the maximum node degree. Each node can then be assignéglia un
polynomial f over the Galois field5F(q). Using this polynomial, a unigue TSMA
transmission schedule is computed wheré sitl if (i modq) = f(|i/q]), otherwise
i=0.

As shown in [20], that this TSMA scheduling algorithm proggdeach node with
a transmission schedule with guaranteed access in eaclirtime. The maximum
length of this schedule is bounded by:

L—0 (DﬁqaxlogzN> .
|ogz DmaX

Notice that the frame length scales logarithmically witle tumber of nodes and
guadratically with the maximum degree. For ad hoc networdkssisting of thou-
sands of nodes with a sparse topology (i.e., siBaly), TSMA can yield trans-
mission schedules that are much shorter than TDMA. Tabledn#pares the frame
lengths of TDMA and TSMA for a network dfl = 1000 nodes. For TSMA pro-
tocols aQ(logn) lower bound has been proved forin [22]. We notice that there
is still a gap between the TSMA upper bound and the mentioogarithmic lower
bound. Therefore, there is still room for improvements (enlikely on the lower
bound side). Protocols TSMA-like have also been deployed basis for imple-
mentingbroadcast(i.e., one-to-all communication) in ad hoc networks. Upaed
lower bound for deterministic and distributed TSMA-basedaulcast can be found
in [23, 24] and [25], respectively.

| |D=2|D=5|D=10| D=15|
| TDMA | 1000 | 1000 | 1000 | 1000 |
| TSMA | 49 | 121 | 529 | 961 |

Tablel.2 Framelengthsof classic TDMA vs. TSMA.

With mobile ad hoc networks, nodes may be activated and idased without
warning, and unrestricted mobility yields a variable natwippologies. Conse-
guently, global parameters, such as node population anédmmaxdegree, are typi-
cally unavailable or difficult to predict. For this reasomfocols that use only local
parameters have been developed. A local parameter refefetmation that is spe-
cific to a limited region of the network, such as the numberades withinx hops
of a reference node (referred to asxahop neighborhood). A dynamic allocation
protocol then uses these local parameters to determaigtigssign transmission
slots to nodes. Because local parameters are likely to waaytone, the scheduling
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algorithm operates in a distributed fashion and is peritiieexecuted to adapt to
network variations.

Dynamic allocation protocols typically operate in two pgsisPhase one consists
of a set of reservation slots in which the nodes contend foessto the subsequent
transmission slots. This is similar to many of the wireleS&#protocols studied in
Section 1.5. Lacking a coordinating base station, cordantithis phase requires the
cooperation of each individual node to determine and véni&outcome. Successful
contention in phase one grants a node access to one or mosentszion slots of
phase two, in which packets are sent.

A great number of dynamic allocation protocols have beemp@sed. The pro-
tocols in [26]-[29] are just a few excellent examples of tiwi®-phase design. The
protocols in [26]-[28] use a contention mechanism that seblaon classic TDMA.
Essentially the nodes take turns contending for slot redemns, with the earliest
node succeeding. This results in a high degree of unfainvbish is equalized by
means of a reordering policy. Although these protocolstergansmission schedules
that are specific to the local network topology, they stitjuie global parameters.

In contrast, the five phase reservation protocol (FPRP)ig8gsigned to be ar-
bitrarily scalable, i.e., independent of the global netngire. FPRP uses a complex
frame structure that consists of two subframe types, nameshrvation frameand
information frames As illustrated in Fig. 1.11, a reservation frame precedss-a
guence ofk information frames. Each reservation frame consisté @servation
slotsthat correspond to théinformation slotsof each information frame. Thus, if
a node wants to reserve a specific information slot, it caigém the corresponding
reservation slot. At the end of the reservation frame, a TD8¢Aedule is created
and used in the following information frames. The schedule is then recomputed in
the next reservation frame.

= reservation ___o = information  ___i
frame frame

RS, IF, ‘ F, ‘ ‘ Fy

T s I =]

RS = reservation slot IF = information frame
RC = reservation cycle 1S = information slot

RS, | |Rs,

Fig. 1.11 Frame and slot structure of FPRP.

In order to accommodate contention, each reservation shists ofm reserva-
tion cycleghat contain a five round reservation dialogue. A resermasionade in the
first four rounds, while the fifth round is mainly used for perhance optimization.
The contention is summarized as follows. A node that wishesake a reservation
sends out a request usimgpersistent slotted ALOHA (round 1), and feedback is
provided by the neighboring nodes (round 2). A successfilest, i.e., one that did
not involve a collision, allows a node to reserve the slotife 3). All nodes within
two hops of the source node are then notified of the reservétaund 4). These
nodes will honor the reservation and make no further attertgptontend for the
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slot. Any unsuccessful reservation attempts are resohredijh a pseudo-Bayesian
resolution algorithm that randomizes the next reservaittempt.

In [29], FPRP is shown to yield transmission schedules thatcallision-free,
however the protocol requires a significant amount of ovadheEach reservation
cycle requires a number of hardware switches between tigtimgrand receiving
modes. Each round of contention must also be large enougictoranodate the sig-
nal, propagation delay and physical layer overhead (g/gchsonization and guard
time). Add this together and multiply the result tmreservation cycles antireser-
vation slots, and the end result is anything but trivial. tRermore, the system pa-
rameter¥, £ andmare heuristically determined through simulation and thestfin
the network. This limits the ability of FPRP to dynamicaltjegt its operation to suit
the current network conditions which may deviate from tmeudated environment.

1.6.3 Hybrid Protocols

A protocol that integrates TDMA and CSMA is introduced in [30he idea is to
permanently assign each node a fixed TDMA transmission sidgeyet give the
nodes an opportunity to reclaim and/or reuse any idle stotsugh CSMA based
contention. Nodes have immediate channel access in thegresl slots, and may
transmit a maximum of two data packets. Nodes wishing tcstraha packet in an
unassigned slot must first determine its status throughecaensing. If the slot is
idle, each competing node attempts to transmit a singlegtaatksome randomly
chosen time instant.

As illustrated in Fig. 1.12, a large portion of each idle $atacrificed in order to
accommodate randomized channel access.

Scheduled Access

i time slot |

‘ ‘ ‘ data packet data packet ‘ ‘

\ N preamble qguard time /

‘switching ~ time

Unscheduled Access

carrier ‘

sensing data packet ‘

‘(‘ random access ‘)\

Fig. 1.12 Hybrid TDMA/CSMA channel access.

Hidden nodes can also interfere with the ability of a nodeuttcessfully use its
assigned slot. Thus nodes are prevented from using sldtarthallocated to nodes
that are exactly two hops away. Although this can be achiavedfixed wireless
system, it is unclear how this can be accomplished in a m@wiléronment. Fur-
thermore, the reliability of multicast transmissions catyde assured in assigned
slots.



XX WIRELESS MEDIA ACCESS CONTROL

The ADAPT protocol [31] addresses the problem of hidden riogeference by
integrating a CSMA based contention protocol that usesstmfl avoidance hand-
shaking into a TDMA allocation protocol. As illustrated ilgF1.13, each time slot
is subdivided into three intervals. In tipeiority interval, nodes announce their in-
tentions to use their assigned slots by initiating a calisivoidance handshake with
the intended destination. This ensures that all hiddensadeaware of the impend-
ing transmission. Theontention intervals used by nodes wishing to compete for
channel access in an unassigned time slot. A node may corifipeté only if the
channel remains idle during the priority interval. Tin@nsmission intervais used
for the transmission of packets. Access to the transmissterval is determined as
follows. All nodes have access to the transmission intervétheir assigned slots.
A node that successfully complete an RTS/CTS handshake icathtention interval
of an unassigned slot may access the transmission inté&mglunsuccessful hand-
shake in the contention interval is resolved using the egptial backoff algorithm
presented in [32].

%TDMAframe ﬁ

‘ RTS CcTS ‘ RTS CTS ‘ data packet ‘
F priority % contention 9‘(— transmission interval %
interval interval

Fig. 1.13 The ADAPT protocol.

Extensive simulation results demonstrate that ADAPT ss&fedly maintains pri-
oritized access to assigned slots and exhibits high charifiehtion in sparse net-
work topologies [33]. However, the results do not factorriy physical constraints,
such as propagation delay and hardware switch-over timghwdan significantly
increase overall protocol overhead. Furthermore, the $taaldng mechanism em-
ployed in the contention interval does not support multipasket transmissions.

The ABROAD protocol [34] accommodates multicast packetaltgring the con-
tention mechanism of ADAPT. The RTS/CTS signaling in th@pty interval does
not need to be modified since its primary purpose is to simpfiyrim nodes of ac-
tivity in an assigned slot. However, the use of a RTS/CTSodjaé fails in the
contention interval due to the potential collision among @T'S responses, i.én-
formation implosion ABROAD uses a form of negative feedback response to avoid
this problem. Thus a node responds withegativeCTS (NCTS) when a collision is
detected in the contention interval, or remains silentiotise. There are a few cases
where this type of handshaking fails, yet simulation resaittd analysis demonstrate
that the probability of failure is small, e.g., less than 4¥metworks with low bit
error rates [34].

The AGENT protocol [35] integrates the unicast capabsité ADAPT with the
multicast capabilities of ABROAD. The result is a genemrdiMAC protocol that is
able to provide a full range of effective single hop transiais services. AGENT
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uses the same frame and slot structure of ADAPT, as well akahdshaking dia-
logue of the priority interval. The control signaling in tbentention interval is based
on a combination of ADAPT and ABROAD.

Thus, to gain access to the transmission interval of asslatsource nodefirst
transmits a RTS control packet. This occurs at the begirofitige priority interval in
an assigned slot, or the beginning of the priority interestherwise. The reception
of a RTS in the priority interval elicits a CTS response. Oa tther hand, the
reception of a RTS in the contention interval generates a €$onse only when it
is associated with a unicast packet. Any collision detertéde contention interval
will cause a NCTS to be transmitted.

Once this initial control signaling is finished, a node catedaine its eligibility to
transmit is packep in the transmission interval. ffis assigned tg, then source node
i is granted permission to transngtwithout restriction. Otherwise, the following
rules must be applied.

1. If any CTS control signaling is detected in the priorityeirval, theni must
withhold the transmission gf to avoid collision with the owner of.

2. IfaNCTS response is received in the contention intethieh multiple source
nodes are contending ferandi must withhold the transmission pfto avoid
collision.

3. If pis a unicast packet and a corresponding CTS is receivedij thag trans-
mit p in the transmission interval.

4. If pis a multicast packet and no signaling response is recethed, may
transmitp in the transmission interval.

Any failure to transmitp in this manner is resolved by the backoff algorithm of
ADAPT.
For examples, consider the ad hoc network of Fig. 1.14. Theentislot is as-

© (d)

Fig. 1.14 Example of AGENT signaling.
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signed to nod®, which has a multicast packet addressed to ndd®e®lC, and node

D has a unicast packet addressed to rfed€henB sends a RTS in the priority inter-
val (Fig. 1.14a) to whichh andC respond with a CTS (Fig. 1.14b). No@esend its
RTS in the contention interval (Fig. 1.14c), aBdesponds with a CTS (Fig. 1.14d).
When this signaling ends, boBiandD are free to transmit their respective packets.

To eliminate unnecessary control signaling, a node thatésmpting to transmit
a packet in an unassigned slot refrains from sending a RT® &ale&TS is detected
in the priority interval. There are also a number of ambigucases that arise when
dealing with multicast packets. To ensure proper signatielgavior, a node that
transmits a RTS in the priority interval also sends a jamn®Ri$ (JAM) in the
contention interval.

The analysis and simulation presented in [35] demonsthatiethe performance
of AGENT closely matches that of a contention protocol undgrt traffic loads.
As the load is increased, the performance of AGENT mirroed tf its underly-
ing allocation protocol. It is further shown that AGENT istrimased towards one
traffic type over another. This allows a more equitable stgpoif channel resources
between unicast and multicast traffic. However, the aptitinaof AGENT is some-
what limited due to the use of a TDMA scheduling algorithmr Feoger networks
consisting of thousands of nodes, the current AGENT prdto@y no longer be
a feasible alternative. Moreover, the network size is @ihjcunknown and time
varying.

A more general framework for the integration of multiple MA@tocols is pre-
sented in [36]. Thisneta-protocol frameworklynamically combines any set of ex-
isting MAC protocols into a single hybrid solution. This hyprotocol essentially
runs each of these component protocols in parallel. Thesaecof whether or not
to transmit is then derived from a weighted average of théstets made by the
individual component protocols. The properties of the nptatocol framework en-
sure that the hybrid protocol always matches the performafthe best component
protocol without knowing in advance which protocol will ohtthe unpredictable
changes in the network conditions. This combination isreltiautomatic and re-
quires only local network feedback.

To simplify the presentation of the meta-protocol framdwave restrict our at-
tention to slotted time and assume that immediate chanedbfeck is available at
the end of each slot. Fig. 1.15 illustrates a combinatioMafomponent protocols,
P1,...,Pu. Each component protocB| is assigned a weight; and produces a de-
cision Dj; ,0 < Djt < 1, that indicates the transmission probability in a givest sl
t. No assumptions are made concerning how each componentptotaches its
decision. The final decisioD; is computed as a function of the weighted average of

theD;; values:
D:=F (72!\/:"\1/'Wi,tDi,t> .
iz Wit
The functionF can be chosen in several ways, but for simplicity we will G$g) =

X. The value oDy is then rounded using randomization to produce a binarysaeci
Dy for slott.
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Dy, D 2t Dy,
Meta-Protocol
D t Y
slot t-1 slot t slot t+1

Fig. 1.15 The meta-protocol framework.

At the end of each slot, the weights of the component prosoisohdjusted ac-
cording to the channel feedback, from which we can conclbdebrrectness of the
final decisionD;. For example, if collision occurs, then a decision to trainsvas
wrong. Lety; denote the feedback at the end of $lowvherey; = 1 indicates a cor-
rect decision ang; = 0 indicates the opposite. Then the correct decigiaran be
retrospectively computed as:

z = Deyt + (1- D) (1—w).
Using z, the weights are updated according to the following exptakmile:
Wig 1= Wig-e P2l (1.1)

The termD;; — | represents the deviation of proto€from the correct decision.

If there is no deviation, then the weight remains unchan@#terwise, the relative
weight decreases with increasing deviation. The constanD controls the magni-
tude of the weight change and thus greatly influences thdistaind convergence
of the meta-protocol. Note that the direct use of 1.1 wiliraéttely cause underflow
in the weight representation since the weights decreasetowically. This problem

is easily solved in practice by re-normalizing the weightew needed.

Numerous practical applications of the meta-protocol #awwrk demonstrate its
capability to dynamically optimize many of the critical pareters of MAC protocols
to match the prevailing network conditions [36, 37]. Exaegpinclude the manip-
ulation of the transmission probability of contention mils and the transmission
schedules of allocation protocols.

1.7 SUMMARY

The aim of this chapter is to provide a comprehensive vievhefrble of MAC pro-
tocols in wireless systems. We first described the chaiiatitsrof wireless systems
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that affect the design and implementation of MAC protocdiben, we presented
some fundamental MAC protocols whose spirit pervades bigiall the protocols
used today in wireless networks. Specific protocols are ttestribed in details
based on the specific architecture for which they are degdldgher the central-
ized architecture typical of cellular systems or the distied architecture of ad hoc
networks).

Our discussion indicates that the problem of designingiefftdAMAC protocols is
a crucial problem in the more general design design, imphtatien and deployment
of wireless networks, where the demand for bandwidth-greguplication is fast
growing and the available RF spectrum is still very narrow.
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