Routing Approaches in
Mobile Ad hoc Networks

1.1 INTRODUCTION

Ronting in ad hoc networks has become a popuolar reseach topic. Dating back to
the early 1980, there have been a large mumber of muting protocols designed for
multi-hop ad hoc networks. These protocols cover a wide ange of design choices
and appmaches, from simple modifications of Intemet protocols, 1o more complex
multi-level hierachica schemes.

Many of these ronting protocols have been designed based on similar sets of as-
snmptions. Forinstance, most ronting protocols assnme that all nodes have homoge-
necn s rescirces and capabilities. This inclodes the transmission mnges of the nodes.
Aleo, bidirectional links are often assnmed. Tn some instances protocol s have mech-
anisms for determining whether links are bi-directional. In these cases, the protocols
will then eliminate uni-directional links from considewmtion for rowting.  In other
instances, potocols can actoally ntilize these nni-directional links, while other pro-
tocols simply assnme all links ae bi-directional. Finally, while theultimate end-goal
of a protocol may be opecation in lage networks, most protocols ae typically de-
signed for modeately sized networksof 10to 100 nodes.

Before describing the types of appmaches and example protocols, it is important
to explain the developmental goals for an ad hoc ronting protocol so that the design
choices of the piotocols can be better nnderstood.  As has already been stated in
previons chapters, the defining characteristics of ad hoc networlcs include resotce
poor devices, limited bandwidth, high enor mtes, and a contimially changing topol-
ogy. Among the available resonces, battery power is typically the most constraining.
Hence the following are typical design goals for ad hoc network mouting protocols:
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» Minimal control overhead: Contiol messaging consimes bandwidih, pmo-
cessing resonrces, and battery power to both transmit and eceive a message.
Becanse bandwidth is at a premiom, onting protocols shovld not send more
than the minimum mmber of contol messages they need for operation, and
should be designed so that this number is relatively small. While transmitting
is mughly twice as power consaming as receiving [26], both operations are still
power consnmers for the mobile devices. Hence, reducing comtiol messaging
also helps to eserve battery power.

» Minimal processing overhead: Algorthmsthat are compitationally complex
require significant processing cycles in devices. Becanse the processing cycles
canse the mobile device to vse resonrces, moe battery power is consumed.
Pmotocolsthat ae lightweight and regoire a minimum of processing from the
mobile device reserve battery power for more nser-oriented tashs and extend
the overall battery lifetime.

Multi-bop routing capability: Becanse the wireless transmizsion 1ange of
mobile nodes (s often limited, sources and destinations may typically not be
within direct transmission @ange of each other Hence, the routing protecol
must be able to discover multi-hop ontes between sources and destinations so
thatcommunication between those nodes is possible.

Dynamic topology maintenance: Once a rovte 1= established, it is lilkcely that
some link in the onte will break due to node movement. In oder fora source
to communicate with a destination, a viable routing path must be maintained,
even while the intermediate nodes, oreven the somrce or destination nodes, ae
moving. Forther, becanze link breaks on ad hoc netwoudes ae commen, link
brealrs must be handled quickly with 2 minimum of associated overbead.

» Loop prevention: Routing loops ococur when some node along a path selects
a next hop o the destination is also a node that occurred eadier in the path.
YWhen a routing loop exists, data and control packets may tiaverse the path
multiple times vntil either the path i= fixed and the loop is eliminated, or un-
til the time to live [TTL} of the packet reaches zew. Becanse bandwidth is
scarce and pachet processing and forwarding is expensive, ronting loops ae
extremely wastefinl of resotrces and are detrimental to the networle BEvena
transitory wuoting loop will bave a negative impact on the netwouc. Hence,
loops should be avoided at all times.

¥¥ith these goals in mind, mumerons ronting protocols have been developed for
ad hoc networlcs. There are far too many proposed monting protocols than can be
discnssed in this chapter This chapter describes the chamcteristics of classes of
momting approaches, and then describes the operation of particular wnting protocols
within that class. The romting protocols that are described are selected for a mmber
of masons. They may be popular choices for mouting -related esearch among the
ad hoc community; they may, at the time of this writing, be under consideation
of the Mobile Ad hoc Metworls (MANET) Wodding Group [34] of the IETF for
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standardization; or, they may simply be good, illustrative exam plesof their particolar
class of protocol. This chapter does not make comparisons regading the discissed
pmotocols. There have been many published studies comparing the performance of ad
hoc momting protecols in a variety of scenaros. The interested reader shonld see [4,
15, 16,23, 32, 53] for comparisons of some of the discussed potocols. Farther, the
citations for the piotocolsthemselves often comain an evalnation of the protocol, and
sometimes a comparison with other ad hoc rovting protocols. Finally, a high-level
description of each protocol is presented. Consequently, many operational details
have omitted. Additional details of each protocol can be fonnd in its ®spective
citations.

1.2 PROACTIVE APPROACHES

The proactive routing approaches designed for ad hoc petworks ae derived fiom
the traditional distance vector [35] and link state [38] potocols developed for nse
in the wireline Intemet. The primary characteristic of pmoactive appioaches is that
each node in the network maimtains a ronte to evely other node in the networl at all
times. Route creation and maintenance is accomplished throngh some combination
of periodic and event-triggered ronting npdates. Pericdic npdates consist of outing
information exchanges between nodes at set time intervals. The npdates occor at
specific intervals, mgamdlessof the mobility and traffic chamcteristics of the network
Event-triggered updates, on the other hand, are transmitted whenever some event,
such as a link addition or removal, occnrs. The mobility mte directly impacts the
treqouency of event-triggered npdates becanse link changes are moe likely to oconr
as mobility increases.

Proactive approaches have the advamtage that rootes are available the moment
they ave needed. Becanse each node consistently maintains an np-to-date ronte to
every other node inthe network, a somce can simply check its outing table, when it
has data packets to send to some destination, and begin packet transmission. How-
ever, the primary disadvantage of these piotocols is that the control overhead can be
significant in large netwoucs, or in networkes with rapidly moving nodes. Forther, the
amoumt of lonting state maintained at each node scales as {3 {n), where w2 isthe num-
ber of nodes in the network, Proactive protocols tend to perform well in networks
where there is a significam mimber of data sessions within the network. In these
networks, the overthead of maintaining each of the paths is wstified becanse many of
these paths ae vtilized

1.2.1 Destination-Sequenced Distance Vector Routing

The Destination-5equenced Distance Vector (D3DY) routing protocol [46] is adis-
tance vector protocol that implements a momber of costomizations to make its oper-
ation more snitable for ad hoc mobile networks. DSDV ntilizes per-node sequence
mimbers to avoid the cowntfrg to frfirity poblem common in many distance vector
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pmotocols. A node increments its sequence number whenever there is achange in its
local neighborhood (ie., alink addition or removal). When given a choice between
two routes to a destination, 2 node always selects the woute with the greatest destina-
tion sequence number. This ensoes utilization of the most recent information.
Becanse DSTYY isa proactive piotocol,each node maintains a onte to every other
node in the network. The wouting table contains the following information for each
entry: destination TP address, destination sequence mimber, next hop TP addess,
hop covnt, and install time. DSDY ntilizes both periodic and event-triggered outing
table npdates. Bvery time interval, each node bioadcasts to its neighbors its conent

sequence nomber, along with any ronting table npdates. The romting table npdates
are of the form:

< destinsation I addvesa, deativeation: seqeriee swnder, hopoouse >

After receiving an npdate message, the neighboring nodes ntilize this information
to compte their rovting table entiies nsing an iterative distance vector appioach [35].
In addition to periodic npdates, D3DW also utilizes event-triggered updates to an-
nonnce important link changes, snch as link removals. Such event-triggered npdates
ensure timely discovery of romting path changes.

As stated previonsly, if a node leams two distinct paths to a destination, the node
selects the path with the greatest asscciated destination seguence mimber. This en-
sies the utilization of the most ecent onting information forthat destination. When
given the choice between two paths with equal destination sequence numbers, the
node selects the path with the shortest hop connt. On the other hand, if all metrics
are eguivalent, then the choice between routes is arbitiacy.

DSDY implements two primary optimizations to impove performance in mobile
networks. The first is that it defines two types of vpdates: full and incremental.
Fall vpdates are transmissions of a node's entie ronting table. Becanse the size
of these npdates scales with the size of the network, these npdates are performed
relatively infrequently. To reduce processing overhead and bandwidth consamption,
incremental npdates are transmitted more frequently. Incremental npdates inclode
only those muting table entries that have changed size since the last foll npdate.
Once the mmber of rowting changes becomes too great to it into a single MPDU, a
foll npdate is transmitted during the next npdate period.

Finally, STV also implements a mechanism to damp rowting fluctnations. Doe
to the unsynchmonized namre of the perodic npdates, wuting npdates for a given
destination can propagate along difterent paths at different mtes. To prevent a node
from annonncing a omting path change fora given destination while another, better,
npdate for that destination is still en-mote, DSDW requires nodes to wait a sertfirg
timte before annonncing a new rowme with a higher metiic for a destination. The
settling time is the average time to get all the npdated advertisements for a onte. In
this way, the node can be e to receive all monting path changes for a destination
before propagating any of those changes. This redoces handwidih ntilization and
powerconsnmption by neighboring nodes.
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1.2.2 OQptimized Link State Routing

The Optimized Link State Routing (OLER) protocel [14] is a vanationof traditional
link state wouting, medified for improved opewation in ad hoc netwodcs. The ey
featnie of OLSR is its nze of meftipoirt relaps MIPRe) 1o educe the overhead of
network floods and the size of link state updates. Each node computes its MFPRs
from its =et of neighborz. The WMPR =et iz selected much that when a node broad-
casts a message, the retransmission of that messzage by the MPR =et will ensne that
the message is received by each of its two-hop neighbors. Hence, whenever a node
bioadecasts a message, only those neighbors in its M PR =6t iebmadeast the meszage.
Cther neighbors, that are not in the MPR set, piocess the message but do not re-
bioadeast it. Further, when exchanging link state mouting information, a node only
lists its connections to those neighbors that have selected it as an MPR. That =et of
neighbores is termed the MER Sefectors.

Fig. 1.1 Nhltipoint Helaa.

The MPR =&t for a given node is the set of neighbors that covers the two-hop
neighborbood of the node, as shown in figore 1.1, MNodes leamn their set of two-hop
neighbors throngh the periodic exchange of Hello messages. Each node periodically
tiansmits 2 Hello message that contains a list of all neighbors. Associated with each
neighbor is an attribite indicating the directionality of the link to that neighbor The
node iz labeled syweretric if the link tothe neighboris bi-diectional, while the node
iz labeled asymmeriic if a2 Hello has been received from that node, but the link has
not been confirmed as bi-diectional. When a node receives this Hello meszage filom
each of its neighbors, it obtains complete kmowledge of its two-hop neighbor set at
that point in time. Foacther, if it's own address is listed inthe Hello message, it knows
the link with that neighbor is bi-directional. Tt can then vpdate the statns of that
neighbor to be sy mmetric.

The MPR =et may be calculated according to the following algorithm [27]. Each
node starts with an empty MPR set. The set IV is defined to be the set of one-hop
neighbors with which there exists bi-directional connectivity, and the set Wy is the
set of two-hop bi-directional neighbors. The first nodesthat ave selected forthe MPR
set ae those nodes in IV that are the only neighbors of =ome node in Ny, Mext, the
degreeof each nodew in ¥ that is not inthe WPR set iscalcolated, whee the degree
isthe mimber of nodes in Ny that » covers that are still uncovered by the MPR set.
Aslong asthere are still nodes in Ny that are not covered by nodes in the MPR =et,
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the node in I that has the highest degree is included inthe BMPR set. Once all the
nodes in Vg are covered, this process terminates.

Cnce each node's MPR set is selected, ronting paths within the networdc can be
determined. Becanse OL3R is a proactive protocol, each node maintains a monte to
every other node in the network. To diffuse topology information, nodes periodically
exchange Topalfogy Controf [TC) messages with their neighbors. The TC message
for a given node lists the set of neighbors that have selected the sending node as
an MPR. This is called the Multipoin Refay Sefector set of the node. Only this set
of nodes is advertised within the network, Asa node receives TC messages fiom
the other network nodes, it can create or modify mwiting emries to each node in the
network nsing any shovtest path wuting algovithm, such as a variation of Dijkstra’s
algorithm.

12.3 Topology DEsemination Based on Reverse-Path Forwarding

A difterert proactive approach is taken by the Topology-Based Reverse Path For-
warding [TBRFPF) pmotocol [6]. Like OL5R, TBRFF is a link-state omting poto-
col, however, TBRPF employs a different technique for educing overhead. TBRPF
nodes compute a shortest path tree to all network nodes. To minimize bandwidth
ntilization, the nodes then propagate only part of this tree to their neighbors. TBRPF
consigts of two main modules: a neighbor discovery module for maintaining neigh-
borhood information, and a wouting module for topology discovery and monte com-
putation.

The neighbor discovery module enables nodes to detect neighors and determine
the type of comnectivity to each neighbor. Connectivity can be either bidirectional,
nni-directional, or, in the case of a brolen link, the link can be lost. Each node peri-
odically bioadcasts a Hello message to its neighbors. The Hello message is dffferen-
tiaf_ inthe sense that only changes in the status of neighbors ae reported. Each Hello
message contains three categories of neighbor information. A neighborcan be listed
in the rnefghbor reguest, refzhbor veply, or nefghbor fost category. The categories
aid the nodes in determining the divectionality of the links with their neighbors. In
general, when a node § changes the status of its neighbor §, it includes node §in the
appropriate list (indicating the neighbor's new statns) in (typically ) three consecntive
Hello messages. This en=aes that node § will either learn of the statns change or will
declare node § to be lost after mis=ing this mmber of Hello messages.

The neighbor request list contains the addesses of those neighbors from which
the node has recently eceived Hellos, but for which it has not yet been deternined
that the link to those neighbors is bi-directional. When a node { =ceives 2 Hello
from a new neighborj, node i lists § inits neighbortable and flags the entry asa vni-
directional link. The next time node £ transmits a Hello message, node € lists node §
in the neighbor request list of that message. This indicates that € is requesting that §
confirm the receipt of €'s Hello, so that the bi-directionality of the link can be con-
firmed. When node 3 receives nodei’'s Hello listing § inthe neighbor eqoest, node 3
creates a neighbortable entiy ford (if onedoes not already exist), and marks the entry
as hidirectional. In its next Hello, node 7 inclndes ' s address in the neighbor reply
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list, indicating that the Hello message from 4 was received and a bi-directional link
exigts. Mode 4 can then npdate the entry for node § to be bi-directional. To prevent
the inclusion of transient links, nodes can wait to receive some thieshold numberof
Hello messages from a neighbor before creating a neighbor table entry forthat node.

COnce a node has created a neighbor table entry for a neighbor, the node must
monitor the statns of that link to en=sue connectivity to the neighbor continoes to
exist. If a node { misses the thieshold mimber of Hello messages from a neighbor
4. it updates the state of that neighbor to be lost. The next time ¢ sends a Hello
message, it includes node §' = address in the neighbor lost list. 1 § receives the Hello,
it notes that the bi-directional connection to 4 has been lost, and it changes the stats
of node 4 inits neighbortable to vni-directional. Otherwise, it node § fails to receive
forther Hello messages, it deletes node 4 from its peighbor table and inclndes it in
the neighborlost list of fomre Hello messages.

To perform wuting, each TBRPF node compites a shortest path sonice tree to
each eachable node in the netwouk. The tiee iscomputed nsing a modified version
of Dijkstra’s algorithm. After computing the tiee, nodes epoit only a part of the
tiee, called the mporable subtree (RT), to neighboring nodes. To epot RT, two
types of topology updates message ave vsed. Periodic updates are sent eporting the
entite RT. These full updates are utilized to inform new neighborsof RT and ensure
that all the necessary topology information is evertnally propagated. Smaller, more
frequent vpdates are sent as differential vpdates. Thedifferential npdates repout only
those changesto RT that have oocured since the last periodic vpdate. To reduce the
number of comtol messages, topology npdates can be combined with Hello messages
o that fewer contiol packets are transmitted.

To calculate RT, let T{#} dencte the subtree of node {'s source tree woted at
neighbor . For each neighbor 3, node { includes T'(j) inits eportable subtree RT
if and enly if it determines that one of its neighbors may select € to be its next hop
on its shortest pathto §. To make this determination, node 4 computes the min-hop
paths fiom each neighbor o every other neighber, using the node 1D to break any
ties.

1.3 REACTIVE APPROACHES

Reactive wowting technigues, also called or-demard mouting, take a vewy different
approach to routing than proactive protocols. A lage percentage of the overbead
from proactive protocols stems fiom the need for every node to maintain a route
to every other node at all times. In a wired netwouk, where connectivity patterns
change relatively infrequently and resonces ae abundant, maintaining full connec-
tivity graphs is a worthwhile expense. The benefit is that when a route is needed, it is
imrmediatel ¥ available. In an ad hoc networls, however, link connectivity can change
trequently and contiol overhead izscostly. Becanse of these reasons, reactive onting
approaches tale a departuve from traditional Internet wuoting approaches by not con-
tinuowsly maintaining a wute between all pairs of network nodes. Instead, wtes ae
only dizcovered when they ave acmally needed. When a souce node needs 1o zend
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data paclets to some destination, it checks its ronte table to determine whether it has
a oute. I o moute exists, it performs a mate discovery procedueto find apathto the
destination. Hence, rowte discovery becomes on-demand. If two nodes never need
to talle to each other, then they do not need to utilize their resources maintaining a
path between each other. The route discovery typically consists of the network-wide
flooding of a request message. To reduce overhead the seach area may be redoced
by a mmber of optimizations [14, 25, 31].

The benefit of this approach is that signaling overhead is likely to be rednced com-
pared to proactive approaches, particularly in netwoules with low to moderate traffic
loads. When the mimber of data sessions in the network becomes high, then the
overhead generated by the route discoveries approaches, and may even surpass, that
of the proactive approaches. The drawback to reactive approachesis the introdoction
of a mweure acquisitor fatercy. That is, when a ronte iz needed by a somce node, there
is some finite latency while the tonte i= discovered. In contiast, with a proactive ap-
proach, wutes ave typically available the moment they ae needed. Hence the isno
delay to beginthe data sess=ion.

1.3.1 Ad hoc Qn-Demand Distance Vector Routing

The Ad hoc Cn-Demand Distance Vector (AQDY) Rowting Protocol [48] provides
on-demand wonte discovery in mobile ad hoc networks. Like most reactive mouting
pmotocols, monte finding is based on a rowte discovery cycle imolving a broadcast
network seach and a onicast weply comtaining discovered paths. Similar to DTV,
ADDY relies on per-node sequence numbers for loop freedom and for ensnring se-
lectionof the most recent onting path. ADDY nodes maimtaina ronte table in which
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next hop ronting information for destination nodes is stored. Each ronting table entry
hasan asscciated lifetime valve. Tf a rote is not ntilized within the lifetime perod,
the monte is expired. Ctherwise, each time the moute is nsed, the lifetime perod is
npdated so that the rotte is not prematorely deleted.

¥When a souce node has data paclets to send to some destination, it first checks
its ronte table to determine whether it already has a route to the destination. If such
4 route exists, it can nse that e for data packeet transmissions. Otherwise, it must
initiate & ote discovery procedoe to find a monte. To start ote discovery, the
somice node creates a mote regeest (RREBEQY packeet. Tt places in this pachet the des-
tination node’ s TP address, the last known sequence number for that destination, and
the sonie’s TP addiess and cuent sequence number The RREQ alsocontainsahop
count, initialized to zero,and a RREQ1D. The RREQ 1D isa per-node monotonically
increasing coumer that is incremented each time the node initiates a new RREQ. In
this way, the source IP addiess, together with the RREQ ID, uniguely identifies a
RREQ and can be nsed to detect duplicates. After creating this message, the source
broadeasts the RREQ 1o its neighbors.

When 2 neighboring node receives a RREQ, it first creates a reverse wute to the
sotice node. The node from which it received the RREQ isthe next hop to the source
node, and the hopcount in the RREQ is incremented by one to get the hop distance
from the soue. The node then chechs whether it has an unexpied wute o the
destination. If it does not have a valid oute to the destination, it simply ebroadcasts
the RREQ, with the incremented hop count value, to its neighbors. In this manner,
the RREQ floods the network in seach of a wute to the destination. Figue 1.2(a)
illustiates this flooding proceduore.

When a node veceives a RREQ, it checls whether it has an vnexpired wuteto the
destination. If it does have sach a ionte, then one other condition mnst hold for the
node to genercate a reply message indicating the ronte. The node’s route table entry
for the destination must have a coresponding sequence number that is at least as
great asthe indicated destination sequence number in the woute request. That is,

duege: > dicgng ng

When this cordition holds, the node’ s route table entoy for the destination is at least
as ecent as the sonce node’s last known onte to the destination. This condition
ensres the most recent onte is selected, and also gnamntees loop freedom (see [47]
for a proof). Once this condition is met, the node can create a mete repfy (RREF)
message. The RRETP contains the sovrce node’s TP address, the destination node's
TP address, and the destination’s sequence mimber as given by the node’ s mute table
entry forthe destination. In addition, the hop conmt field in the RREP is set egnal
to the node's distance fiom the destination. If the destination itself is creating the
RREF, the hop count is set equal to zem. After creating the eply, the node unicasts
the message to its next hop towards the sonrce node. Thms, the @verse rote that was
created asthe RREQ was forwaded isntilized to oute the RREF back o the sonrce
node.

¥hen the next hop eceives the RREP, it first creates a forward mute entry forthe
destination node. It nses the node from which it received the RREF as the next hop
toward the destination. The hop connt for that mmtte is the hop coont in the RREP,
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incremented by one. This forward woute entry for the destination will be ntilized if
the sonrce selects this path for data packet transmissions to the destination. Cnce
the node creates the forwad conte entry, it forwads the RREP to the destination
node. The RREP is tms forwarded hop by hop to the somice node, as indicated
in figmre 1.2(b). Cnce the sonmce receives the RREP, it can utilize the path for the
transmission of data pachkets. If the sonrce eceives more than one RREF, it selects
the oute with the greatest sequence nomber and smallest hop connt.

Once a rowte is established, it most be maintained as long asit is needed. A ronte
that has been recently utilized for the transmission of data pachkets iscalled an acrive
monte. Becanse of the mobility of the nodes, links along paths ae likely to break.
Breaks on links that are not being ntilized for the tmnsmission of data paclets do
not require any epair; however, breaks in active outes must be guickly repaived so
that data packets are not dropped. When a link break along an active path ocours,
the node upstieam of the break (i.e., closer to the source node) imvalidates the outes
to each of those destinations in its route table. Tt then creates a rouwre ermor (RERRY
message. In this message it lists all of the destinations that are now vnreachable doe
to the loss of the link. After creating the RERR message, it sends this message to its
vpstream neighbors that wee also utilizing the link. These nodes, in wen, invalidate
the broken routes and send their own RERR messages to their upstream neighbors
that were utilizing the link. The RERR message ttms traverses the everse path to the
somce node, as illnstated infigore 1.2(c). Once the source node receives the RERR,
it can repair the route if the oute is still needed.

ACDY contains a mmber of optimizations and optional featnies [43]. To improve
the protocol performance and reduce overhead, source nodes can utilize an expand-
frig ¥ing senrchto seach for outes to the destination. The propagationof the RREQ
iscontrolled by modifying the time to live (TTL) value of the packet. Incrementally
laiger areas of the network are searched umil a rowte 1o the destination is discovered.
If a8 1oute to the destination can be found in the local area, a netwodc-wide flood can
be avoided.

Another optimization is the local repair of link breaks in active routes. When a
link break oconrs, instead of sending a RERR 1o the souice, the node upstream of
the break can tiy to vepair the link locally itselt. Tf successtul, tewer data pachets
are dropped becanse the woute iz repaived more quickly. I the local epair attempt is
unzvccesstul, a RERR message is sent to the souie node as previously described.

In addition to these optimizations, AQDV contains a mimber of optional featires
to impove operation in a wide range of scenarios. For instance, doving woute dis-
covely, if only intermediate nodes respond and the destination never receives a copy
of the RREQ, the destination will not necessarily have a ronte to the somze node.
If two-way comversation with the destination is desired, this lack of onte from the
destination to the souice can be problematic. Hence, ADDV defines a graruftous
RREF that can be sem to the destination node when a RREP i= created by an inter-
mediate node. Thiz grammitons RREP informs the destination of a route to the sonize,
as if the destination had performed a route discovery. Anotheroptional feature is the
RREF ackrowledzment (RREP-ACK). When uni-diectional links ae suspected, the
RREF-ACK can be utilized to ensure the next hop received the RREF. If an RREP-
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ACK is not received, Pfackfists can be vtilized to indicate uni-divectional links so
that these links are not used in futue wute discoveries. In addition, AQDY allows
the use of period Heffo messages for monitoring connectivity to neighbering nodes.

1.3.2 Dynmamic Source Routing

The Dynamic Sonce Ronting (DSR) protocol [24] is similar to ACDY inthat it isa
reactive ronting protocol with a romte discovery cycle for ronte-finding. However, it
has a few, important, differences.

Cne of the primary characteristics of DS R is that it is a source ronting protocaol;
instead of being forwarded hop-by-hop, data packets contain strict sonice ontes that
specify each node along the pathto the destination. Rowte request (RREQ) and ronte
reply (RREF) packets accnmulate somice rontes so that once a ronte is discovered,
the somice learns the entire scurce rontte and can place that ronte into snbsequent data
packets. Figore 1.3(a} illustrates the process of mote discovery. The somce node
places the destination IF address, as well as its own TP address, into the RREQ and
then bioadcasts the message to its neighbors. When the neighboring nodes receive
the meszage, they npdate their onte to the sonce and then append their own TP
addresses to the RRE(). Thus, as the RREQ is forwarded thionghput the networl,
the traversed path is aconmulated in the message. When intermediate nodes receive
the RREL), they can create or npdate monting table entries foreach of the nodes listed
in the sonice ronte, not just the source node.

¥hen a node with a ronte to the destination receives the RREQ, it mesponds by
creating a RREF. If the nodeis the destination, it places the accnmulated soirce ronte
fromthe RREQ intothe RRER Ctherwise, if the node is an intermediate node, it con-
catenates its sonce wonte to the destination to the accomulated woute in the RRELQ,
and places this pew oute into the RREP. Hence, in either scenario the message con-
tains the full onte between the source and the destination. The sowce rowte in the
RREF is reversed and the RREP i= nnicast to the sonree. Mote that as intenmediate
nodes receive and process the RREF, they can create or npdate ronting tahle entries
to each of the nodes along the sonce romte. Figure 1.3(b} illnstiates the propagation
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of two RREPs back to the somce. When a link brealk in an established path occurs,
the node npsteam of the break creates a oute enor (RERR) message and sends it to
the source node.

Instead of maintaining a rontetable fortacking routing information, DSR ntilizes
a route coche. The cache allows moltiple woute entries 1o be maintained per desti-
nation, thereby enabling mefti-patk ronting, as will be discnssed in section 1.7.1.
¥hen one ronte to a destination breales, the somce can milize altemate romes fiom
the route cache, if they are available, to prevent another oute discovery. Similarly,
when a link break in a rotte occnrs, the node opstream of the break can perfom
mitte safvaging, whereby it utilizes a different rowte from its rovte cache, if one is
available, to repair the wute. However, even when rowte salvaging is performed, a
RERR message must still be sem to the sovrce o infom it of the breals.

Other characteristics that distingnish DER fiom other eactive vowting protocols
include the fact that DSR's wute cache entries need not have lifetimes. Once a ronte
is placed in the woute cache, it can remain there until it breaks. However, timeouts,
capacity limits, and cache-eplacement policies bave been shown to improve DER's
petformance [20]. Additionally, DER nodes have the option of promfscuows fisten-
friz, whereby nodes can eceive and process data and contiol pachets that are not
addressed, at the MAC layer, to themselves. Throvgh promiscuous listening, nodes
can utilize the source outes caried in both DER control messages and data pack-
etsto gratuitovsly leam roming infoumation for other network destinations. Finally,
to educe the overhead of canrying source outes in data packets, DR alzo allows
flow state to be established in intermediate nodes. This flow state effectively allows
hop-by-hop forwarding with the same sonice-based rowte contiol, as provided by the
souce oute [21].

For a detailed stody of the performance of ADDY and DSR, as well as an expla-
nationof how the protocel differences vesult in perfoimance differentials, the reader
is refewred to [16].

1.4 GEOQGRAPHICAL APPROACHES

Geographical appoaches build on the proactive or reactive technigues previensly
described and in addition incoporate geographical infoumation to aid in wuting [3,
25, 33, 58, 39]. This gecgraphical information can be in the form of actval geo-
graphic coodinates (as obtained thiough the global positioning systemm (GRS, or
can be obtained thiongh reference points on some fined coordinate system. The vse
of geo-location information can prevent netwouc-wide seaches for destinations, as
either contiol paclets or data pachets can be sert in the general direction of the des-
tination if the recent geographical coordinates for that destination are known. This
reduces the contiol overhead genewmted in the networls, however, all nodes must have
comimial access to their geographical coowinates for these approaches to be useful.
The following describes one such geographical rowting appoach,
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1.4.1 Location-Added Routing
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Fig. 1.4 LAR Expectad and Haqueat Zone,

The Location-Aided Routing (LAR) potocol [25] is a eactive onting protocol that
ntilizes geographical coordinates to direct romtte equest messages to the previonsly
known location of the destination. The potocol defines two areas: the expected
zone, and the reguest zone. The expected zone is the area in which the destination is
most likely to be discovered. To calcnlate this area, the sonice must kmow a previons
location of the destination at time ty, 25 well ag an estimate of the velocity, o, at
which the destination was traveling at tp. If the curent time is £, the expected zone
can be calevlated as acicle of radinsw(ty — ta) cemered at I}, The request zone is
the area in which the omte request for the destination shonld propagate. In order to
have the greatest probability of finding the destination, the request zane is defined to
be the smallest rectangle that contains both the expected zone and the sonrce node.
Figore 1 4 illustrates an example expected and request zone.

The basic onte discovery procedure of LAR is similar 1o that of other weactive
mmting protocols. When a souce needs a onte to a destination, it creates a ronte
request (RREQD) message for that destination. If the souice recently had a rovte to
the destination, then the somice calculates the expected zone and the request zone,
and places the coodinates of the eguest aone boundary imo the RREQ message.
If the source does not have any previons infommation abont the destination, then it
is nnable o calculate the expected and request zones. In this case the algorithms
defanlts to basic flooding.

¥When a node receivesthe RREQ, it processes it asdescribed in the previons sec-
tions with the following exception. The node first determines whether it lies in the
request zone defined inthe RREQ. Becanse every node kenows its courent geographi-
cal coodinaes, it can easily makethisdetermination. If the node does not lie within
the request zone, then it does not process the packet. Otherwise, if it does lie within
the regnest zone, it processes the packet and either ebmwadcasts it or sends a weply,
depending on whether it has a corent roate to the destination.

The size of the request zone isa tradectt between control overhead and probability
of finding the destination. A small request zone 1ns the risk of not including the
area in which the destination is covently located. Tt is also possible that, while the
destination may lie within the reqoest zone, the path between the somce and the
destination may not be completely contained within this zone. Tnthis case, a moute to
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the destination will not be discovered. On the other hand, if the regquest zone is too
laige, the contiol overhead saving s will be minimal.

In addition to the previensly described appmach, LAR also defines a second
method for determining the request zone. Instead of calculating a vectanguolar area,
the source places its distance from the previons location of the destination, along with
the coordinates of the destination’s previems location, in the RREQ. When neigh-
boring nodes receive the RRELQ, they calculate their distance from the destination
(PIST;Y and then compare that valne with the sonmce’sdistance as reported in the
RREQ (BIST3). For some pammeter 4, if DI8Ts + 4 > DIST;, then the node
i processes the request. When it forwards the request, the node replaces DISTqin
the RREQ with its distance BIST;. Onthe other hand, if DIST; + & < DIST;,
the node discards the RREQ. Tn practical implementations, & typically equals 0. By
using this appmach, the nodes are focing the RREQ to make forward progress to
the estimate of the destination’s location.

In both approaches, the RREQ is prevented from flooding the entire network be-
canse it is estricted to areas that ave lilkely to be en mwoute 1o the destination. This
esults in a reduction in both bandwidth and processing overhead.

1.5 HYBRID APPROACHES

The chamcteristics of proactive and reactive wouting protocols can be integrated in
varions ways to form Apbrid networking piotocols. Hybrid netwodding protocols
may exhibit pioactive behavior given a certain set of circnmstances, while exhibit-
ing reactive behavior given a different set of ciicnmstances. These protocols allow
for flexibility based on the chamactenstics of the network. Hybnd approaches in-
clude the Zone Routing Protocol [41] and the Distance Routing Effect Algorithm for
Maobility [3].

1.5.1 Zone Routing Protocol
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Fig 14 FAT Fona Radins.

The Zone Remting Protocol (ZRFP) [41] integrates both proactive and eactive onting
COMPOnNents into a single potocol. Amund each node, ZRF defines a zore whoze
radins is measnred in terms of bops. Each node ntilizes proactive wonting within its
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zone and reactive onting owmside of its zone. Hence, a given node know s the identity
of and a rowte to all nodes within its zone. When the node has data packets fora
particular destination, it chechs its mmting table fora wute. 1f the destination lies
within the zone, a ronte will exist in the onte table. Otherwise, if the destination is
not within the zone, a seaich to find 2 wnte o that destination is needed. Figoe 1.5
illnstrates the 2one concept. In this figure, the zone radins istwo hops.

Fig_ 16 Example ZRI® Houte Discovary.

Forintra-zone wuting, ZR P defines the Intrazone Routing Protocol (TARP). TARP
i a link state protocol that maintains np-to-date information abott all nodes within
the zone. Rorany given node X, X's peripheral hodes ae defined 1o be those nodes
whoze minimum distanceto X isthe zone rading. Infignre 1.5, "= peripheral nodes
ae nodes A, B, £, and I These peripherml nodes ae important for eactive rote
discovery. ZRP wtilizes the Interzone Ronting Piotocol (IERP) fordiscovering moutes
to destinationsontside of the zone. Foroute discovery, the notion of bordercasting is
introdnced. Once a sonrce node determines the destination is not within its zone, the
sonice bordercnsts a guery message to its peripheral nodes. During the bordercast,
the gquery message is elayed toward these peripheral nodes nsing trees consticted
within the intrazone topology. After receiving the message, the peripheral nodes, in
turn, checle whether the destination lies within their zone. If the destination is not
lecated, the perpheral nodes intnm bordercast the query message to their peripheal
nodes. This process continoes until either the destination is located, or until the
entie networl is searched. Once a node discovers the destination, it nnicasts a reply
message to the sonrce node.

Figore 1.6 illustrates an example of the bordercast discovery procedure. Tnthe fig-
nie, node S performsa query forthe destination X. By nsing the IARF, it learns that
X is not within its zope. Tt bordercasts the query message to its peripherml nodes. In
the figure, the dotted circle represents the adins of §'s zone. The peripheial nodes in
turn check their zone, and after not finding the destination, bomdecast the query mes-
sage to their peripheral nodes. The solid cicles in the figore epresent the forwad
pmopagation of the query messages to each node’s peripheral nodes (i.e., the cicles
do not enclose nodes that have already received the guery). Hence only the portion
of each node’s zone that have not been previonsly traversed by the query message is
shown. BEverually, node (7 discovers X within its zone, and hence nnicasts a reply
backto node 5.
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To improve qoery efficiency, a random query processing delay can be nsed as an
effective query contiol mechanism. By waiting a random interval between goery
reception and query forwarding, the chance of collisions during forwarding is re-
duced, and therefore the ettectiveness of the protocol is improved. In addition, ZRF
defines other optimizations to reduce the messaging and processing overtead [19].
In particolar, these inclnde eady termination of queries by preventing a query fiom
pmopagating into a zone that has already been searched for a destination.

Recently, a new version of ZRP, ZRP+2, has been imoduced [54]. ZRP+2 dif-
ters firom the onginal ZRF in the manner in which bordercasting is performed. In
both versions, oute discovery is initiated with the goery source node constiicting
a bordercast tiee to its arcoverad periphera nodes. An wrecoversd node is one that
does not belong 1o the rovting zone of a node that already has received the guely.
The node then forwards the gquery message to its bodercast triee neighbors. When
these neighbors teceive the guery message, ather than forwarding the message to
the query source's downstream peripheral nodes (as in the oviginal ZRP)Y, they each
constinct bordercast trees to their own uncovered peripheral nedes, and forward the
mute guery to their bordercast tree neighbors. Each node that eceives a2 rome gquery
follows the above procedure until the destination, ov a node possessing a fiesh route
to thedestination, is eached, Atthat point a voute veply is unicast back to the souice.

Perfoiming bowdewasting on a hop-by-hop basis yields a uniform, and thus sim-
plet, protocol implementation. Also, the need for maintaining an extended wouting
zone is eliminated.

16 CLUSTERING AND HIERARCHICAL ROUTING

TP addiesses are hierarchical inthat they identify the location of the end device within
the global Internet. Rowting protocols inthe Internet tale advamtage of this hierachy
when deternining wowtes between networks. Ad hoc networkes, on the other hand, ae
not necessarily able to take advantage of a hierarchy based on IP addesses. Modes
Joining an ad hoc network are likely to have pre-assigned TP addiesses from other
networks. Hence, the nodes form a hodge-podge of addresses, and hiemrchical rot-
ing based on addiesses is not necessaiily possible.

Cluster Leaders Diispoiot Clasiems
a

Fig. 1.7 Example Cluater Confippration.
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However, flat romting, as performed by the previonsly discussed protocols, has
a number of disadvartages. The primary disadvantage isthat it is not scalable. In
the worst case, 2 node must maintain a wuting table entoy for every other node in
the network, and the amonnt of information exchanged to create these routing table
entries is {{n?), whee n is the number of nodes in the network.

To increase the scalability of the ad hoc petwork, hierachical, or clustering, pmo-
tocols, can be wtilized. Hierachical protocols place nodes into gronps, often called
clusters. These gronpings may be based on a numberof criteria, ot most commanly
they are hased on either location[1, 2,4, 5] orfunctionality [43, 643].

Ther have been mumewns hierachical romting potocols developed that take a
variety of approaches towards clustering. In this section, a survey of the chamcteris-
tics and algorithms forclustering is given, individval protocols ae not examined.

The physical properties of the clusters vary between clustering protocols. As
shown in fignie 1.7, closters can be either overlapping, or completely dispint. For
ther, a one-level hievachy can be created, or recursive multi-level hierachies ae
also possible. Finally, control within a cluster can be held by a cluster leader, ov the
cluster can be completely distributed with no cluster leader. In netwoks where clus-
ter leaders exist, these leaders typically process contiol packets on behalf of their
member nodes. Tt is also possible for cluster leaders o form a rowting backbone
within the netwoul [4, 12]. Thiscan be a desivable propenty if the cluster leaders are
pre-selected as nodes with greater resources than non-leader nodes.

Figure 1.7 illustrates an example cluster topology with cluster leaders. The cluster
boundaries are bazed on the transmission range of the cluster leaders. All nodes
within a cluster must be within direct transmission range of the cluster leader. In this
example, closter boundaries are allowed to overap. Modes that are located within
the boundariesof multiple clusters are called gateways. These nodes serve as routers
between the two clusters. With many clustering protocols, it is also possible for pairs
of nodesto serve as distrbated, or fofnt gateways. Distributed gateways are a pairof
nodes that are within direct transmission range of each other, whee each node lies
in a different cluster: Together, the two nodes can be nzed to onte between clusters.

Cluster leaders are typically initialized thiough some distibuted algovithm. For
instance, therecan be a leaderelection algorithm, where the node with the highest TD
within some aea becomes the leader for that area [12]. Alternatively, weights, such
as number of neighbors, transmission range, etc., can be nzed instead of the ID of
the node [2,7]. Cther algonthms take a moe “first come, fivst elected™ approach [4].
In this methed, when a node pins a netwou, it guenies its one-hop neighbors to
determine whetherit is within ange of an existing cluster leader: If =0, the node may
chonse to join the already existing cluster. Otherwise, if there is not a nearby cluster
leader, the node becomes aleader itzelf. Using this appoach, during the initialization
of a networls, the first node to join the netwods wonld become a cluster leader.

Orce the networl has been initialized and cluster leaders have been established,
there must be leader selection and revocation algorithms in place. The leader se-
lection algorithm specifies under what conditions a node should become a cluster
leader. For instance, if a node wanders to the perphery of the netwoul, it may lose
comact with all emrrent cluster leaders. In this case, it may become a closter leader
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itself. Similarly, the petwork mnst also have in place a cluster revocation algorithm.
Withont such an algoiithm, there will be a slow, contimal growth in the mimber
of leaders as more nodes wander to the netwoude perimeter and become leaders. In
the worst case, withont a ievocation algorithm, it would be possible for each networke
node to evenmally become a leader. If al nodes became leaders, the hierarchy wonld
become ineffective.

Fy 18 Cluster Routing Examila.

There are a mumber of leader revocation algonthms. Most commonly, when tweo
leader come within direct transmission range of each other, one of the leaders mnst
give np its leader statvs. The leader to give up its statns may be the leader with
the lowest ID [17], or a weight-based approach may be nsed [2, 7] An altemate
method has been propesed in [4], whewe instead of equining one node to become a
non-leader whenever two leaders come within transmission range, a leader gives up
its leader statms only when its cluster becomes a subset of the other cluster. This ap-
proach has some beneficial propertiessuch as preventing a nppling eftect, whereone
leadership change e=lts in further network leadership changes. Becauvse leadership
changes are expensive in terms of contiol overhead and mouting changes, they should
be minimized overall.

The® are two key benefits from wtilizing clustering protocols in an ad hoc net-
work. The first of these is that they enable hiemichical onting. Considerthe network
infigure 1.5, Suppose a souce node § wants to send pacleets to the destination £2.

The pathit might discover with one of the previously discnssed fiat mting protocols
iz

B=l1i=G1=0y=D
Using a flat outing scheme, whenever any link along this path bieaks, the route
must be epaived with a route maimenance procedule (i.e sending a moute enor to

the sonce, local repair, ronte salvaging, etc. ). However, with a hiemrchical wouting
scheme, the path is instead recorded as

E=s{i=fs=D

The difference is that, with the hierarchical romte, the path is recorded at the cluster
level. Hence the ronte s ecoded fiom cluster leader £ to £, and the intermediate
node is not specified. To get from £ 10 £, any gateway node connecting the two
clusterscan be utilized. Forinstance, gateway 3, may be selected to route between
the clusters. In the evert tha (&) wanders ot of transmission @nge of one of the
clusters and can o longer seive as a gateway, one of the other gateways (ie., 7z}
can be nsed instead. Because of this increased woing flexibility, link breaks do not
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necessarily result in ronte repairs if another gateway node is available. Decreasing
the mim ber of mtte repai s decreases the amonnt of control overhead generated in the
network, and consequently increases the mumberof data paclets that can be delivered
to the destination.

Fig. 1.2 Hierarchical Addresaing,

The second benefit of hierachical protocols is that the hiemrchy can be tsed to
implement hierarchical addessing schemes. Addresses can be assigned to nodes
based on their closter membership. For instance, in the networde shown in fignie 1.9,
4 node z iz a3 member of a cluster . In that case, ite addess may be 2. If the
hierachy were multiple levels, then cluster i might in torn be within a lagercloster
r. In this caze the node’'s addiess would be 4.2, 1f the node were a member of
multiple clusters, the node conld have multiple, concurent addresses. In mobile
networks, multiple addresses wonld be beneficial becanse at any given time, at least
one of the addiesses is likely to still be valid.

As was seen in the previons example, molti-level hiemrchies can be created.
Multi-level hiemrchies that dynamically admst their depth based on the networke
topology can forther increase the scalability of the network. In multi-level hier-
chies, each cluster becomes a node at the next highest cluster level. Routes can be
recarded up and down the hierarhical moiting tree. A e ascends the hiemrchical
tiee only as high as needed to each the branch containing the destination. Munlti-
level hiemrchical muting protocols include [5, 28, 44, 52, 56].

Hierachical rowting protocols have many clear advantages. They impove ronte
mwbustness by increasing wonting flexibility; moites that are recorded between clns-
ters, as opposed to between nodes, have more romting options, and hence can be
repaired more easily. Increasing onte robnstiness leads to an increase in monte Life-
times, theeby resulting in fewer route reconstinctions, less comrel traffic from ronte
repairs, and increased data delivery. However, there are also disadvantagesthat many
hieramchical onting protocols snffer from. To create and maintain the closters, many
clustering protocols require periodic overhead [1, 4, 64]. Such overbead is needed
to maintain coment information about cluster memberships and gateway availabil-
ity. To overome this dmwback, some clustering approaches have opted for a more
on-demand appmach, sch that clusters ae only created when needed [18]. This
can eliminate a significant fraction of the overhead in networks with low taffic de-
mands. Otherdisadvantages include the centralization of routesthongh closter lead-
ers. If the cluster leaders can be selected =olely from nodes with greater lesotices,
than this centralization is likely to be beneficial. However, in networks withot spe-
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cialized, high power nodes, centralizing rotes nnfaicly taxes leader nodes, and is
likcely to resolt in prematme depletion of their batteries. Piotocolsthat ntilize clos-
ter leaders for the establishment of rontes but that do not actvally require cluster
leaders to participate on the moutes can eliminate this vnfair borden.  Finally, the
cluster leader-gateway-cluster leader wuting requiement can resnlt in the nse of
non-shortest paths.

1.7 QTHER TECHNIQUES

1.7.1 Multi-path Routing

The majority of routing protocols previonsly described utilize route tables for storing
routing information. In such tables, there is one next hop entry tor each destination.
While in the TP woute table it isonly possible to store one rowte entiy for each desti-
nation, it is possible in the wuting protocol to create a route cache, in which multiple
routing entiies per destination can be maintained. In the event that the path in use
to some destination breaks or becomes otherwise unusable, an alternate ronte in the
oute cache can be utilized instead. When altemate outes are available, woute dis-
coverles can be saved, and contiol overhead can be educed.

The® are mmerovs proposals for multi-path outing. The vast majority of these
study multipath routing with on-demand outing approaches. The DER potocol
ntilizes oute caches for maintaining muoltiple paths to each destination. In [20],
varions caching strategies and cache confignrations are anal yzed.

Other proposals investigate medifications to existing protoceols to add multi-path
wouting capability. For instance, the Ad boc On-Demand Multipath Distance Vector
(AOMDV) routing protocel isdescribed in [36]. In ACM DY, multiple routing entries
ae stored per destination, and there iz one lifetime valve associated with all the
wouting entries tor a destination. Hence, all the routing possibilities are refreshed or
expiie at the same time. Also, the emphasis in AOMDV is on finding multiple moutes
that are link disjoint, implying that the routes do net share any common links,

Another appoach is taken in AODV-BR [29], which proposes back-up paths for
muting awund link breaks in active romtes. When a linke break in an active ronte
occurs, the node closer to the source sends an ermor message to the sonee, and also
bioadeasts the data packet to its neighbors. The pachet indicates in the data header
that the link has bioken and that the packet is in need of alternate routing. When the
neighboring nodes receive the pachet, they forward it to the destination if they have
a route for that destination.

The® are additiona proposals that describe new protocols to handle multi-path
wouting [30, 39, 50]. One of these, the Split Multipath Routing (SMR) protocel [30],
operates similaly to the reactive protocols described in section 1.3, however, the
protocol makes the following modifications. To obtain maximal node disjoint paths,
intermediate nodes are not allowed to espond to woute requests. Farther, route re-
quests and woute replies contain entive wuting paths. Intermediate nodes forward the
first onte reqnest they eceive, and only ebioadeast snbeequent ones if the requests
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awive fiom different neighbovrs and have not traveled forther from the sonrce thanthe
first ioute reguest received. When the destination receives the request, it responds
to the first equest, and then waits a time interval 1o eceive additional reguests. At
the end of the time interval, it esponds to the eqoest that traveled the onte most
dispint from the onginal request received. The protocol can be easily configured o
that the destination responds to more than two reguests.

Finally, [47] imvestigates the impact of altemate path routing on ad hoc outing
pmotocols, particnlady focusing on load balancing and the concurent utilization of
multiple rontes. In paticnlar, it stodies the impact of moure conpfieg inad hoc net-
works with only a single available channel. Ronte conpling occors when two montes
have nodes or links in commeoen. The anthors discoverthat, while alternate ontes en-
able a reduction in end-to-end delay, the wute conpling results in an under-utilization
of network resources, thereby preventing alternate path mting from achieving sig-
nificant performance improvements.

1.7.2 Energyconserving Protocols

All of the mmting potocols previously described in this chapter were designed with
the characteristics of 2 mobile envimnment in mind. Hence, each protocol attempts
to rednce contol overbead and processing lBqUirements 5o a8 o Minimize power uti-
lization. However, the® is a set of ad hoc ronting protocolsthat have been designed
with the specific goal of further minimizing energy consumption. These potocols
take a variety of appmaches towards energy efficiency, inclnding powering down
nn-utilized nodes, load halancing, and dynamic transmission power adjostment.

The Geographical Adaptive Fidelity (GAF) algonthm [61] is an example of an
enelgy-conservaing potocol that powers down nn-utilized nodes. GAF is able to
identify metfrg-equivalernt nodes in a network =o that nnnecessary nodes can be
trned off. GAF nodes milize location information, such as throvgh GPS, to createa
virtnal gnd. All nodes within a given grid square ae eguivalent with respect to rot-
ing functionality. Modes in the giid square can therefore coodinate to deterrnine the
sleep duation foreach node. The nodes can be coodinated such that load halancing
aids in the overall enewgy ntilization of each node; each node takes a torn forwarding
data paclets.

Ronting based onoverall energy cost and remaining battery litetimes is performed
by the Battery Energy Efficient (BEE) piotocol [13]. This potocol assigns to each
onte a cost function that takes into account both energy cost and battery lifetime.
¥hen a sonice initiates a data stream, it evalvates the cost function for all the pos-
sible loop-free ronttes 1o the destination. Tt selects the wouote that minimizes the cost
fonction. Similar to this work, [11] describes an approach that balances path selec-
tion and energy consnmption rates among the network nodes in popotrtion to the
available energy eserves of the nodes.

A mmber of potocols dynamically adapt node transmission @nges to redoce
overall power consnmption. Bor instance, the approach described in [17] compites
the power cost along the discovered paths from the source to the destination. The
path with the minimom soch cost is selected. The network nodes nse a power man-
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agement scheme such that nodes are gronped into closters, and each node transmits
at the minimmm power level to each each of the nodes in the cluster. Along these
same lines, the protocol proposed in [51] dynamically adjusts node transmit powers
to maintain a connected topology nsing minimom power. Modes indense portions of
the network decrease their transmission power to each fewer nodes, while nodes in
remote areds of the network increase their transmission power to become more folly
connected. Tt should be noted, however, that increasing the numberof hopsin a path
has the drawback of increasing the likelibood of a link break in that path. This can
result in an increase in contmol overhead due to the additional oute repairs.

In addition to rowting protocols, there is a wide range of esearch on power-
efficient MAC protocols and transport layer protocols. For instance, the Power-
Aware Multiple Access protocol with Signalling (PAMAS) [537] utilizes informa-
tion gleaned from RTS/CTS exchanges to tim off nodes when they ae not receiving
pachets. Becanse the RTS and CTS messages contain the length of anupcoming data
pachet, nodes receiving this message that are not the sender or receiver of the data
pachet can safely menoff theiv interfaces while the data pachet is being transmitted.

1.7.3 Security-Aware Protocols

The open natne of wireless communication and the portability of mobile devices
creates a challenge for secoring mobile netwodcs. In comrast to wired networks,
introders do not need to compromise network hosts to gain access to the netword,
malicions nodes need to only be within transmission range of 2 node in oider to
participate in and cverbear network traffic.  Altbongh sectiing ad hoc networles is
a challenge, it is a necessary component for ad hoc networks to be tniversally de-
ployed. Recermt ad hoc network security research has addressed a wide mnge of
secrrity topics, from secue ronting, to intmsion detection and monitoring. In this
section a sampling of appmaches from these two areas is highlighted.

1.7.31 DSecure Routing When performing an on-demand omte discovery such as
those described in section 1.3, there are a mmber of possible attacks. Malicions
nodes can lie abont the existence of paths and can modify the infommation in wouting
messages to influence path selection. Forther, a somce node has no method for
determining whether a path actually exists when it ieceives a ronte reply. However, in
nearly every application scenario a nser wonld like to be assed that his or her data
tiaffic is actually reaching its intended destination. To address this issne, a mimber
of secune routfrg piotocols have beendeveloped. Some of these protocols attempt to
SECTIIE Existing ronting pmotocols, snch as those described in section 1.3, Others ae
new routing protocols that have been designed with the primary goal of secuidty.
Anexample of this latter type of protocol is the Antbenticated Rontting for Ad hoc
Metworks{ ARAMN) protocol [55]. ARAN is based oncertificates and assnmesthat all
network nodescan obtain a certificate from a timsted ceitificate server before pining
the ad hoc network. The certificate contains the poblic key of the node. ARAN
utilizes a rowte discovery procedure similarto AQDV. A soune node S generates
a Rowme Discovery Packet (RDPY for a destination. The RDP is signed with the
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somce’s private key and comains its certificate. When a neighbor A receives the
RDP message, it verifies the signature of the source by entracting §'s public key
from its certificate, and then sets up a reverse path back to the somce node. The node
then signs the coments of the message, appends its own certificate, and bmadcasts
the message to its neighbors. When A's neighbor B receivesthe message, it validates
A'ssigname, and then eplaces this signamre with its own signatne (the signatne of
the sonmce node is etained). The pachet contimmes to be rebmadcast in this manper
nmtil it reaches the destination. ¥When the first RDF reaches the destination, the
destination node verifies the signattie of the source node and then sends a digitally
signed Ronte Reply paclcet (REP) back to the sonce. The REF travels the same path
as the RDF, and the same signing proceduie is performed by intermediate nodes.
Becavse the destination must sign the REP message, only the destination is allowed
to respond to the RDF. Also, becanse RDF messages are signed at each hop and do
not contain a hop count or a souce route, malicions nodes have no oppoutunity to
imentionaly redirect traffic.

The Secure Rowting Protocol (SRF) [44] is another approach to secure mouting
that iz based on the assnmption of the existence of a security association between the
somze and destination node. To initiate communication, the two nodes negotiate a
shared seciet lrey. A message anthentication code (MAC) is uzed o ensuve that the
eply message is not medified en route to the source node. Only the destination can
espond to wute query messages, and the souiwe isassured that the destination was
reached becanse the shared key is nsed as input to the MAC computation.

Like 5RP, Ariadne assumes that all pairs of communicating nodes have secret
MAC keys [22]. Each pair of nodes maintains two keys, one for each divection of
communication. Ariadne isvtilizes symmeticcryptographic primitives and is based
onthe DSR routing protocol and the TES LA broadeast anthentication protocel [49].
Aviadne has the propeities that sovrce and destination nodes can amthenticate each
other due to the secret keys, and that the sonrce node can authenticate each entry on
the path retumed in the wute ®eply. In addition, a one-way function is utilized =0
that no intermediate node can remove a previons node in the sotrce onte contained
in oute reguest and reply messages.

The Secunty Aware Routing (SAR) protecol described in [62] relies on tost lev-
els to provide security. Modes form a trvst hievarchy where each nede is assigned a
specific trnst level. Designed to un over a reactive rowting protoceol such as AQODY
or DER, mute request and reply messages ae assigned a secuiity level by the source
node. Only nodes with at least the indicated level of secuity can process and forward
the control messages. Hence, SAR discovers routes where all nodes along the path
meet the desired level of security.

Finally, a mechanism for secuning the ADDY protocol is presented in [63]. The
protocol, SACDY, utilizes digital signatures and hash chains for securing AODY
comrol messages. The digital signanes are ntilized to anthenticate the non-mutable
fields of the contiol messages, while the hashchains are vsed to secure the hop count
information. The approach assumes the nodes have access to a key management
systerm =0 that the nodes can obtain the public keys of the other nodes within the
networl.



24 ROUTING APPROACHES IN MOBILE AD HOC NETWORKS

1.7.32 Intrusion Detection and Monitoring Schemes Intmsion detection is a
mechanism widely vsed in wired netwouks to detect malicions invaders and trigger
an appropriate response. Intmsion detection in ad hoc petworks is somewhat less
straightforward becanse membership in the netwoulc is open o virtnally any vser.
Hence, it isdifficult to detect when a nser is actnally a maliciouns intoder. Meverthe-
less, intrmsion detects technigues can be employed in ad hoc networdcs to detect mis-
behaving nodes, particularly in networlcs in which the membership is well-defined.
Such networks include military networles and collaborative networks comprised of a
tearn of individoals.

An intmsion detection and response mechanism is presented in [65]. Tt nses the
cooperative statistical anomaly detection model to protect against attacks on rout-
ing protocols or other wireless applications and services. Each imtrusion detection
systern (D& ) agent rons independently and monitors local activities. Intiisions ae
detected from local traces, and responses ae subsequently initiated. Tt an anomaly
is detected in the local data, o if the evidence is inconclusive and & broader search
is wananted, neighboring IDE agents coopelate to participate in global intiwsionde-
tection actions,

Another approach taken by a handfol of protecols isto meonitor nede behavior to
detect misbehaving nodes. Mode misbehavior can come in many forms, however,
4 commen action to monitor is whether 2 node en route to a destination forwards
data paclets that it receives forthat destination. For instance, the monitoring system
described in [37] vses nodes called watchdogs to monitor the forwarding of data
packetsby intermediate nodes. After a node transmits a data pacleet, it promiscus wsly
listens to determine whether the next hop along the path forwards the data pachet to
its next hop. Forthis functionality to woulk, a node must know the identity of the node
two hops further along the path. Tnadditionto the watchdog, network nodes also win
a pathiater module to deterrnine the weliability of paths. Modes maintain mtings for
other netwouk nodes, and hence select paths with the highest aggregate mting. The
watchdog system isnsed to maimtain the mting for neighboring nodes.

A similar monitoring systern is described in [9]. This approach incovporates a
tost manager and eputation systern with a path manager to detect misbehaving, or
non-conforming, nodes and exclnde them from outing. The difference with this
approach is that nodes propagate information about detected misbehaving nodes so
that those nodes can be excluded from participation in the netwoudc. When a node
receives snch a message indicating the misbehaviorof another node, the node mnst
be able to amthenticate the source of that message. This prevents denial of service
attacks by malicions nodes against other, benign nodes.

1.7.4 Condmion

As has been shown in this chapter, there exists a vast varety of outing potocols
designed specifically for ad hoc mobile networks. These networlkes create a hostile
monting emvimnment due to the mobility of the nodes and the wesulting ephemeal
natreof the network links. However, significant strides have been made towards the
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development of robust omting protocols that can deliver high percentages of traffic,
even in dynamic environments.

It is likely that there does not exist a single wouting protocol that can solve the
needs of every conceivable ad hoo network scenario. Rather, the selection of a rout-
ing pmotocol fora given netwaork is likely to be dependent nponthe dominating char-
acteristics of that network. Hence, certain monting potocols are likely to perform
best in networkes of one set of chamctenstics, while others will perform better in pet-
works with a differing set of characteristics. Mowe work is needed to identify the sets
of characteristics that promote the optimum behaviorof each individoal protocol and
class of protocaols.
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